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FOREWORD

The Cayman Islands as a leading international Gi@hrcentre has framed its regulatory system
around international standards of supervision aodoperation with overseas regulatory

authorities in the fight against financial criméheTllslands seek to maintain their position as a
premier jurisdiction, while at the same time ensgrihat its institutions can operate in a

competitive manner.

The Monetary Authority is particularly aware of thbal nature of the fight against money
laundering (ML), terrorist financing (TF) and otHerancial crime, and the consequent need for
all jurisdictions to operate their regulatory regsnco-operatively and compatibly with each
other. This is both to limit opportunities for {datory arbitrage” by criminals and to promote
an internationally level playing field for legititeabusinesses. Where jurisdictions have relevant
and appropriate regulatory regimes of an equiva&ridard to that of the Cayman Islands, and
this is recognised by their inclusion in Scheduldug reliance may be placed by a Cayman
Islands Financial Service Provider on applicatibthe regulatory regime of that jurisdiction by
those subject to such regulation.

These Guidance Notes provide guidelines that shbeldadopted by those involved in the
provision of financial services in order to maintée integrity of the Cayman Islands’ financial
sector in respect of money laundering and terrdnistncing. For the purposes of providing
guidance to the industry with respect to money duimg, these notes replace the Code of
Practice, which was previously issued under thecé&ds of Criminal Conduct Law (2005
Revision). The Code of Practice has been withdraneh should no longer be referred to as a
point of guidance to the industry.

These guidance notes are based on similar Guiddates issued by the UK and some of the
Overseas Territories and Crown Dependencies, nealdib accord with the laws of the Cayman
Islands. The Cayman Islands are grateful to thesatdes for allowing them to draw on their
guidance notes as well as to the authors of the ©@b&ractice.

The Cayman Islands Monetary Authority stands rdadyjiscuss individual cases wiltinancial
Services Providerso assist in practical implementation. We hopat you find the enclosed
guidelines of assistance.
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SECTION 1 - INTRODUCTION

11

1.2

1.3

1.4

Having an effective anti-money laundering (AMIlgountering the financing of terrorism
(CFT) regime has become a major priority for alligdictions from which financial
activities are carried out. One of the best metholdpreventing and deterring money
laundering and terrorist financing is a sound kremlge of a customer’s business and
pattern of financial transactions and commitmenkte adoption of procedures by which
Financial Services Providersknow their customer” is not only a principle obag
business but is also an essential tool to avoidlv@ment in money laundering and
terrorist financing. For the purposes of theselgnce notes the terFinancial Services
Providersrefers to businesses carrying mtevant financial businesas defined under
the legislation.

These Guidance Notes are designed to dssighcial Services Providens complying
with the Cayman Islands Money Laundering Regulatioh is recognised th&tinancial
Services Providermay have systems and procedures in place whicitstwiot identical

to those outlined in these Guidance Notes, nevesheémpose controls and procedures
which are at least equal to, if not higher thawwsthcontained in these Guidance Notes.
This will be taken into account by the Monetary Warity in the assessment of a
Financial Services Providersystems and controls and compliance with the Reiguis.

An overriding aim of the Money Laundering Regidns and these Guidance Notes is to
ensure that appropriate identification informatisrobtained in relation to the customers
of Financial Service Providers and the paymentsemastween them. This is both to
assist the detection of suspect transactions amdetite an effective "audit trail" in the
event of an investigation subsequently proving ssag. Given the increasingly
international character of legitimate financial imess, there will be many circumstances
where payments to and from a Financial Service iBeowvill quite properly be received
in accounts and/or processed in one or more jatisdis other than the Cayman Islands.
Where such payments are received or processed by behalf of a Financial Service
Provider by a person or institution in a Schedud®@ntry that is subject to the regulatory
regime therein, compliance by such persons ortirtgtns with the requirements of such
Schedule 3 country in respect of the transacti@rser out for the Financial Service
Provider shall be regarded as compliance with thguRitions and Guidance Notes of the
Cayman Islands. The Monetary Authority may at timg require written evidence from
the Financial Service Provider of the suitabilitfyamy person or institution operating
anti-money laundering procedures on its behalfniotleer jurisdiction and of the nature
of those procedures pursuant to the foregoing piaws, together with confirmation of
the regulatory status of such person or institution

In some respects, these Guidance Notes go ety requirements of the Money
Laundering Regulations. Nonetheless, it is exgedkat all institutions conducting
relevant financial businespay due regard to all the Guidance Notes in d@wedp
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responsible anti-money laundering and terrorisariting procedures suitable to their
situation. If aFinancial Services Provideappears not to be doing so the Monetary
Authority will seek an explanation and may concluthat the Financial Services
Provider is carrying on business in a manner that may gse to sanctions under the
applicable legislation.

15 It is important that the management Kihancial Services Providersview money
laundering and terrorist financing prevention ag pétheir risk management strategies
and not simply as a stand-alone requirement thakisg imposed by the legislation.
Money laundering and terrorist financing preventsiould not be viewed in isolation
from an institution’s other business systems aratiae

1.6  Throughout these Guidance Notes there is mferéo an ‘account’ or ‘accounts’ and
procedures to be adopted in relation to them. Ths matter of convenience and has
been done for illustrative purposes. It is recegdithat these references may not always
be appropriate to all types oélevant financial businessovered by the Regulations.
Where there are provisions in these guidelinegingldo an account or accounts these
will have relevance to mainstream banking actiaty should, by analogy, be adapted
appropriately to the situations covered by oth&vant business. For example ‘account’
could refer to bank accounts, mutual funds or ofihgestment product, trusts or a
business relationship etc.

1.7  This document provides references to other sitels for convenience and informational
purposes only. Referenced web sites are not um#ercantrol of the Cayman Islands
Monetary Authority or any of the other members ®§@G and thus the members of GNC
are not responsible for the contents of any refmérsite or any link contained in a
referenced site, or any changes or updates to sites. GNC members are not
responsible for any transmission received from faremced site. The inclusion of a
reference site does not imply endorsement by th€ GNhe site, its content, advertisers
or sponsors. External sites may contain informatiat is copyrighted with restrictions
on reuse. Permission to use copyrighted materiaist rbe obtained from the original
source and cannot be obtained from the GNC.

WHAT IS MONEY LAUNDERING ?

1.8 Money laundering is the process by which theatior indirect benefit of crime is
channelled through financial institutions to coridba true origin and ownership of the
proceeds of criminal activities. If successfuk thoney can lose its criminal identity and
appear legitimate.

1.9 In basic terms, the money launderer wants to:-

€) place his money in the financial system, with&rousing suspicion;
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(b) move the money around, often in a series of pgier transactions crossing
multiple jurisdictions, so it becomes difficult identify its original source; and

(© then move the money back into the financial &odiness system, so that it
appears as legitimate funds or assets.

A more detailed analysis of the background to molandering, the processes the
launderer follows, and international initiativesgrevent it, are included as Appendices
A, and B respectively.

WHAT IS TERRORIST FINANCING ?

1.10 Terrorism is the unlawful threat of action igasd to influence the government or
intimidate the public for the purpose of advancagpolitical, religious or ideological
cause. These actions include serious violencensigai person, endangering a person’s
life, serious damage to property, creating seriosis to public health and safety, or
serious interference with or disruption to an elmut system. By contrast, financial
gain is the main objective of other types of finahcrimes. Nonetheless, terrorist
groups, like criminal organisations, must develaurees of funding, a means of
laundering those funds, and a way of using thoedguo obtain materials and logistical
items to commit terrorist acts.

1.11 Sources of funding for terrorism could be wifila sources such as kidnapping, extortion,
smuggling, various types of fraud (e.g. throughditreards or charities), thefts and
robbery, and narcotics traffickin§inancial Services Providensiust be aware however,
that funding for terrorist groups, unlike for crimai organisations, may also include funds
derived from legitimate sources or from a comboratof lawful and unlawful sources.
This funding from legal sources is a key differerfoetween terrorist groups and
traditional criminal organisations.

1.12 A terrorist group needs to obscure or disglinges between it and its legitimate funding
sources. It must therefore find ways of laundgtime funds in order to be able to use
them without drawing the attention of authoritiesSome of the particular methods
detected with respect to various terrorist groupslude: cash smuggling (both by
couriers or bulk cash shipments), structured dépasi or withdrawals from bank
accounts, purchases of various types of monetatyuiments (travellers’ cheques, bank
cheques, money orders), use of credit or debitsganad wire transfers. There have also
been indications that some forms of undergrouadkimg (particularly thenawala
system) have had a role in moving terrorist reldtedls. While underground banking
may not play a major role in the domestic econoliiyancial Services Providershould
be aware of their existence and develop procedoradentifying transactions that may
be linked to such systems.

1.13 The Terrorism Law, 2003 defines the offencdenforism and criminalises the act of

terrorism. The law applies to actions, personperty, or both inside and outside of the
8
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1.14

1.15

Cayman Islands. Any person who believes or susyikat another person has committed
an offence under the law must disclose this infaionato the FRA or to a constable as
soon as is reasonably practical. Failure to dis sm offence and is liable a) on summary
conviction, to imprisonment for two years and efiof four thousand dollars; or b) on

conviction on indictment, to imprisonment for faeeh years, and to a fine. The court
may also make a forfeiture order.

Financial Services Providers should take wbétdeir obligations under The Al-Qa’ida
and Taliban (United Nations Measures) Order 200&jarin the UK, pursuant to Article
41 of the Charter of the United Nations (and exéehtb the Cayman Islands). Particular
attention should be given to that section of théedregarding “Funds” :

* Making funds available to Osama bin Laden and aatasc(article 7);

* Freezing of funds (article 8);

» Facilitation of activities prohibited under articleor 8 (article 9); and

» Failure to disclose knowledge or suspicion of measoffences (article 10).

Related information can be found through thevébsite link provided in Appendix L.

AREAS OF CONCERN

1.16

1.17

1.18

1.19

No financial sector is immune from the acigtof criminals and alFinancial Services
Providersshould consider the money laundering and terrdinsincing risks posed by
the products and services that they offer, andsgeand document their procedures with
due regard to that risk.

Historically money laundering and terroristafincing have been concentrated on the
traditional banking sector. However criminals hagsponded to the measures taken by
banks and have sought to convert illegally earnedls or mix them with legitimate
income before they enter the banking system, thakimg them harder to detect. Non-
bank financial institutions have become increagingilnerable to being used for money
laundering.

The highest risk category relates to thosdymts or services where unlimited third party
funds can be freely received, or where funds carebalarly paid to, or received from
third parties without evidence of identity of thart parties being taken. Examples of
products in the highest risk category are, prodwdtering money transfer facilities
through chequebooks, telegraphic transfers, depfsiin third parties, cash withdrawals,
credit and debit cards or other means.

Some of the lowest risk products are thosehiith funds can only be received from a

named investor by means of a payment from an at¢dwmld in the name of the investor,

and where the funds can only be returned to theedanmvestor. No third party funding
9
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or payments are possible. However, despite tipga@@nt low risk, they are not immune
from money laundering. The geographical locatibra &inancial Services Provider’'s
customer base will also affect the money launderisigand terrorist financing analysis.
Financial Services Providerthat have a significant proportion of their cusesnbase
located in countries:

» without equivalent money laundering strategies; or

* where cash is the normal medium of exchange; or

» where there is a politically unstable regime witghhlevels of public or private
sector corruption; or

» that are known to be drug producing or drug tracsiintries,

will need to ensure that additional ‘Know Your Guser’ (KYC) and/or monitoring
procedures are in place to manage the enhancesl afsknoney laundering. Countries
with equivalent AML/CFT strategies are listed inh8dule 3 of the Regulations (see
Appendix C). This list represents countries whiale aonsidered by th&lonetary
Authority to have enacted legislation to safeguard theanionl systems and to combat
money laundering to the required standard and etgnv to legislation enacted in the
Islands.

NEED FOR VIGILANCE

1.20

1.21

All institutions should be constantly vigilantdeterring criminals from engaging in any
form of money laundering or terrorist financing.tdugh the task of detecting crime
falls to law enforcement agencidspancial Services Providerwill be called upon to
assist law enforcement agencies in the avoidandelatection of money laundering and
terrorist financing activities and to react in actance with the law in the reporting of
knowledge or suspicion of such.

Financial Service Provider may evidence dligetice by ensuring that the following
systems are in place:

» Training of key staff (where a Financial Services\ider has any staff)

* Procedures for the determination and confirmatidntte true identity of
customers requesting their services and the natubzisiness that the customer
expects to conduct;

* Ongoing monitoring of business relationships;

* The recognition and reporting of suspicious aaggsito theReporting Authority

» Maintenance of records for the prescribed periothoé;

10
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1.22

1.23

1.24

1.25

1.26

* Close liaison with theReporting Authorityin relation to suspicious activity
reporting and with th&lonetary Authorityon matters concerning vigilance policy
and systems; and

* Ensuring that internal auditing and compliance d@pants regularly monitor and
make recommendations for the up date of vigilalysgesns.

Due to the diversity oFinancial Services Providershe nature and scope of their
vigilance systems will vary according to the sirel mature of the institution. However,
irrespective of these factors, all institutions mesercise sufficient vigilance to ensure
consistency with the procedures as outlined indli&sidance Notes.

The “Appropriate Person” as defined in theidktjon will be referred to in these
guidance notes as tihoney Laundering Reporting Officer (MLROY.igilance systems
should enable staff to react effectively to sugpisi circumstances by reporting them to
the relevantMLRO within the organization as described in SectiofiT@ining and
Awareness." Staff should be adequately traineghtble them to identify such activity
and be trained in the internal reporting systemguired for compliance with the
regulations. Staff training should be documentediwaiti be subject to regulatory review.
It is “good practice” for all institutions to maaih and regularly review their instruction
manual for all employees relating to entry, vedfion and recording of customer
information and reporting procedures.

TheMLRO should be a member of staff at management level agits as the main point
of contact with theReporting Authorityand who has the authority to ensure internal
compliance with the regulations.

In dealing with customers the duty of vigilanstarts with the commencement of a
business relationship or a significant one-off s$@tion and continues until that
relationship ends. However, the keeping of recomtsn the cessation of the relationship
must be in conformity with the record keeping pohoes outlined in these Guidance
Notes.

Financial Services Providershould not hesitate from asking their customevekteard"
guestions in circumstances of unusual activity. Aaijure by the customer to provide
credible answers will almost always give groundsfimther enquiry about his activities,
make theFinancial Services Provideeconsider the wisdom of doing business with him
and, potentially, lead to a suspicious activityarioeing made.
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COMPLIANCE CULTURE

1.27 It is recognised thd&inancial Services Providersxist to make a profit. Nevertheless,
eachFinancial Services Provideshould give due priority to establishing and mamtey
an effective compliance culture.

1.28 The business objectives of customer carelasely aligned to the regulatory objectives
of the KYC principle. Similarly linked are the pbdophies behind the regulatory
objectives of protecting the reputation of the Cagmislands and the commercial
desirability of protecting the reputation of indivial corporations.

1.29 Inthese respects &ihancial Services Providerare urged to give much consideration to
ensuring that they encourage an open and welcormpmoach to compliance and
AML/CFT issues amongst staff and management.

1.30 Where a financial services provider in therGay Islands operates branches or controls
subsidiaries, agencies or representative officesather jurisdiction, it should:

- ensure that such entities observe the AML/CFT staiglestablished in the laws,
regulations, and Guidance Notes of the Caymandslaor adhere to local standards
if those are at least equivalent;

- keep all such entities informed as to current grpaifcy; and

- ensure that each such entity informs itself astsoown local reporting point
equivalent to the FRA in the Cayman Islands, anat ih is conversant with
procedures for reporting suspicions activities iveajent to Section 5 (under the
subheading: Reporting Suspicions to the Reportinghdrity) of these Guidance
Notes.

1.31 Licensees should inform the Authority if thecdl applicable laws and regulations
prohibit the implementation of these standards.
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SECTION 2 - CAYMAN ISLANDS LEGISLATIVE AND REGULATO RY
FRAMEWORK

OUTLINE OF THE OFFENCES

2.1  The legislation specifically relating to monéundering and terrorist financing is
contained in the Proceeds of Crime Law, (2008), Misuse of Drugs Law, (2000
Revision) and the Terrorism Law, 2003.

2.2  The money laundering offences are, in summary:

Providing assistance to another in an arrangemeich helps him to retain or
control benefits of his criminal conduct. This mag by concealment, removal from
the jurisdiction, transfer to nominees or otherwiserelation to drug trafficking this
offence is to be found in Section 47 of the Misaé®rugs Law, 2000 Revision; and
in respect of other serious offences it is to hentbin section 134 of the Proceeds of
Crime Law (2008) and Section 22 of the Terrorisrw].2003.

For a person to be convicted of this offence, hestnkimow or suspect, or have
reasonable grounds for knowing or suspecting, ttiebther person is someone who
is or has been engaged in criminal conduct.(SetdBet36 of the Proceeds of Crime
Law (2008) and Section 19 of the Terrorism Law 2003

The acquisition, possession or use (even tempomyproperty knowing that it

represents the proceeds of criminal conduct. This be found in Section 135 of the
Proceeds of Crime Law (2008) and Section 48 ofMh&use of Drugs Law, 2000

Revision.

Section 133 of the Proceeds of Crime Law (2008texethe offence of concealing or
disguising property, which is the proceeds of cmiahiconduct, or converting or
transferring that property or removing it from flueisdiction. The section applies to
a person’s own proceeds of criminal conduct or wheg knows or has reasonable
grounds to suspect that the property he is dealiitly represents the proceeds of
another’s criminal conduct. Under section 22 @& frerrorism Law, 2003 a person
commits an offence if he “enters into or becomeceoned in an arrangement that
facilitates the retention or control by or on béhafl another person of terrorist
property by concealment, by removal from the jug8dn or by transfer to
nominees.”

Tipping off the target or a third party about amdstigation or proposed investigation
into money laundering, any matter, which is likedyprejudice such an investigation
or a report to th®eporting Authority{See Section 139 of the Proceeds of Crime Law
(2008)).
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2.3

2.4

* Failure to make a disclosure to tlReporting Authorityas soon as reasonably
practicable after knowledge or suspicion of moreynbering comes to a person’s
attention in the course of his trade, professiasjiess or employment, is an offence.
This is to be found in Section 136 of the Proceefd€rime Law (2008). Section
23(2) of the Proceeds of Crime Law (2008) furthates that, notwithstanding any
other law to the contrary, the Reporting Authorsyall receive all disclosures of
information concerning money laundering and testdinancing.

It is not necessary that the original offerroenf which the proceeds stem was committed
in the Cayman Islands if the conduct would alsostitute an indictable offence had it
taken place within the Islands i.e. an offence,alvhs sufficiently serious to be tried in
the Grand Court.

No duty is imposed onFinancial Services Provideto inquire into the criminal law of
another country in which the conduct may have gecurThe question is whether the
conduct amounts to an indictable offence in then@ay Islands or would if it took place
in the Cayman Islands. Rinancial Services Provides not expected to know the exact
nature of criminal activity concerned or that ttetular funds in question are definitely
those which flow from the crime.

PENALTIES

2.5

Tipping off carries a maximum of 5 years impngent and an unlimited fine. Failure to
disclose knowledge or suspicion of money laundegagies a maximum penalty of 2
years and an unlimited finGhe other offences carry a maximum penalty of ldrye
imprisonment and an unlimited fine. No prosecutioaly be brought without the consent
of the Attorney General.

OUTLINE OF THE DEFENCES

2.6

2.7

There are general defences enabling a defemnolgrbve, for example, that he did not
suspect that an arrangement related to the procekdsiminal conduct or that it
facilitated the retention or control of the procedy the criminal. There are also specific
defences provided by reporting a suspicious trdimsadt will not be an offence to act in
accordance with an arrangement which would otheresa crime if a report is made of
the suspicion about the source of the funds orsiment. If a disclosure of the
arrangement is made before the action in questimolanteered as soon as it reasonably
might be after the action, no offence is committed.

The Proceeds of Crime Law provides that a mensaking a report does not put himself
at risk of prosecution by continuing the relevaatian (e.g. immediate execution of a
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2.8

2.9

2.10

2.11

transaction or a mandate), before receiving a eunge do so from the authorities.
Whether or not it will be appropriate for tlk@nancial Services Provideto stop the
relevant transaction must depend on the circums&anc

An employee who makes a report to his employaccordance with established internal
procedures is specifically protected by the Proaafe@rime Law, (2008) sections 134,
135 and 136 as well as sections 23 and 24 of thesn Law 2003.

There is a risk that efforts to detect monayntkering and follow the assets will be
impeded by the use of alternative undetected charfioe the flow of illegal funds
consequent on an automatic cessation of businesaifbe a service provider suspected
that funds stemmed from illegal activity). To avoilat risk, Financial Services
Providersare permitted to report their suspicions to Reporting Authoritybut continue
the business relationship or transaction. In ¢agrput transactions where an institution
is considering making a suspicious activity reptrg institution should consider duties
owed to third parties such as in the case of atnmi®/e trustee. In such cases, it is
recommended that independent legal advice is sought

By section 136 of the Proceeds of Crime La@08), it is a criminal offence to fail to

disclose knowledge or suspicion of money launderifkggnancial Services Providers

should place themselves in a position to assigtannvestigation of crime and to benefit
from the statutory defence. It is a defence tharge of committing an offence under
section 136 if the person charged had a reasorneMdese for not disclosing the
information or other matter in question. Similaoyisions are found in Section 23 of the
Terrorism Law (2003).

A report of a suspicious activity made toReporting Authoritydoes not give rise to any
civil liability to the client or others and doestramnstitute, under Cayman Islands law, a
breach of a duty of confidentiality. There are @aty safeguards governing the use of
information received by thReporting Authority

TIPPING OFF

2.12

2.13

Disclosure to a third party may constituteiminal offence if the disclosure is likely to

prejudice the investigation and it relates to thet that a report of a suspicious activity
has been made, that a police investigation is un@sr (or proposed) or that access to
information orders under the money laundering lagan have been made or are sought.

It follows that caution must be adopted ired®ining what may be disclosed to a client

in the event that a report of suspicious activitymade or information obtained about
money laundering investigations.
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REQUIREMENTS OF THE MONEY L AUNDERING REGULATIONS .

2.14

2.15

TheMoney Laundering Regulations, (2006 Revisigguire that relevant persons have
in place anti-money laundering policies, proceduses practices, as summarised in
section 5(1) of the Regulationsinancial Services Providershould always refer to the
provisions of the Regulations in determining thaaxequirements applying to them. It
is important to note that under the Money LaundgrRegulations, the definition of
“money laundering” include acts that constituterrteist financing” in sections 19 and
22 to the Terrorism Law, 2008.

The Regulations are included in these Guid&ates as Appendix C. Specifically, the

Regulations require that relevant persons shouldanm business relationships or carry
out one-off transactions with or for another peraatess they:-

€)) Maintain procedures which establish the idgrdiftthe Applicant for Business
accordance with regulations 7 and 9.

(b) Maintain record keeping procedures in accocdamith regulation 12.

(© Adopt appropriate internal controls and commaton procedures in accordance
with regulation 14.

(d) Comply with the identification and record kegprequirements of Part VII

(e) Adopt appropriate measures to ensure that g@ptoare aware of and comply
with the procedures under paragraph (a), and theterents of money laundering

(d) Provide appropriate training for employeeaasordance with regulation 5 ( c).

(e) Establish internal reporting procedures iroagance with regulation 14.

BUSINESSES COVERED BY THEREGULATIONS

2.16 Although the primary legislation applies tb @@rsons and businesses, the Regulations

place additional legal and administrative AML/CFelguirements on relevant businesses.
The definition ofrelevant financial businesss detailed in Regulation 4(1), is:

(a) Banking or trust business carried on by a pergbo is a licensee under the Banks
and Trust Companies Law (2007 Revision);

(b) Acceptance by a building society of depositslenby any person;
(c) Business carried on by a co-operative societigizvthe meaning of the Co-operative

Societies Law (2001 Revision).
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(d) Insurance business and the business of anainseiMmanager, an insurance agent, an
insurance sub-agent or an insurance broker wittermeaning of the Insurance Law
(2007 Revision);

(e) Mutual fund administration or the business ofegulated mutual fund within the
meaning of the Mutual Funds Law (2007 Revision).

() The business of company management as defingtie Companies Management
Law (2003 Revision);

(g) Dealers in precious metals and precious stomken engaging in a cash transaction
of fifteen thousand dollars or more, as statechan $econd Schedule of the Money
Laundering Regulations; and

(h) Any of the activities set out in Schedule Zted Regulations (Appendix C)
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SECTION 3 — IDENTIFICATION PROCEDURES

GENERAL

3.1

3.2

3.3

3.4

Two important aspects of knowing your custoarerto
(@) be satisfied that a prospective customer is agishe claims to be; and is
the ultimate client.
(b) ensure that sufficient information is obtaire@dthe nature of the business
that the customer expects to undertake, and angceegh, or predictable
pattern of transactions.

When considering entering into a business iosiship, certain principles should be
followed when ascertaining the level of identifioat and verification checks to be
completed. See Appendix D for a flow chart sumn@drthe different steps involved.

Reasonable measures should be taken to obféitient information to distinguish those
cases in which a business relationship is commenc&elevant Financial Business
conducted with a person acting on behalf of othHrg.is established that a client is
acting on behalf of another (this also includesvigtiog to his own client, fiduciary or
nominee services or holds funds on “client accountsch are omnibus accounts) then
the procedures for verifying the identity of tApplicant for Businesas set out in these
Guidance Notes should be applied. It is also reisegnthat the guidance relating to
corporate clients (other than those themselveslatgglior listed) is principally directed
at relatively small, closely controlled private goamies without substantial physical
activities. There is a distinguishable categoryaofe private enterprise where it may be
possible to obtain satisfactory evidence of idgritdm public sources, in which case the
process by which the identity of the client is fied should be approved in writing by
senior management of the Financial Service Provid€opies of the identification
evidence should be retained and maintained and naaddable to the Monetary
Authority during the course of on site inspections.

If the intermediary applicant for business idexd in paragraph 3.3 meets both of the
following criteria:

a) acts in the course of business in relation tchvn overseas regulatory authority
exercises regulatory functions; and

b) is based or incorporated in or formed underléive of a country specified in a
Schedule 3 country,

then theFinancial Services Provideshould require theApplicant for Businesgo
complete and sign thé&ligible Introducersform in appendix F or its functional
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3.5

3.6

3.7

3.8

equivalent. If the intermediarpplicant for Businesdoes not meet the above criteria,
then full KYC procedures as outlined in these gaoa#anotes should be followed.

There are situations in which a client is deplin his own name on behalf of his own
clients; for example, an attorney may himself eimiéw an arrangement on behalf of his
client or a fund manager may operate an accout aviiank for the benefit of a number
of clients not identified to thé&inancial Services Providerin this sort of case the
intermediary is thé\pplicant for Businessf theFinancial Services Providamather than
the underlying clients for which the intermediacysa

The position of the intermediaApplicant for Businessust be distinguished from that
of a person (an ‘introducer’) who introduces ami@vhich may also be his client). The
Introducer may then withdraw from the businessti@ighip established with the person
he has just introduced or may provide other calddtservices for him, for example by
passing on instructions. The person who is beitrgduced is thépplicant for Business
of the Financial Services Provider It is the identity of the introducedpplicant for
Businessvhich must then be established.

Whenever appropriate and practical the progmedustomer should be interviewed
personally. If the prospective client fails or isable to provide adequate evidence of
identity or in circumstances in which tRéancial Services Providas not satisfied that
the transaction for which it is or may be involvisdbona fide, an explanation should be
sought and a judgment made as to whether it isogpiate to continue the relationship,
what other steps can be taken to verify the clgeintentity and whether or not a report to
theReporting Authorityought to be made.

In circumstances in which the relationship is digowied, funds held to the order of the
prospective client should be returned only to tharse from which they came and not to
a third party.

Financial Services providers should have policab mocedures in place to address any
specific risks associated with non-face to facermss relationships and transactions.

Below are the key principles thd&inancial Services Providersshould follow.
Verification of identity is a cumulative processxdépt for small one-off transactions, it
is not sufficient to rely on a sole piece of evide of identity.

DIRECT PERSONAL CLIENTS

(a) Identification
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3.9 It will be normally be necessary to obtain tiedowing documented information
concerning direct personal customers subject tagraph 3.68.

0] full name/names used,;

(i) correct permanent address including postc@fieppropriate);

(i)  date and place of birth;

(iv)  nationality;

(v) occupation;

(vi)  the purpose of the account;

(vii) estimated level of turnover expected for #eeount; and

(viii) the source of funds (i.e. generated from wnansaction or business.)

3.10 In the case of non-resident prospective diadentification documents of the same sort
which bear a photograph and are pre-signed by lteet should normally be obtained.
This evidence should, where possible, be supplesdeny a bank referenagith which
the client maintains a current relationship or othepropriate referencezinancial
Services Providershould be aware that other identifying informatishen practicable,
for example, a social insurance number could beaikrial assistance in an audit trail. In
any event, the true name, current address or plaoesiness date of birth and nationality
of a prospective client should be recorded.

3.11 Nationality should be established to ensuaé ttheApplicant for Business not from a
nation that is subject to sanctions by the Unitadidvis or similar prohibition from any
other official body or government that would prahibuch business being transacted.
Information on the status of sanctions can be obthifrom the Foreign and
Commonwealth Office in the UK, for which the welsitaddress is
http://www.fco.gov.uk Other useful websites include:__ http://www.un;org
http://www.fbi.gov, http://www.ustreas.gov

3.12 Obtaining a date of birth provides an extfe@gaard if, for example, a forged or stolen
passport or driving licence is used to confirm tdgrwhich bears a date of birth that is
clearly inconsistent with the age of the persors@néing the document.

3.13 Information about a person’s residency and@tionality is also useful in assessing
whether a customer is resident in a high-risk agunt

(b) Documentation for evidence of identity

3.14 Information and documentation should be okthiand retained to support, or give
evidence to, the details provided by thgplicant for Business

3.15 Identification documents, either originalsoartified copies, should be pre-signed and
bear a photograph of the applicant, e.g.:-
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3.16

0] Current valid passport;

(i)  Armed Forces ID card;

(i) A Cayman Islands employer ID card bearing thi@otograph and signature of
the applicant; or

(iv)  Provisional or full drivers licence bearingetlphotograph and signature of the
applicant

Identification documents which do not beartpbgmphs or signatures, or are easy to
obtain, are normally not appropriate sde evidence of identity, e.g. birth certificate,
credit cards, non-Cayman Islands provisional dgvilgcence, student union cards. Any
photocopies of documents showing photographs aasires should be plainly legible.
Where applicants put forward documents with whicRigancial Services Provideis
unfamiliar, either because of origin, format ordaage, thé-inancial Services Provider
must take reasonable steps to verify that the deatins indeed genuine, which may
include contacting the relevant authorities or oiw@ a notarised translatioRinancial
Services Providershould also be aware of the authenticity of passpo

(c) Persons without standard identification documetation

3.17

3.18

Irrespective of the type of business, it @ogmised that certain classes of customers, such
as the elderly, the disabled, students and mimoes; not be able to produce the usual
types of evidence of identity, such as a drivingedice or passport. In these
circumstances, a common sense approach and soxilitie without compromising
sufficiently rigorous anti-money laundering proceskiis recommended. The important
point is that a person's identity can be verifieonf an original or certified copy of
another document, preferably one with a photograph.

If information cannot be obtained from the rses referred to below to enable

verification to be completed and the account toopened, a request may be made to
another institution or institutions for confirmatief identity (as opposed to a banker’'s
reference). Failure of that institution to respqusitively and within a reasonable time

should put the requesting institution on its guard.

(d) Verification of name and address

3.19 Financial Services Providershould also take appropriate steps to verify thee and

address of applicants by one or more methods,-e.g.:

() obtaining a reference from a "respected protesd" who knows the applicant;
(i) checking the register of electors;

(i) making a credit reference agency search;

(iv) checking a local telephone directory;
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3.20

3.21

3.22

3.23

3.24

(v) requesting sight of a recent rates or utilityf. CCare must be taken that the
document is an original and not a copy, or
(vi) personal visit to the home of the applicanendpossible.

The term ‘respected professional’ could bdiegpo for instance, lawyers, accountants,
directors or managers of a regulated institutiosiegbs, ministers or teachers.

Where an applicant's address is temporarynanaalation, for example an expatriate on
a short term overseas contra€inancial Services Providershould adopt flexible
procedures to obtain verification under other catieg, such as copy of contract of
employment, or banker's or employer's written aomdition.

In circumstances where an accountholder afgpamother person as an account signatory
e.g. appointing a member of his family, full iddictation procedures should also be
carried out on the new account signatory.

The form in Appendix E may be used for vedlfion of identity, to supplement the
identification documentation already held, andnsaliernative to the procedures in 3.19.

For the avoidance of doubt, the form in Apperitl is not intended to be used as the
sole means of obtaining evidence of identity ofagplicant, but is designed to be a
standardised means by which verification can beainbt concerning identification
evidence already obtained.

(e) Certification of identification documents

(i) Suitable certifiers

3.25

3.26

A certifier must be a suitable person, sucfoasstance a lawyer, accountant, director
or manager of a regulated credit or financial tng§tin, a notary public, a member of the
judiciary or a senior civil servant. Such persans expected to adhere to ethical and or
professional standards and exercise his or heegsain or vocation in a jurisdiction that
has an effective anti-money laundering regime. Tedifier should sign the copy
document (printing his name clearly underneath) eledrly indicate his position or
capacity on it together with a contact addresspdrahe number.

The list above of suitable certifiers is notended to be exhaustive, aRthancial

Services Providersshould exercise due caution when considering fetti copy

documents, especially where such documents arly éaigjed or can be easily obtained
using false identities or originate from a counpgrceived to represent a high risk, or
from unregulated entities in any jurisdiction. Wecertified copy documents are
accepted, it is th&inancial Services Provider'sesponsibility to satisfy itself that the
certifier is appropriateFinancial Services Providermay for instance, include in its
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policies and procedures a list of suitable cersf@pproved by senior managemelnt all
casesFinancial Services Providershould also ensure that the customer's signature o
the identification document matches the signaturgéh@ application form, mandate, or
other document.

(ii) Face-to-face

3.27 Where possible, face-to-face customers must $hinancial Services Providersstaff
original documents, and copies taken immediatety r@tained and certified by a senior
staff member

(i) Non face-to-face

3.28 Any interaction betweeRinancial Services Provideand a customer in a non-direct
manner increases the exposure to risk. Not onlg doie allow for third parties to have
access to assets or property through impersonbtibmay also disguise the true owner
of that property by, for example, provision of falsdentification documentation.
Financial Services Providershould put into place policies and procedures that
appropriately address the risks posed by non-fadade contact for customers either at
the opening of the business relationship or throtigh operation of that relationship.
Financial business conducted on a non face-to4fases includes internet and telephone
banking and online share dealing and these aresskel further in paragraphs 3.55-3.58.

3.29 Where identity is verified electronically aypy documents are used, a Financial Service
Provider should apply additional verification check For example, where it is
impractical or impossible to obtain sight of origirdocuments, a copy should only be
accepted where it has been certified by a suitebtdfier as being a true copy of the
original document and that the photo is a truendss of thé\pplicant for Business

(iv) Intra-group

3.30 In intra-group businesBinancial Services Providershould ensure that the certification
of documents is in accordance with group policies.

CORPORATE CLIENTS

3.31 It will normally be necessary to obtain thdlde@ing documented information
concerning corporate clients:-

0] Certificate of Incorporation or equivalent,tdés of the registered office, and
place of business;
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3.32

3.33

3.34

3.35

(ii)

(iii)

(iv)

v)

(vi)

(vii)
(viii)

Explanation of the nature of the applicant'sisimess, the reason for the
relationship being established, an indication & éxpected turnover, the source
of funds, and a copy of the last available finahsiatements where appropriate;

Satisfactory evidence of the identity of eachthe principal beneficial owners
being any person holding 10% interest or more @h wrincipal control over the

company’s assets and any person (or persons) orsewlstructions the

signatories on the account are to act or may aereveuch persons are not full
time employees, officers or directors of the conypan

In the case of a bank account, satisfactongence of the identity of the account
signatories, details of their relationship with tbempany and if they are not
employees an explanation of the relationship. &giesnt changes to signatories
must be verified;

Evidence of the authority to enter into thesibess relationship (for example, a
copy of the Board Resolution authorising the act®ignatories in the case of a
bank account);

Copies of Powers of Attorney, or any othethawity, affecting the operation of
the account given by the directors in relation® ¢company;

Copies of the list/register of directors;
Satisfactory evidence of identity must betadsished for two directors, one of

whom should if applicable, be an executive diregthere different from account
signatories.

Consideration should also be given to whethés desirable to obtain a copy of the
memorandum and articles of association, or by-lafxke client.

Where thd~inancial Services Providefeels that there may be additional settlement,
credit, or money laundering risk, it may obtaintifigr evidence in order to reassure itself,
which might include a full list of shareholders.

It is sometimes a feature of corporate estitieing used to launder money that account
signatories are not directors, managers or empfopéehe corporate entity. In such
circumstancesFinancial Services Providershould exercise caution, making sure to
verify the identity of the signatories, and whegpmpriate, monitoring the ongoing
business relationship more closely.

For the purposes of these Guidance Notesemeflzial owner is a person on whose
behalf an account is opened, a business relatiprishestablished or a transaction is
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3.36

3.37

conducted. In some cases the identity of benéfmimership may not always be the
most relevant factor in establishing the control afcorporate client. In such
circumstances focus should be placed upon prinapatrol of the operation of the
corporate entity. Financial Services Providershould therefore exercise prudent
judgement in the spirit of these Guidance Notetheidentification verification process
in such cases and the Monetary Authority will sesdplanations for the approach
adopted during the course of onsite inspections.

Where it is impractical or impossible to obtaight of the original Certificate of
Incorporation or equivalenEinancial Services Providennay accept a suitably certified
copy in accordance with the procedures statedragpaphs 3.25 to 3.28 of the Guidance
Notes.

It is recognised that on some occasions coiepanay be used as a disguise for their
beneficial owner. These are sometimes referre@dstdshell companies’. There is
concern about the use of such companies to conuoctey laundering. Financial
Services Providers should therefore be alert to thegential for abuse. In keeping with
these Guidance Notes, institutions should obtaiisfaatory evidence of the identity of
beneficial owners, directors and authorized sigmegoof shell companies. Where the
shell company is introduced to tH&nancial Services Provideby a professional
intermediary acting on its behalfinancial Services Providershould follow the
procedures for introduced business outlined ingl&sidance Notes.

PARTNERSHIPS/UNINCORPORATED BUSINESSES

3.38

In the case of Cayman Islands limited partipssand other unincorporated businesses
or partnerships in which, for example, the gengraltner does not fall within the
exempted category set out in this sectibBmancial Services Providershould obtain,
where relevant:

» Identification evidence for at least two partnesstcollers and/or authorised
signatories, in line with the requirements for dirpersonal clients. When authorised
signatories change, care should be taken to ernbatethe identity of the current
signatories has been verified.

» Evidence of the trading address of the businegpainership should be obtained and
a copy of the latest report and accounts (auditeer@vapplicable).

* An explanation of the nature of the business omgaship should be ascertained (but
not necessarily verified from a partnership deedensure that it has a legitimate
purpose. In cases where a formal partnership geraent exists, a mandate from the
partnership authorising the opening of an accountnalertaking the transaction and
conferring authority on those who will undertakansactions should be obtained.
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TRUST AND FIDUCIARY CLIENTS

3.39

3.40

3.41

Trusts and other fiduciary relationships carubeful to criminals wishing to disguise the
origin of funds, if the trustee or fiduciary doestrtarry out adequate procedures. So
particular care is needed on the part of the Filahn8ervices Provider when the
Applicant for Business is a trustee or fiduciaryomMs not an Exempted Client (see
paragraph 3.78) or atligible Introducer (see paragraph 3.61). In such cases the
Financial Services Provider should normally, in iidd to obtaining identification
evidence for the trustee(s) and any other person hdis signatory powers on the
account:
. make appropriate enquiry as to the general natutheotrust (e.g. family trust,
pension trust, charitable trust etc) and the soafdends;

. obtain identification evidence for the settlor(sg, the person(s) whose property
was settled on the trust; and

. in the case of a nominee relationship, obtain ifleation evidence for the
beneficial owner(s) if different to the settlor(s).

In some cases it may be impractical to okd#iaf the above (e.g. if the settlor has died).
Discretion must be exercised but in a manner cterdisvith the spirit of these Guidance
Notes.

Financial Services Providers providing trustervices should refer to section 8 of these
Guidance Notes for guidance.

ASSOCIATIONS NOT FOR PROFIT (INCLUDING CHARITIES)

3.42

3.43

Associations not for profit may pose a potnisk of money laundering for FSPs. At
the placement stage there may be difficulties ienidying the source of funds, the
identity of the donor, and verifying the informatiovhere it is provided. In some
circumstances, such as in the case of anonymouidos, the identity of the donor is
not known and as a result neither is the sour¢keofunds.

There is clearly a distinction from the paafitview of risk as to whether the association
not for profit is local, i.e. makes distributionsmarily within the Islands, or foreign, i.e.
makes distributions primarily overseas. Local asgmmns not for profit are low risk in
terms of being used to launder money as the amawb/ed are usually very small, for
specific purposes, and usually do not have fuadsfiers outside the Cayman Islands.
On the other hand, since in most cases there wilht tax advantage to a foreign
association not for profit establishing accountsGayman, the risks may be higher.
There are however many legitimate reasons for &dsmts not for profit using the
services ofinancial Service Providers the Cayman Islands
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3.44

3.45

3.46

3.47

Where the entity is a corporate entity theoant opening procedures should be in
accordance with the procedures for corporate diset out in 3.29 and in the case of
Trusts the procedures in 3.37 should be followed.

Where an applicant for business is an assmeiaiot for profit, it will normally be
necessary to obtain the following documented infdrom:

= An explanation of the nature of the proposed estipyrposes and operations; and
= The identity of at least two signatories and / nyane who gives instructions on
behalf of the entity should be obtained and vatifie

Where an association not for profit is regesdeas such in an overseas jurisdiction, it may
be useful for theFinancial Service Providerto contact the appropriate charity
commission or equivalent body, to confirm the resgisd number of the charity and to
obtain the name and address of the commission’'sesmondent for the charity
concerned. For examplejww.guidestar.orgorovides a list of all IRS recognized non-
profit organizations including charities; amdvw.charity-commission.gov.ugrovides a
list of registered charities. For various reasdmsse bodies will not hold exhaustive lists
of all legitimate associations not-for-profit inoge jurisdictions.

Whilst it is not practical to obtain documewtavidence of identity of all donors,
Financial Service Providershould undertake a basic “vetting” fafreign associations
not for profit and Associations not for Profit dsiahed overseas, in relation to known
money laundering and terrorist activities. Thisluies a reasonable search of public
information; verifying that the not for profit agsation does not appear on any terrorist
lists nor has any association with money laundeaimg) that identification information on
representatives / signatories is obtainEdancial Service Providersare advised to
consult the websites listed in 3.11. Particulaecgrould be taken where the purposes to
which the associations’ funds are applied are &mtat a high-risk country (see section
3.48 below).

POLITICALLY EXPOSED PERSONS (PEPS)

3.48

Business relationships with individuals hogdiportant public positions and with
persons or companies clearly related to them magsefinancial Service Providers
significant reputational and/or legal risk. Thekrisccurs when such persons abuse their
public powers for either their own personal benafid/or the benefit of others through
illegal activities such as the receipt of bribedraud. Such persons commonly referred
to as ‘politically exposed persons’ (PEPs) or ‘pbées’ include heads of state,
ministers, influential public officials, judges andlitary commanders.
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3.49

3.50

3.51

Provision of financial services to corrupt BE#Xposeg$-inancial Service Providerso
reputational risk and costly information requestsd aseizure orders from law
enforcement or judicial authorities. In additiombfic confidence in the ethical standards
of a whole financial system can be undermined.

FinancialService Providersare encouraged to be vigilant in relation to PE®mfall
jurisdictions, in particular High Risk Countrieseésparagraphs [3.48] to [3.50, who are
seeking to establish business relationshipsancial Service Providershould, in
relation to politically exposed persons, in additim performing normal due diligence
measures:

a) Have appropriate risk management systems tondiete whether the customer is a
politically exposed person.

b) Obtain senior management approval for estaligsbusiness relationships with such
customers.

c) Take reasonable measures to establish the solwmeealth and source of funds.

d) Conduct enhanced ongoing monitoring of the kessrelationship.

Financial Services Providers should obtainosemanagement approval to continue a
business relationship once a customer or benebevaler is found to be, or subsequently
becomes a PEP.

HIGH-RISK COUNTRIES

3.52

3.53

Certain countries are associated with preglicames such as drug trafficking, fraud and
corruption and consequently pose a higher potensilto Financial Service Providers
Conducting a business relationship with such a tguexposes théinancial Service
Providerto reputational risk and legal risk.

FinancialService Providersare advised to consult publicly available inforroatito
ensure that they are aware of those countriediges described in 3.48. A source of
relevant information for Financial Service Providersis the FATF website at
www.oecd.org/fatfOther useful websites include: the Financial Centenforcement
Network (FInCEN) atwww.ustreas.gov/fincenfor country advisories; the Office of
Foreign Assets Control (OFAGyww.treas.gov/ofador information pertaining to US
foreign  policy and national security; and Transpaye International,
www.transparency.orfpr information on countries vulnerable to cortiopt

3.54 Financial Service Providershould exercise additional caution and conduct ecdch due

diligence on individuals and/or entities basedighkrisk countries. Caution should also
be exercised in respect of the acceptance of ieertifdocumentation from
individuals/entities based in high-risk countriesfitories and appropriate verification
checks undertaken on such individuals/entitiesyguee their legitimacy and reliability.
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OTHERS:

(a) Emerging technologies, internet banking and mestment business accounts

3.55

3.56

3.57

3.58

Financial Service Providershould have policies and procedures in place @h su
measures as may be needed to prevent the mistsghablogical development in money
laundering or terrorist financing schemes, paréidyl those technologies that favour
anonymity. Banking and investment business on titerriet, for example, add a new
dimension toFinancial Services Providersactivities. The unregulated nature of the
Internet is attractive to criminals, opening upeaittive possibilities for money
laundering, and fraud.

It is recognized that on-line transactions sexvices are convenient. However, it is not
appropriate thaFinancial Services Providershould offer on-line live account opening

allowing full immediate operation of the accountainvay which would dispense with or

bypass normal identification procedures.

However, initial application forms could bergaeted on-line and then followed up with
appropriate identification checks. The accountammon with accounts opened through
more traditional methods, should not be put intbdperation until the relevant account
opening provisions have been satisfied in accomanth these Guidance Notes.

The development of technologies such as etiorypdigital signatures, etc., and the
development of new financial services and produntakes the Internet a dynamic
environment offering significant business opportiesi The fast pace of technological
and product development has significant regulasory legal implications, anéinancial
Services Providersmust ensure that appropriate staff keep abreastretdvant
technological developments and identified methogiel® in money laundering and
terrorist financing schemes. This may involve rexmg papers from international bodies
such as the FATF on AML/CFT typologies; warningsd amformation issued by
regulators and law enforcement as well as inforomaissued by industry bodies or trade
associations. The appropriate system must embraepirkg up to date with such
developments and the potential new risks and imibegst may have on the products and
services offered by licenceholders. Risks iderdiffaust be fed into the business risk
assessment.

(b) Provision of safe custody and safety deposit kes

3.59

Where facilities to hold boxes, parcels analesk envelopes in safe custody are made
available, it is expected th&inancial Services Providerwill follow the identification
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procedures set out in these Guidance Notes. Iiti@dduch facilities should only be
made available to account holders.

(c) ManagedFinancial Services Providers

3.60 For the avoidance of doubt, thdSaancial Services Providerghich are managed by

3.61

otherFinancial Services Providengtain the ultimate responsibility for ensuringttithe
money laundering regulations are complied with.

It is recognised, however, that a managed Finar8&lice Provider may have to
delegate money laundering compliance functionscicoadlance with the principles set
out in these Guidance Notes. There is no objetticauch delegation provided that:

i) Details thereof and written evidence of the alility of any such person or
institution to perform the relevant functions orhak of the Financial Service
Provider are made available to the Monetary Autiian request,

i) There is a clear understanding between the rféiah Services Provider and the
delegate as to the functions to be performed,

i) The relevant customer information is readilyadable to the Monetary Authority
on request and to the FRU and law enforcement &tidsoin accordance with the
relevant procedures, and

iv) The Financial Services Provider satisfies ftsgh a regular basis as to the
reliability of the delegate’s systems and proceslure

Where the delegate is located in a SchedweuBtry and is subject to the anti-money
laundering regime of that Schedule 3 country, thendtary Authority will regard
compliance with the regulations of such jurisdiniaas compliance with the Regulations
and Guidance Notes.

TIMING AND DURATION OF VERIFICATION

3.62

3.63

The best time to undertake verificatiorpior to entry into the business relationship
Verification of identity should, as soon as is @bly practicable, be completed before
any transaction is completed.

However, if it is necessary for sound businmessons to open an account or carry out a
significant one-offtransactionbefore verification can be completed, this shout& b
subject to stringent controls which should enshet ainy funds received are not passed
to third parties. Alternatively, a senior memberstdff may give appropriate authority.
This authority should not be delegated, and shauity be done in exceptional
circumstances. Any such decision should be recardealiting.
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3.64

3.65

Verification, once begun, should normally lesped either to a satisfactory conclusion
or to the point of refusal. If a prospective casér does not pursue an application, staff
may (or may not) consider that this is in itsegigious.

In cases dEelephone or electronic businesahere payment is or is expected to be made
from a bank or other account, the person verifyitemtity should:

. satisfy himself/herself that such account is helthe name of thépplicant for
Businesat or before the time of payment, and

. not remit the proceeds of any transaction toApplicant for Businessr his/her
order until verification of identity has been comield.

PROCEDURES FORINTRODUCED BUSINESS

3.66

3.67

3.68

Financial Services Providerare required under the Money Laundering Regulatiton
maintain identification procedures that resulthie production of satisfactory evidence of
identity of Applicants for Business. According tke MLRs evidence of identity is
satisfactory if it is reasonably capable of estdiig that the applicant is the person he
claims to be and the person who obtains the evalensatisfied, in accordance with the
procedures maintained under these regulations letioe to the relevant financial
business concerned, that it does establish that fac

There are however, circumstances in whichioibg and verifying such evidence may
be unnecessary duplication, commercially onerous ahno real assistance in the
identification of or subsequent investigation immwney laundering. It may then be
appropriate to place reliance on the due diligepeedures of third party “Eligible
Introducers” who have conducted client verificatiggmocedures substantially in
accordance with the Guidance Notes.

TheFinancial Services Providas ultimately responsible for ensuring that adeguhte
diligence procedures are followed and that the dmruary evidence of thEligible
Introducer, that is being relied upon, is satisfactory foest purposes. Satisfactory
evidence is such evidence as will satisfy the amnRey laundering regime in the
Schedule 3 country from which the introduction isd®. Only senior management
should take the decision that reliance may be glacetheEligible Introducerand the
basis for deciding that normal due diligence praced need not be followed should be
part of the financial services provider’s risk-béisssessment and should be recorded and
the record retained in accordance with the Reguiati (See Appendix G, Introduced
Business flow chart).
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3.69 An Eligible Introduceris defined as one who meets the criteria detalletbw in
paragraphs 3.70 to 3.72 and is regulated and sigpdrfor, and has measures in place to
comply with CDD requirements in line with FATF Reesmendations 5 and 10,

3.70 The applicable Regulation that would permlitareee on an El is Regulation 10 (1) (c)
and the Regulation specifies that the person shwmeila person:

a. who is bound by regulation 5(1); or

b. that acts in the course of a business in reldmowhich an overseas regulatory
authority exercises regulatory functions and iseldasr incorporated in, or
formed under the law of, a country specified inTierd Schedule,

3.71 An “overseas regulatory authority” means atharity which, in a country outside the
Islands, exercises a function corresponding toatustry function of the Authority in
relation to relevant financial business in therids

3.72 In this context the following categories orgmms may be able to act as an El.:

a) An entity in the Cayman Islands to which the WRatjons apply (see paragraph
2.16 above and Regulation 4(1)),

b) A member of a local association or professidmady to whom the regulations
apply, which is subject to disciplinary procedufesfailure to conduct relevant
financial business in accordance with these GuigldNates, or

c) A Financial Institutionin a country with equivalent legislation specifisdthe
Third Schedule that is subject to regulation byaarseas regulatory authority.

d) a lawyer or accountant, or firm of lawyers oc@ntants, which is regulated in a
country with equivalent legislation (See Schedule he Regulations, Appendix
C), or

e) a member of a professional body in a Schedutuhtry that is subject to
disciplinary procedures for failure to conduct waet financial business in
accordance with equivalent rules and guidelingbése Guidance Notes, or

f) a lawyer or certified or chartered accountantiion of lawyers or chartered or
certified accountants, carrying on business in anty with equivalent
legislation.

3.73 Financial Services Providersvho depend on Eligible Introducers must take steps
satisfy themselvethat:

a) each person that they have so identified mewds criteria of an Eligible
Introducer set out in paragraph 3.70-3.72 andttiaCDD procedures of the El
are satisfactory

b) the information provided clearly establishe< tti@ identity of the customer or
beneficial owner has been verified

c) the level of customer due diligence carriedisuhade known
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3.74

3.75

3.76

3.77

d) the Eligible Introducer will make available, orequest, copies of any
identification and verification data and relevantdments on the identity of the
customers (and any beneficial owneofjtained when applying customer due
diligence measures

To satisfy itself that an introducer can be reliedFamancial Service Providershould
obtain satisfactory evidence to identify the stand eligibility of introducers. The FSP
should maintain a written record of the basis onctvht determines to rely on the
Eligible Introducer. In the case of an overseasrfoal institution for instance, such
evidence may comprise corroboration from the inigea's regulatory authority, or
evidence from the introducer itself of such regotat When considering whether it is
reasonable to rely on a professional intermedisepjor management must consider the
following:
a. whether the intermediary is a member of and a@oedgstanding within the
professional body to which it belongs
b. whether there is a pre-existing client relatiopsbetween the Cayman FSP and
the introducer and/or between the introducer aedctient and the length of that
relationship;
c. whether the nature of the business of the irgdranry and client are appropriate
to the business being introduced; and
d. whether the intermediary is itself established eeputable

Financial Service Providershould also test procedures on a random and petadis
to ensure that CDD documentation and informatiopragluced by the EI upon demand
and without undue delay.

It would also be prudent foFinancial Service Providerplacing reliance on an El to
agree with that El that the CDD information andifieation documentation will be
maintained for the period specified under the HEgulations. It should also be
established that the EI will notify tHenancial Service Providerg he is no longer able
to comply with any aspect of the agreement (e.¢hef El ceases to trade or there is a
change in the law) and provide the FSP with thendscor copies of records.

Financial Services Providerand other persons that meet the criteria of dégib
introducers who are themselves subject to the Régnk have no obligation to act as
eligible introducers. Should they choose to db®eever, they must be satisfied that the
information provided has in fact been obtained appately and verified and will be
made available to the person relying on it as ssmoneasonably practicable. A Cayman
Islands licensed bank branch for example shouldpnovide confirmation to another
party on any non compliant account or in circumsggnwhere it would be in breach of
the law to provide customer information.

33

Policy & Development Division
Cayman Islands Monetary Authority



3.78

3.79

3.80

3.81

3.82

3.83

If Financial Services Providersre aware of any cases where introducers haverautly
been treated as eligible, they must take stepsbtairo suitable CDD information and
verification documents in accordance with the Ratgoihs. Similarly, where applicants
for business are introduced by non-Eligible Introehs, FSPs must verify the identity of
the applicant for business.

The information provided by the EI should bewritten form. TheEligible Introducer’s
Form in Appendix F or its functional equivalent shtb be completed in these
circumstances.

If an Introducer fails or is unable to provalevritten confirmation or undertaking of the
sort required above, the relationship must be esaesl and a judgment made as to what
other steps to verify identity are appropriate where there is a pattern of non
compliance, whether or not the relationship shaadliscontinued.

The decision of senior management that redianm@ay be placed on the Eligible
Introducer is not static and should be assessadardgto determine whether there is a
reason that the relationship should be discontinued

The FSP should not enter into a relationshtp ar rely on an Eligible Introducer if the
FSP:

(&) knows or suspects that the Eligible Introdutiez,applicant for business or any third
party on whose behalf the applicant for businesglsg is engaged in money
laundering or terrorist financing;

(b) has any reason to doubt the identity of thdiegpt for business, the Eligible
Introducer or beneficial owner;

(c) is not satisfied that CDD information or docurtegion will be made available upon
request and without delay

Where a relationship presents higher moneydewng or terrorist financing risk, FSPs
must consider whether it is appropriate to relyelgoupon the Eligible Introducer or the
terms of business provided by the Eligible Intragluccontaining the necessary
information.

(a) Corporate Groups
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3.84 When the prospective client is introduced hg part of a group to another and a new
business relationship is being established, ibisnecessary for identity to be re-verified

or for records to be duplicated provided that:
a.) the identity of the client has been verifigditee introducing parent company,

branch, subsidiary or affiliate in a manner comgatiwith the Regulations
and provided that written confirmation is obtaindtht the identification

records will on request be provided.
b.) Institutions that are relying on intra-group intradtions must be certain that
any group policy is absolutely adhered to and iatdeast as high a standard

as that set by these Guidance Notes.
(b) Entities Governed by the Regulations and Overses Financial Institutions

3.85 The Introducer should complete the Eligibliedducers Form or its functional equivalent

(see Appendix F) where the client is introduced by:

a) An entity in the Cayman Islands to which the iRatjons apply,

b) A member of a local association or professidmady to whom the regulations
apply, which is subject to disciplinary procedufesfailure to conduct relevant
financial business in accordance with these GuieldNates, or

c) A Financial Institutionin a country with equivalent legislation.

(c) Professional Intermediaries in Countries with Ejuivalent Legislation
3.86 It may be possible to rely on another’s dligehice procedures when theroduceris:

a) a lawyer or accountant, or firm of lawyers oc@intants, which is regulated in a
country with equivalent legislation (See Schedutd e Regulations, Appendix

C), or
b) a member of a professional body both of whi@hiara Schedule 3 country and

which is subject to disciplinary procedures fotuee to conduct relevant
financial business in accordance with equivalelgsrand guidelines to these

Guidance Notes, or
c) a lawyer or certified or chartered accountanfimn of lawyers or chartered or

certified accountants, carrying on business in anty with equivalent
legislation.

In all of the above cases:
(i) The Introducer should complete the Eligiblerdmtucers Form or its functional

equivalent (See Appendix F) , and;
(i) senior management is satisfied that it isscewble to rely on the Eligible

Introducer Form.
When considering whether it is reasonable to relyhe Eligible Introducer Form,

senior management must consider the following:
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3.87

a) whether the intermediary is a member of andaad standing within the
professional body to which it belongs;

b) whether there is a pre-existing client relatropsbetween the Cayman
FSP and the introducer and/or between the intradacd the client and
the length of that relationship;

c) whether the nature of the business of the irediary and client are
appropriate to the business being introduced; and

d) whether the intermediary is itself established seputable.

The Cayman FSP should maintain a written recorth@basis on which it determines to
rely on the Eligible Introducer Form.

In the above cases th#@roducer should complete the Eligible Introducer's Form in
Appendix F or its functional equivalent.

(d) General

3.88

3.89

(€)

3.90

3.91

If an Introducer fails or is unable to provalevritten confirmation or undertaking of the
sort required above, the relationship must be essesl and a judgment made as to what
other steps to verify identity are appropriate drether or not the relationship should be
discontinued.

Following introduction by akligible Introducer it will not usually be necessary to re-
verify identity or duplicate records in respecteatch transaction or piece of business.

Payment on an Account in a Bank in the Caymanrslands or Country with Equivalent
Legislation

As provided for in Regulation 8 of the Moneguindering Regulations, when a financial
transaction involves payment by the client and besdso by remitting funds from an
account held in his name at a bankthe Cayman Islands or a bank regulated in a
Schedule 3 country, it may be unnecessary to takefarther steps to verify client
identity. TheFinancial Services Provideshould howeverave evidence identifying the
branch or office of the Bardnd verifying that the account is in the name efc¢hent.

It may be reasonable for example, to take urthdér steps to verify identity when
payment is made by cheque or electronically and segher by mail or electronically
from an account (or joint account) in the cliermtame at a bank in a Schedule 3 country
if it does not fall within the following categories

a) the circumstances of the payment are such tphatson handling the transaction
knows or suspects that the applicant for busiressigaged in money laundering,
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3.92

3.93

or that the transaction is carried out on behaHdradther person engaged in money
laundering; or

b) the payment is made for the purpose of openiredevant account with a bank in
the Cayman Islands; or

c) onward payment is to be made in such way thatribt or does not result in-

) a reinvestment on behalf of the applicant with same
institution engaged in relevant financial business,

i) a payment directly to the applicant.

If the payment does fall into one of the aboategories then the evidence of identity of
the applicant must be obtained in accordance vhighfall identification procedures as
outlined in this chapter of the guidance notes ssilthe payment is being made by
operation of law (i.e. the payment of the proceemtpiires to be made to a trustee in
bankruptcy, a liquidator, a trustee for an insaeesgn or a trustee of the estate of a
deceased person).

When payment does not fall in one of the aaieg set out above, and is made with no
additional verification undertaken, a record shauddally be retained indicating how the
transaction arose in addition to a record of thevent branch or office and the account
name. In addition, th€inancial Services Provideshould take steps to ensure that, in
relation to any reinvestment or repayment, theraasapparent variation between the
name on the initial payment instrument and the foomrequest related to any

reinvestment or repayment.

EXCEPTIONS TO VERIFICATION REQUIREMENTS

3.94

Unless a transaction is a suspicious one,ndectary evidence of identity is not normally
required in the following circumstances. In themvof any knowledge or suspicion that
money laundering has or is occurring, the exemptamd concessions set out below do
not apply and the case should be treated the sanuwne requiring verification and
reporting.

Exempted Categories

(a) One-off transactions and Exempted one-off trarections

3.95

As defined in the Regulations, a "one-off $ation” means any transaction other than a
transaction carried on in the course of an estadtidousiness relationship formed by a
person acting in the course of relevant financieibess.
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3.96

3.97

3.98

3.99

As defined in the Regulations, an "exempted-aff transaction” means a one-off
transaction (whether a single transaction or aeseof linked transactions) where the
amount of the transaction or the aggregate of iessef linked transactions is less than
CI$15,000 or the equivalent in any other case.

Financial Services Providerseed to be vigilant at all times that the totaloderies of
linked transactions does not exceed the exemptetddi CI$15,000.

As a matter of best practice, a time period2inonths for the identification of linked
transactionsis normally acceptable. However there is somécdity in defining an
absolute time scale that linked transactions mdlyviahin. Therefore the relevant
procedures for linking will ultimately depend oretbharacteristics of the product rather
than relating to any arbitrary time limit. For exale, Financial Services Providers
should be aware of any obvious connections betwerder of funds and the recipient.

Verification of identity will not normally beeeded in the case of an exempted one off
transaction referred to above. If, however, thewitstances surrounding the exempted
one off transaction appear to thH@nancial Services Provideito be unusual or
guestionable, it is likely to be necessary to mak¢her enquiries. Depending on the
result of such enquiries, it may then be necesgamake steps to verify the proposed
client’s identity. If money laundering is known suspected, thé&inancial Services
Provider should not refrain from making a report in line lwiSection 7(1) of the
Regulations simply because of the size of the &etitn.

(b) Postal, telephonic and electronic business

3.100 In the following paragraph the expressionn“paying account” is used to mean an

account or investment product which does not peavid

. cheque or other money transmission facilities, or

. the facility for transfer of funds to other typesaccount which do provide such
facilities, or

. the facility for repayment or transfer to a persather than thé\pplicant for

Businesswhether on closure or maturity of the account,oar realization or
maturity of the investment, or otherwise.

3.101 Given the above definition, where Applicant for Businespays or intends to pay

monies to an institution by post, or electronicatly by telephoned instruction, in respect
of a non-paying account and:
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. it is reasonable in all the circumstances forrpagt to be made by such means;
and

. such payment is made from an account held insthle ot joint name of the
Applicant for Businessat another regulated financial institution or fgre
regulated institution in a Schedule 3 country, and

. the name(s) of thé&pplicant for Businessorresponds with the name(s) of the
paying account-holder; and

. the receiving institution keeps a record of thplecant’s account details with that
other institution; and

. there is no suspicion of money laundering,

3.102 The receiving institution is entitled to relg verification of theApplicant for Business
by that other institution to the extent that irémsonable to assume that verification has
been carried out and completed. If however,Rimancial Services Providdras grounds
to believe that the identity of the customer has$ Ime@en previously verified by the
regulated financial institution it should, utiligira risk based approach, take additional
measures to verify identity.

(c) Exempted Clients (where documentary evidence alentity is not normally required)
3.103 Documentary evidence of identity will not madly be required if the client:
(a) is a central or local government, statutoryybodagency of government;

(b) is regulated by thBonetary Authorityor is a broker member of the Cayman
Islands Stock Exchange as defined in the Caymamdsl Stock Exchange
Membership Rules;

(c) is aFinancial Institutionor Authorised Persomm a country with equivalent
legislation as listed in Schedule 3 of the Regafeti(Appendix C);

(d) is a company quoted or fund listed on the Caytstands Stock Exchange or
other market or exchange approved by Eienetary Authority These are
listed in Appendix H. This list is subject to rewieand may be updated
periodically;
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(e) is a subsidiary of a company oFmancial Services Providereferred to in
sub-paragraphs (a), (b), (c) and (d) above or basmn ownership. In such
cases it may be appropriate to obtain written cordtion of the relationship
from the holding or parent company or the partriprsh

() is a pension fund for a professional assocmtitrade union or is for
employees of an entity referred to in subparagréahgqb), (c) and (d) above.
Satisfactory evidence that the fund falls withirstbategory may be provided
by a copy of a certificate of registration, apphowa regulation by a
government, regulatory or fiscal authority in thegdiction in which the fund
is established. In the absence of such certifi¢atgncial Services Providers
are recommended to obtain the names and addrdsbestaustees of the fund
(if a trust) or otherwise those empowered to tad@sions in respect of it;

3.104 If reliance is to be placed on the fact thatlient is an exempted client tRénancial
ServicesProvidershould satisfy himself appropriately that he dioefact fall within this
category. The~inancial Services Provideshould record the basis upon which he is so
satisfied.

3.105 Changes to the list of countries in Sche@ulef the Regulations will not create new
obligations to verify the identity of clients acoed since the coming into effect of the
Regulations i.e. September 2000.

TREATMENT OF BUSINESS RELATIONSHIPS EXISTING PRIOR T O ENACTMENT OF THE
REGULATIONS

3.106 Section 17 of the Money Laundering Regulati@guired that verification of the identity
of persons with whom a business relationship wasidéd before I September 2000 be
completed by 30 September 2003.

3.107 1t is clear that certain business relatiopshastablished prior to the enactment of the
Regulations (I September, 2000) can still present a major thwéatoney laundering,
and indeed, it is a widely recognised tactic fomey launderers to establish seemingly
legitimate and normally-run accounts which are theed for laundering money at a later
date.

3.108 Prior to 30 September 200Binancial Services Providerare encouraged to adopt the
following procedures to ensure that the necessdoymation is obtained on all existing
customers:

a) Establish what constitutes satisfactory eviderfgdentity for its existing
clients to be in compliance with these GuidanceeNot
b) Conduct a risk assessment of the clients, aneraalistinction between
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c)
d)

high and low risk cases.

Give immediate priority to obtaining the infortie required by these

Guidance Notes for the identified high-risk cases.

Conduct the necessary due diligence on the rengailow risk cases over a
longer term.

3.109 In additionFinancial Services Providershould develop and implement the following
policies and procedures where information on exgstiustomers is not obtained:

a)

b)

Make a record of their non-compliant businesaignships and note in each case
what information or documentation is missing ane tbason or supposed reason
for its absence. The record will be available t@ ™onetary Authority for the
purposes of its carrying out its responsibility foonitoring compliance with the
Money Laundering Regulations.

Establish procedures to deal with the businetstionship in those situations
where satisfactory evidence is not obtained by &eper 38 2003 and continue
to make reasonable efforts to secure compliance.

Where theFinancial Services Provideis unable to satisfy the verification
required by Regulation 17 it should consider appad@ measures to ensure
compliance, by for example, refusing to accepthiertfunds from that person or
provide further services to that person or by fireg@Zunds held on his behalf or
by terminating the business relationship altogetiery such action should be
carried out if and to the extent that it can propére done by thd=inancial
Services Providerwithout prejudicing third parties (including clisnwho have
verified their identity) and without exposing ti@nancial Service Provideto
liability, loss or prejudice.

3.110 The Monetary Authority will be examining tetent to which institutions are following

3.111

3.112

the above procedures during the course of ons#getions and may take appropriate
action as authorized by the regulatory laws whesieranted. In determining what action
to take, the Monetary Authority will take into aced the overall circumstances
including the seriousness of the non-compliance, nlnmber of instances of non-
compliance and the failure to respond to any previcecommendations or warnings
given by the Monetary Authority.

Financial Services Providerare reminded of the suspicion reporting dutiesasea by
the Proceeds of Crime Law and that non-cooperatiitn the verification required by
regulation 17 is a circumstance that should pufitirencial services provider on enquiry,
to ask itself the question whether the reason éor-cooperation may be that the business
relationship is being used for money launderingppees.

In those cases where persons do not haveastandentification documents some

flexibility is suggested in paragraph 3.17 abowver. €xisting clients an introduction from
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3.113

a respected customer personally known to a Diredanager or senior member of staff,
will often provide comfort provided that the condits of para 3.17 are satisfied and that
the introduction can never replace the addresdication procedures described in these
Guidance Notes. Details of who initiated the actoand authorized the introduction
must be kept. Directors/Senior Managers should @keommon sense approach in
determining whether certain documents should beedkin any particular situation but it
must ensure that normal identification procedures reot waived as a favour to the
applicant. Where specific documentation of a clisrwaived, management must make a
record of why the waiver was granted.

When an existing customer closes one acanohtopens another, or enters into a new
agreement to purchase products or services, there need to verify identity or address.
However, the opportunity should be taken to confinm relevant customer information.
This is particularly important if there has beenraocent contact or correspondence with
the customer e.g. within the last 12 months or waemeviously dormant account has
been reactivated.

NO SIMPLIFIED DUE DILIGENCE FOR HIGHER -RISK SCENARIOS

3.114

Simplified customer due diligence should b®aogeptable for specific higher-risk
scenarios. Higher-risk scenarios may include doeitnot limited to the following:

. a customer is not physically present for idea#fion purposes; or

. the relevant person proposes to have a busietstonship or carry out a a one-
off transaction with a PEP; or

. the prospective customer holds a deposit-takoente and proposes to establish
a correspondent banking relationship with Emeancial Services Provideor

. the nature of the situation is such, or a riskeasment reveals, that a higher risk
of money laundering is likely.

CORRESPONDENT BANKING

3.115

Financial Services Providershould, in relation to cross-border correspondemking
and other similar relationships, in addition tofpeming normal due diligence measures:

c.) Gather sufficient information about a resporndestitution to understand fully
the nature of the respondent’s business and tondiete from publicly available
information the reputation of the institution ankletquality of supervision,
including whether it has been subject to a monagdaring or terrorist financing
investigation or regulatory action.

d.) Assess the respondent institution’s anti-moneydaung and terrorist financing
controls.
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e.) Obtain approval from senior management before ksiafiy new correspondent
relationships.

f.) Document the respective responsibilities of eashtirtion.

g.) With respect to “payable-through accodhtbe satisfied that the respondent bank
has verified the identity of and performed on-goidge diligence on the
customers having direct access to accounts ofdfrespondent and that it is able
to provide relevant customer identification dat@mpequest to the correspondent
bank.

3.116 Financial Services Providershould not enter into, or continue, a correspondent
relationship with a “shell bafiR and should take appropriate measures to ensateitt
does not enter into, or continue a correspondimikibg relationship with a bank which
is known to permit its accounts to be used by dl $famk. Neither should Financial
Services Provides set up anonymous accounts oryamus passbooks for new or
existing customers.

3.117 Financial Services Providershould satisfy themselves that the respondent diaan
institutions in foreign countries do not permititreccounts to be used by shell banks.

! payable-through accounts are correspondent accthattare used directly by third parties to tranbasiness on their own
behalf.

2 A” Shell Bank” is a bank that is incorporatediifurisdiction in which it has no physical preseaoe which is unaffiliated with a regulated
financial group.
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4.1

4.2

4.3

SECTION 4 - ON-GOING MONITORING OF BUSINESS RELATIO NSHIPS

Once the identification procedures have beanpteted and the client relationship is
established, th&inancial Services Provider is required taonitor the conduct of the
relationship/account to ensure that it is conststeth the nature of business stated when
the relationship/account was opened.

Financial Services Providershould develop and apply written policies and pdaces
for taking reasonable measures to ensure that dauigindata or information collected
during the “Identification” process are kept upelmte and relevant by undertaking
routine reviews of existing records. This doesmetn that there needs to be automatic
renewal of expired identification documents (e.gsgports) where there is sufficient
information to indicate that the identification thie customer can readily be verified by
other means

The relevancy of the documentation underlylmgRinancial Services Provider’s records
will be determined according to circumstances @f thient, the nature and risk of the
transaction or relationshigParticular attention should be paid to higher gategories of
customers and business relationships. In circummetawhere customer documentation
standards change substantially or there have bigaificant changes in the business
relationship,Financial Services Providershould use these as opportunities to update
records. These include, but are not limited te,ftilowing:

. New products or services being entered into,

. A significant increase in a customer’s salaryngeideposited,
. The stated turnover or activity of a corporaterdl increases,
. A person has just been designated as a PEP,

. The nature, volume or size of transactions irsgsa

However, if aFinancial Services Providebecomes aware at any time that it lacks
sufficient information about an existing customiéishould take steps to ensure that all
relevant information is obtained as quickly as gass

M ONITORING

4.4

Financial Services Providersither directly or in accordance with paragraph33are
expected to have systems and controls in place doitor on an ongoing basis the
relevant activities in the course of the businesstionship. The nature of this monitoring
will depend on the nature of the business. Theqse of this monitoring is for
Financial Services Provident® be vigilant for any significant changes or insistencies
in the pattern of transactions. Inconsistency isasneed against the stated original
purpose of the accounts. Possible areas to marotdd be: -

@) transaction type

(b) frequency

(c) amount
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4.5

4.6

4.7

4.8

(d) geographical origin/destination
(e) account signatories

It is recognised that the most effective metbbdnonitoring of accounts is achieved
through a combination of computerised and human uaasolutions. A corporate
compliance culture, and properly trained, vigilataff through their day-to-day dealing
with customers, will form an effective monitoringethod as a matter of course.
Computerised approaches may include the settintjladr levels” for monitoring by
amount.

Whilst somd-inancial Services Providemmay wish to invest in expert computer systems
specifically designed to assist the detection @udr and money laundering, it is
recognized that this may not be a practical optowrmanyFinancial Services Providers
for the reasons of cost, the nature of their bissiner difficulties of systems integration,
in such circumstances institutions will need tousasthey have alternative systems in
place. Appendix K includes examples of suspiciais/gies.

Financial services providers should undertakistoomer due diligence measures,
including identifying and verifying the identity dheir customers, when the financial
services provider has doubts about the veracitydequacy of previously obtained
customer identification data.

The customer due diligence measures mentiongohiagraph 4.7 do not imply that
financial services providers have to repeatediytifie and verify the identity of each
customerevery time that a customer conducts a transactonwhen a document
evidencing identification expires. An institutioa entitled to rely on the identification
and verification steps that it has already underaknless it has doubts about the
veracity of that information. Examples of situasathat might lead an institution to have
such doubts could be where there is a suspicianarfey laundering in relation to that
customer, or where there is a material changeenamay that the customer’s account is
operated which is not consistent with the custosieusiness profile.

"H oLD MAIL" ACCOUNTS

4.9

4.10

"Hold Mail" accounts are accounts where theoantholder has instructed tii@nancial
Services Providemot to issue any correspondence to the accountt®ldeldress.
Although this is not necessarily a suspicious acttself, the such accounts do carry
additional risk ta=inancial Services Providerand they should exercise due caution as a
result.

Regardless of the source of "Hold Mail" bussét is recommended on a best practice
basis that evidence of identity of the accounthofdeuld be obtained by th@nancial
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411

412

4.13

Services Providereven where the client was introduced biyligible Introducer "Hold
Mail" accounts should be regularly monitored andewed.

It is recommended th&inancial Services Providersave controls in place for when
existing accounts change status to "Hold Mail", #rad the necessary steps to obtain the
identity of the account holder are taken where secidlence is not already on the
Financial Services Provideifde.

Accounts with a "c/o" address should not bated as "Hold Mail" accounts, as mail is
being issued, albeit not necessarily to the acémldér's address. There are of course
many genuine innocent circumstances where a "odolfess is used, but Financial
Services Providershouldmonitor such accounts more closely as they repteskigher
risk.

Financial Services Providershould incorporate procedures to check the current
permanent address of hold mail customers wheréeeppportunity arises.

WIRE TRANSFERS

(@)

4.14

4.15

4.16

General

To facilitate the identification and reporting suspicious transactions and bearing in
mind that the full traceability of transfers of fisxcan be a particularly important and
valuable tool in the prevention, investigation ametection of money laundering or
terrorist financing, the Cayman Islands Governneracted amendments to the MLRs
on 1 June 2007 to comply with FATF Special Reconuhaéinn (SR) VII. The FATF
issued SR VII, with the objective of enhancing tlensparency of electronic payment
transfers (wire transfers) of all types, domestid aross border.

Specifically, its aim is to ensure that basicurate and meaningful information on the
originator of wire transfers is immediately aval@alo (1) the appropriate authorities to
assist them in investigating, prosecuting moneyndauers and terrorists and tracing the
assets of money launderers and terrorists, (2)FRA for analysing suspicious or

unusual activity and disseminating information ascessary, and (3) beneficiary
financial institutions to facilitate the identifitan and reporting of suspicious

transactions.

The June 2007 MLR amendments are not intetaldéchpose rigid requirements or

mandate a single operating process that would ivefyaimpact the payment system.

Guidance provided here is intended to assist filarservices providers in outlining

their obligations with respect to wire transferfieTcharacter of the Cayman Islands
industry dictates that the vast majority of transf&ill be cross border in nature.

Scope of the Regulations
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4.17

4.18

4.19

The amendments to the MLRs are intended tdy dppany transaction (domestic or
cross boarder) carried out on behalf of a payesudiin a payment service provider by
electronic means, with a view to making funds aldé to the payee at a payment
service provider, irrespective of whether the payat the payee are the same person.

The amendments to the MLRs also apply whegeptyment service provider of the
payer is situated outside the Cayman Islands aadirttermediary payment service
provider is situated within the Cayman Islands, ftoansfers of funds by the
intermediary payment service provider within they@an Islands.

Recognising, and in keeping with internaticstahdards, that certain transfers of funds
represent a low risk of money laundering or testofinancing, the regulation exempts
the following types of funds transfers:

where the payer withdraws cash from his own acgount

where truncated checks (electronically imaged cpfeoriginal checks) are used,;

for fines, duties and levies within the Caymanridls

o O O O

where there is a debit transfer authorisation (Btegorder) between two parties
permitting payments between them through accouiitsa unique identifier
accompanies the transfer of funds, allowing the@eto be traced back;

o where both the payer and the payee are paymentaemoviders acting on their
own behalf;

o by credit or debit card or similar payment instrumyeroviding that the payee has
an agreement with the payment service provider pengn payment for goods or
services and that the transfer is accompanied byigue identifier permitting the
transaction to be traced back to the payer;

o within the Islands for the provision of goods amadveces to a payee account if (a)
the payment service provider of the payee, by meém@sunique reference number,
is able trace back the transfer of funds to the@emwho has an agreement with the
payee for the provision of goods and services, &ngdin the case of two or more
one-off transactions, that these transactionsalappear to be linked and that the
total amounts of these transactions are undeefiftaousand dollars;

Information Requirements and Record Keeping

4.20

4.21

The MLRs require, except where permitted iguRation 17 of the MLRs as amended
and outlined above in paragraph 4.15, complete rpgyermation to accompany all

wire transfers. The complete payer information liggpto transfers where the
destination payment service provider is outsidthefCayman Islands.

Section 2 of the MLRs as amended define “cetepinformation” for the purpose of
wire transfers. In essence three items of inforomadire required:-
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4.22 In the case of natural persons:

his name; and

his account number or a unique identifier (whalows the transaction to be
traced back to the payer) and

3.  Either his address or date and place of birtltustomer identification number, or
the number of a government issued document, evildigmndentity (e.g. passport or
drivers licence).

4.23 Inthe case of legal persons:

1. the name; and

2. the account number or a unique identifier (whadlows the transaction to be
traced back to the payer) and

3. Either the address or customer identificatiormber, or the number of a
government issued document, evidencing identity.

4.24 The payment service provider of the payer sh&ieep complete information on the
payer, which accompanies wire transfers for a peobd five years. The Payment
service provider of the payee and the intermedsanyice provider should also keep
records of any information received on the payesfperiod of five years.

(b)  Transfer of funds within the Cayman Islands (Danestic Transfers)

4.25 Where both the payment service provider opingee and the payment service provider
of the payer are situated within the Cayman Islatdsisfer of funds need only be
accompanied by the account information or a unigleatifier which will allow the
information to be traced back to the payer.

4.26 If the payment service provider of the payspiests complete information on the payer,
then such information should be provided by thenpayt service provider of the payer
within three working days of such request.

Batch Transfers

4.27 For batch file transfers from a single payéere the payment service provider of the
payee is located outside of the Cayman Islandse tiseeno need for complete payer
information for each transfer bundled togetheralf that batch contains the complete
payer information and (b) the individual transfeasry the account number of the payer
or a unigque identifier.

Incomplete and Missing Information on Incoming Wire Transfers
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4.28

4.29

The payment service provider of the payee ldhioave effective risk based procedures
in place to detect missing or incomplete informatilom the messaging or payment and
settlement system used to effect the transfer d$u In order not to disrupt straight-
through processing, it is not expected that momigpshould be undertaken at the time
of processing the transfer.

The payment service provider of the payeel st@isider missing or incomplete
information on the payer as a risk factor in assgs&hether the transfer funds or any
related transaction is suspicious and whether #trha reported to the FRA.

Detection Upon Receipt

4.30

Where the payment service provider of the pajetects, when receiving transfer of
funds, the required payer information that is nmgsor incomplete, then it shall either
reject the transfer, or ask for or otherwise ohtammplete information on the payer.
This may include the acquisition of the informatfoom a source other than the service
provider of the payer.

Post-Event Monitoring

4.31

4.32

The payment service provider should subjemriting wire transfers to an appropriate
level of post event random sampling that is riskdsh The sampling may be weighted
toward transfers from :

0 non schedule 3 countries or a countries deemedetdigh-risk for money
laundering and/or terrorist financing; and

0 payment service providers of payers who are idedtifrom such sampling as
having previously failed to comply with the relevamformation requirements.

This does not obviate the obligation to remuspicious actions in accordance with
normal suspicious transaction reporting procedures.

Where the payment service provider regularly fdds supply the required payer
information and the payment service provider of tmeyee has taken reasonable
measures to have the payment service providereopalyer correct the failures, then the
payment service provider of the payee should eitbject any future transfers of funds
from the payment service provider;

0 restrict its business relationship with the paynsanvice provider; or

o terminate its business relationship with the payinservice provider;

and report to the FRA and the Monetary Authority auch decision to restrict or
terminate the relationship

Payments via Intermediaries and Technical Limitations
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4.33

4.34

4.35

4.36

(c)
4.37

Where the payment service provider of the pesysituated outside the Cayman Islands
and the intermediary payment service provider tisatéd within the Cayman Islands,
then the intermediary payment service providersukh@nsure that all information
received on the payer that accompanies a trangfands is kept with the transfer.

The intermediary payment service provider mag a payment system with technical
limitations that prevent information on the payssni accompanying the transfer, to
send transfer of funds to the payment service devof the payee, provided that it is
able to provide the payment service provider ofgagee with the complete information
using a mutually acceptable means of communication.

Where the intermediary payment service pravideeives a transfer of funds without
complete information on the payer, then it may tiigea payment system with technical
limitations if it is able to provide the paymentngee provider of the payee with the
complete information using a mutually acceptabl@mnseof communication.

Where the intermediary payment service proviges a payment system with technical
limitations, it is obligated to make available witithree working days to the payment
service provider of the payee upon request, airmation on the payer which it has
received. This is irrespective of whether the iinfation is complete or not.

Cooperation with the FRA

Payment service providers are obligated tpamd fully and without delay to enquiries
made by the FRA concerning information on the pagmompanying transfer of funds
and corresponding records.
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SECTION 5 — INTERNAL REPORTING PROCEDURES FOR SUSPICIOUS
ACTIVITIES

5.1 Financial Services Providemnust establish a written internal procedures miasmighat,
in the event of a suspicious activity being diseede all staff are aware of the reporting
chain and the procedures to follow. Such manuatsildhbe periodically updated to
reflect any legislative changes.

APPOINTING AN MLRO TO WHOM ALL REPORTS OF KNOWLEDGE OR SUSPICION OF M ONEY
LAUNDERING ARE MADE .

5.2  Each Financial Services Providehould designate a suitably qualified and expegdn
person as Money Laundering Reporting Officer (MLR®)management level, to whom
suspicious activity reports must be made by sthffs generally expected that tMLRO
would be carrying out a Compliance, Audit or Legale within theFinancial Services
Providers business. It is also recommended fhiatincial Services Providernslentify a
Deputy, who should be a staff member of similatust@nd experience to thLRO.

5.3 The MLRO should be well versed in the different types ainsaction which the
institution handles and which may give rise to appaties for money laundering.
Appendix K gives examples of common transactioresywhich may be relevant. These
are not intended to be exhaustive.

54 It is recognised that where Fanancial Services Providehas no employees in the
Cayman Islands it may not be possible for a sem@mber of staff to be tHdLRO. In
these circumstances tkéancial Services Providanay;

a. ldentify someone else as the appropriate peisomhom a report is to be made,

provided that that person has the following chanastics:

i. Is a natural person; and
ii. is autonomous (meaning th& RO is the final decision maker as to whether to
file an SAR); and
iii. is independent (meaning no vested interesh@underlying activity); and
iv. has and shall have access to all relevant mahter order to make an
assessment as to whether the activity is or isagpicious.

b. Delegate th&LRO function consistent with paragraph 3.55 and imetance with
the principles set out in these Guidance Notes.

c. Where thé=inancial Service Provideis a mutual fund or mutual fund administrator
regulated in the Cayman Islands, utilise the furtii@ions set out in Sector 8 of the
Guidance Notes.
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5.5

5.6

Where &inancial Service Providehas no staff, the provisions of Regulations 5(1)(b)
and (c) regarding awareness and training will ppiya  However, thé-inancial Service
Provideris responsible for ensuring vigilance systems magace to ensure that any staff
involved in the relevant activities of tifenancial Service Provideare aware of the
identity of theMLRO and that all internal SARs are submitted toNHeRO

Where the MLRO that is located outside of thlarids files a suspicious activity report
with the appropriate authority under the laws aedufations of his home country, it
would be appropriate, where permitted by such lang regulations, for the MLRO to
simultaneously report such suspicious activityh® Reporting Authority in the Cayman
Islands

I DENTIFYING THE MLRO AND REPORTING CHAINS

5.7

5.8

5.9

5.10

All staff engaged in the business of Eueancial Services Providerst all levels must be
made aware of the identity of tddLRO and his Deputy, and the procedure to follow
when making a suspicious activity report. All redav staff must be aware of the chain
through which suspicious activity reports shoulgpbesed to th®ILRO.

A suggested format of an internal report form iscag in Appendix 1.

Financial Services Providershould ensure that staff report all suspicious/giets to the
MLRO, and that “any such report be considered ia light of all other relevant
information by the MLRO, or by another designateerspn, for the purpose of
determining whether or not the information or otheatter contained in the report does
give rise to a knowledge or suspicioB&e section 14(b) of the Regulations.

Where staff continue to encounter suspiciodsiies on an account which they have
previously reported to thBILRO, they should continue to make reports to kheRO
whenever a further suspicious transaction occuns, e MLRO should determine
whether a disclosure in accordance with the letsias appropriate.

All reports of suspicious activities must tedbe MLRO and only the MLRO should
have the authority to determine whether a disclsuaccordance with the legislation is
appropriate. However the line/relationship managan be permitted to add his
comments to the suspicion report indicating anylence as to why he/she believes the
suspicion is not justified.

I DENTIFYING SUSPICIONS

5.11 A suspicious activity will often be one thatinconsistent with a customer’'s known,

legitimate activities or with the normal business that type of account. Therefore, the
first key to the recognition is knowing enough abthe customer and the customer’s
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5.12

5.13

5.14

5.15

5.16

normal expected activities to recognize when astaation, or series of transactions, is
unusual.

Although these Guidance Notes tend to focusnew business relationships and
transactions, institutions should be alert to tmplications of the financial flows and
transaction patterns of existing customers, pdditu where there is a significant,
unexpected and unexplained change in the behaofaur account.

As the types of transactions which may be usgdmoney launderers are almost
unlimited, it is difficult to define a suspiciousahsaction. However, it is important to
properly differentiate between the terms "unusaall "suspicious".

Where a transaction is inconsistent in amoongin, destination, or type with a
customer's known, legitimate business or personavites, the transaction must be
consideredunusual,and the staff member put “on enquiry”. Compleangactions or
structures may have entirely legitimate purpodéswever,Financial Services Providers
should pay special attention to all complex, unusarge transactions, and all unusual
patterns of transactions, which have no apparentaic or visible lawful purpose. The
background and purpose of such transactions stesufdr as possible be examined and
documented by thé&inancial Service Provider Findings regarding enquiries about
complex, unusual large transactions, and unusutdrpa of transactions should be kept
by the Financial Service Providerand be available to help competent authorities and
auditors for at least five years.

Where the staff member conducts enquiries @rtdins what he considers to be a
satisfactory explanation of the complex or unusarge transaction, or unusual pattern of
transaction, he may conclude that there are nongioéor suspicion, and therefore take
no further action as he is satisfied with mattetswever, where the enquiries conducted
by the staff member do not provide a satisfactoqlanation of the transaction, he may
conclude that there are grounds $oispicionrequiring disclosure. Enquiries regarding
complex, unusual large transactions, and unusudierpa of transactions, their

background, and their result should be properlyudwnted and made available to the
relevant authorities upon request. Enquiries teckhwhether complex or unusual

transactions or structures have legitimate econamiawful purpose, where conducted
properly and in good faith, are not regarded gsirigp off.

Activities which should put staff on enquiryaynbe recognizable as falling into one or
more of the following categories. This list is ma¢ant to be exhaustive.

. any unusual financial activity of the customethe context of his own usual
activities;
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. any unusual transaction in the course of somaldsancial activity;
. any unusually-linked transactions;

. any unusual employment of an intermediary in to@irse of some usual
transaction or financial activity;

. any unusual method of settlement;
. any unusual or disadvantageous early redempfian ;mmvestment product;
. any unwillingness to provide the information regted.

QUESTIONS TO ASK YOURSELF

5.17 The following factors should be borne in minbden seeking to identify a suspicious
transaction. This list is not meant to be exhaasti

(a) Is the customer known personally?

(b) Is the transaction in keeping with the custdshaormal activity known to the

Financial Services Providerthe markets in which the customer is active dral t
customer's own business? (i.e. does it make sense?)

(c) Is the transaction in keeping with normal piaein the market to which it relates
i.e. with reference to market, size and frequency?

(d) Is the role of the agent involved in the tran®s unusual?

(e) Is the transaction to be settled in the nommahner?

() Are there any other transactions linked to tila@saction in question which could
be designed to disguise money and divert it inteeoforms or to other destinations
or beneficiaries? And,

(g) Can you understand the reasons for the transace. might there be an easier,
cheaper or more convenient method available?

CASH TRANSACTIONS

5.18 Given the international nature of the businemsducted by man¥inancial Services
Providers cash transactions may be relatively uncommon redsefor banks, building
societies or money services businesses offeringicesr to local customers, cash
transactions may be a normal every-day serviceaigyncustomers.

5.19 Where cash transactions are being proposexistpmers, and such requests are not in
accordance with the client's known reasonable jegctmany Financial Services
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5.20

5.21

Providerswill need to approach such situations with cauow make further relevant
enquiries.

Depending on the type of business daiclancial Services Provideconducts and the
nature of its client portfolio, each may wish tot sess own parameters for the
identification and further investigation of cashrtsactions. Where the staff member of
the Financial Services Providehas been unable to satisfy himself that any cash
transaction is reasonable activity, and therefogectnsiders it suspicious, he should
make a disclosure as appropriate.

Whilst certain cash transactions may lead Rimancial Services Providerso make
further enquiries to establish or dispel suspicidingoes without saying that equal
vigilance must be applied to transactions whicimdbinvolve cash.

ROLE OF STAFF MEMBERS

5.22

5.23

Staff should be required to report any suepi@f laundering either directly to their
MLRO or, if the institution so decides, to theimdi manager for preliminary investigation
in case there are any known facts which may neth&tesuspicion subject to paragraph
5.8.

Employees should comply at all times with ¥igglance systems of their institution and
will be treated as having met appropriate standafdeigilance if they disclose their
suspicions to theiMLRO or other appropriate senior colleague accordinfeovigilance
systems in operation in their institution.

THE ROLE OF THE MLRO

5.24

5.25

5.26

On receipt of a report concerning a suspicaustomer or suspicious activity tMLRO
should determine whether the information containedsuch report supports the
suspicion. He should investigate the details ideorto determine whether in all the
circumstances he in turn should submit a repatttiedreporting Authority

If theMLRO decides that the information does substantiatespision of laundering, he
must disclose this information promptly. If hectles that the information does not
substantiate a suspicion, he would neverthelesgelieadvised to record fully the reasons
for his decision not to report to tieporting Authority.

It is for each institution (or group) to catesi whether its vigilance systems should

require theMLRO to report suspicions within the institution (ologp) to the inspection
or compliance department at head office.
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5.27

5.28

Failure by theVMLRO to diligently consider all relevant material magad to vital
information being overlooked and the suspiciousvagtnot being disclosed to the
Reporting Authority in accordance with the requirements of the letimta
Alternatively, it may also lead to vital informatidbeing overlooked which may have
made it clear that a disclosure would have beenecessary. As a result, it is
recommended that th&LRO should establish and maintain a register of money
laundering referrals made to him by staff.

Staff members should note that in the evensudpicion of money laundering, a
disclosure should be made even where there hasrmeé&mnsaction by or through the
Financial Services ProviderStaff members should ensure that they do not dona
offence of tipping off the customer who is the sabjof the disclosure.

REPORTING SUSPICIONS TO THE REPORTING AUTHORITY

5.29

5.30

5.31

5.32

If the MLRO decides that a disclosure showdnmde, a report, in standard form (see
Appendix J), should be sent to the Reporting Autiiolhe Form should be completed

in its entirety and any fields that are not appileashould be so indicated. It is important
that the MLRO fill in the form to the fullest extepossible providing as much relevant
information and detail as they have available. s™ill provide more assurance that the
information provided is of benefit to the FRA.

The Reason for Suspicion section of the Farin key part of the report. It is important
for the MLRO to explain why there are suspicion®wba specific transaction or
transactions. Information about the subject and thieye is a suspicion in the context of
the business relationship should be included. Otiseful information that should be
provided includes how the transaction and/or bissimelationship was initiated, relevant
dates, the amount of funds involved, the curreatust of the account if applicable and
what action if any the FSP intends to take or meayettaken.

If theMLRO considers that a report should be madgently (e.g. where the account is
already part of a current investigation), initiadtification to theReporting Authority
should be made by telephone, email, or other maadamust be followed up in writing
as soon as is reasonably practicable.

The receipt of a report will be promptly ackiedged by théReporting Authority The
report is forwarded to trained financial investigatofficers who alone have access to it.
They may seek further information from the repatinstitution and elsewhere. It is
important to note that after a reporting institatimakes an initial report in respect of a
specific suspicious activity, that initial reporvats not relieve the institution of the need
to report further suspicions in respect of the samstomer or account and the institution
should report any further suspicious activity ining that customer.
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5.33 Vigilance systems should require the mainteean a register of all reports made to the
Reporting Authoritypursuant to this paragraph. Such registers shamithin details of:

. the date of the report;

. the person who made the report;

. the person(s) to whom the report was forwardad; a
. a reference by which supporting evidence is ifiabte.

5.34 TheReporting Authoritywill keep the reporting institution informed ofethnterim and
final result of investigations following the repog of a suspicion to it. ThReporting
Authority will endeavour to issue an interim report to thstitution at regular intervals
and in any event to issue the first interim repeithin one month of the report being
made. In addition, at the request of the reporimsgtution, theReporting Authoritywill
promptly confirm the current status of such an stemtion. Suspicious activity
disclosure should be sent directly to Beporting Authorityat the following address:

The Reporting Authority

P.O. Box 1054

George Town, Grand Cayman
Telephone: (1345) 945-6267
Facsimile: (1345) 945-6268

REPORTING DECLINED BUSINESS

5.35 It is normal practice for Financial Servicem\wders to turn away business that they
suspect might be criminal in intent or origin. Vdean applicant for business or a
customer fails to provide adequate documentatiowlyding the identity of any
beneficial owners or controllers), consideratioowdtd be given to filing a SAR.  Also,
where an attempted transaction gives rise to knibyeer suspicion of money laundering
or terrorist financing, that attempted transactghould be reported to the Reporting
Authority.

5.36 Reporting of such events will allow tReporting Authorityto build a clearer picture of
the money laundering threat to the Island, ands® such intelligence on a proactive
basis. Furthermore, tH&inancial Services Provideshould refrain from referring such
business to othdfinancial Services Providers

5.37 The reporting of declined business is congisteith developing international best
practice.
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SECTION 6 — PROGRAMMES AGAINST MONEY LAUNDERING AND TERRORIST

6.1

6.2

FINANCING

Financial Services Providershould develop programmes against money laundeariadg
terrorist financing. These programmes should ielu

a. the development of internal policies, proceduremnd controls, including
appropriate compliance management arrangement, adehuate screening
procedures to ensure high standards when hirindosesgs;

b. an appropriate employee training programme; and
c. an audit function to test the system

The type and extent of measures to be takenidlhe appropriate to the risk of money
laundering and terrorist financing, and to the siztheFinancial Services Provider

COMPLIANCE M ANAGEMENT

6.3

6.4

For Financial Services Providerscompliance management should include the
appointment of a Compliance Officer, who may alsale MLRO, at the management
level who:

. has sufficient skills and experience;

. reports directly to the Board;

. has sufficient seniority and authority so that Beard reacts to and acts upon any
recommendations made;

. has regular contact with the Board so that the @asrable to satisfy itself that
statutory obligations are being met and that swffity robust measures are being
taken to protect itself against the risk money therimg ant terrorist financing;

. has sufficient resources, including sufficient timand (where appropriate) a
Deputy Compliance Officer and support staff;

. has unfettered access to all business lines, suplemartments and information
necessary to appropriately perform the function;

Financial Services Providers may demonstratarigyl apportioned roles for countering
money laundering and the financing of terrorismemhthe Compliance Officer ( or
other audit, compliance, review function):

. Develops and maintain systems and controls (inotpdiocumented policies and
procedures) in line with evolving requirements;

. Ensures regular audits of the AML/CFT programme,

58

Policy & Development Division
Cayman Islands Monetary Authority



Advises the Board of AML/CFT compliance issues theéd to be brought to its
attention;

Reports periodically, as appropriate, on the Fire@r8ervices Provider's systems
and controls; and

Responds promptly to request for information byrélevant authorities.

AUDIT FUNCTION

6.5

Financial Services Provideshould, on a regular basis, conduct an AML/CFTitaod

attest to the overall integrity and effectivenedsttee AML/CFT systems and
controls;

assess its risks and exposures with respect tplsizeness lines, customer base and
geographic locations.

assess the adequacy of internal policies and puoesdncluding
i. Customer identification and verification,
ii. Record keeping and retention ,
iii. Reliance relationships and supporting docuragah, and
iv. Transaction monitoring;
test compliance with the relevant laws and regoest

test transactions in all areas of thi@ancial Services Providemwith emphasis on
high —risk areas, products and services;

assess employees’ knowledge of the laws, regukatignidance, and policies &
procedures;

assess the adequacy, accuracy and completenéssrong programmes; and

assess the adequacy of the Financial Services d@rtwiprocess of identifying
suspicious activity.

EMPLOYEE SCREENING

6.6

The extent of employee screening should begptiopate to the potential risk associated

with money laundering or terrorist financing inatbn to the business in general, and to

the particular risks associated with the individpasitions.

EMPLOYEE TRAINING

6.7

WhereFinancial Services Providerbave staff they should ensure that all appropriate
staff, (in accordance with Section 5(1) of the Ragions), receive training on money
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laundering prevention on a regular basis, ensurgtaff fully understand the procedures
and their importance, and ensure that they fullgenstand that they will be committing
criminal offences if they contravene the provisiohshe legislation.

The timing and content of training programmes

6.8

Although general provisions are made in Secki() of the Regulations, they do not
specify the exact nature of training to be givenstaff, and therefore eadfinancial
Services Providecan tailor its training programmes to suit its omgeds, depending on
size, resources and the type of business they taka@er Smaller organisations with no in-
house training function may wish to approach ttpatties such as specialist training
agencies, firms of attorneys or legal practitionersthe major firms of accountants or
management consultants. Training should be stretito ensure compliance with all of
the requirements of the applicable legislation.

Where the Financial Service Provider has delegdterl performance of relevant
functions to a person or an institution in a Scheducountry, it must be satisfied that
equivalent training and education procedures ar@lae in relation to the law and
regulations of such country.

Staff awareness

6.9

6.10

Staff should appreciate the serious nature haf lbackground against which the
Regulations have been issued. They should be awsfateeir own personal obligations
and of their personal liability under the legistatishould they fail to report information
in accordance with internal procedures and legsiat All staff should be encouraged to
co-operate fully and provide a prompt and adequegiert of any suspicious activities.

All staff need to be fully educated in the &an Your Customer” requirements for the
prevention of money laundering. Training shouldréfigre cover not only the need to
know the customer's true identity, but also, whardusiness relationship is being
established, the need to know enough about the dydmusiness activity expected in
relation to the customer at outset (and on an erggoasis) so that suspicious activity can
be identified in the future.

New employees

6.11

Irrespective of seniority, all new employelbsigd be given a general introduction to the
background to money laundering and the procedwreeporting suspicious activities to
the MLRO, prior to them becoming actively involved in day day operations. New

employees should also receive a clear indicatiothefimportance placed on money
laundering issues by the organisation, of the legglirement to report, and of their
personal legal obligations in this regard.
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Operations staff

6.12

6.13

6.14

Staff who deal with the public such as cashidealers, sales persons etc., are the first
point of contact with potential money laundererad aheir efforts are vital to an
organisation's effectiveness in combating moneyndating. Staff responsible for
opening new accounts or dealing with new custorsbmild be aware of the need to
verify the customer's identity, for new and exigtioustomers and be aware of the
procedures for treatment of declined business dbned in these Guidance Notes.
Training should be given on the factors which mayegise to suspicions about a
customer's activities, and on the procedures toatlepted when a transaction is
considered to be suspicious.

Staff involved in the processing of dealsransactions should receive relevant training
in the processing and verification procedures, amdhe recognition of abnormal
settlement, payment or delivery instructions. Sstibuld be aware of the types of
suspicious activities which may need reportinghe televant authorities regardless of
whether the transaction was completed. Staff shadt be aware of the correct
procedure to follow in such a circumstance.

All staff should be vigilant in circumstanaoglere a known, existing customer opens a
new and different type of account, or makes a nmexestment e.g. a banking customer
with a personal account opening a business accMhtlst the Financial Services
Provider may have previously obtained satisfactory iderdiion evidence for the
customer, thé&inancial Services Provideshould take steps to learn as much as possible
about the customer's new activities.

Training for supervisors and managers

6.15

6.16

Although Executive Directors and Senior Mamagaay not be involved in the day-to-
day procedures for handling transactions that nedstte to money laundering, it is
important that they understand the statutory dygi@ased on them, their staff and the firm
itself given that these individuals are involvedsigning off procedures.

Supervisors and managers should receive amigbel of training covering all aspects of
money laundering procedures, including the offenaed penalties arising from the

relevant primary legislation for non-reporting ar fassisting money launderers, the
procedures relating to dealing with production asstraint orders and the requirements
for verification of identity and retention of recisr.
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Training for Money Laundering Reporting Personnel MLRO)

6.17 MLROs(and also DeputLROs)should receive in-depth training on all aspectshef
primary legislation, the Regulations and internaliges. They should also receive
appropriate initial and ongoing instruction on tdetermination and reporting of
suspicious activities, on the feedback arrangements on new trends of criminal
activity.

Continuing vigilance and refresher training

6.18 Over time, due to the multiple demands plamedheir time, there is a danger that staff
may become less vigilant concerning money laundeimd therefore it is vital that all
staff receive appropriate refresher training to ntean the prominence that money
laundering prevention requires, and that they falbpreciate the importance that their
employer places on it and their obligations arignogn it.
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SECTION 7 - RECORD KEEPING PROCEDURES
GENERAL

7.1  Financial Services Providershould maintain, for at least 5 years, all neagssecords
on transactions to be able to comply swiftly withformation requests from the
competent authorities. Such records should becgerit to permit the reconstruction of
individual transactions, so as to provide, if neeeg, evidence for prosecution of
criminal activity. Financial Services Providershould also keep records of identification
data obtained through the customer due diligencegss, account files and business
correspondence that would be useful to an investigdor a period of 5 years after the
business relationship has ended. This includesrdecpertaining to enquiries about
complex, unusual large transactions, and unusutdrpa of transactions. Identification
data and transaction records should be availabtimeoestic competent authorities upon
appropriate authority.

7.2  Where there has been a report of a suspicmiisty or theFinancial Services Provider
is aware of a continuing investigation into monayridering relating to a client or a
transaction, records relating to the transactiorther client should be retained until
confirmation is received that the matter has besticded.

7.3 Records relating to verification of identitylvgenerally comprise:

» a description of the nature of all the evideneeeived relating to the identity of the
verification subject;

» the evidence itself or a copy of it or, if that mot readily available, information
reasonably sufficient to obtain such a copy.

7.4  Records relating to transactions will generadiynprise:

» details of personal identity, including the naraes addresses, of:
(1) the customer,
(2) the beneficial owner of the account or product;
(3) any counter-party;
» details of securities and investments transactedding:
(4) the nature of such securities/investments;
(5) valuation(s) and price(s);
(6) memoranda of purchase and sale;
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(7)  source(s) and volume of funds and bearer Seesiri

(8) destination(s) of funds and bearer securities;

(9) memoranda of instruction(s) and authority(ies);

(10) book entries;

(11) custody of title documentation;

(12) the nature of the transaction;

(13) the date of the transaction;

(14) the form (e.g. cash, cheque) in which fun@sadfered and paid out.

GROUP RECORDS

7.5 There may be circumstances in which group oscare stored centrally off island.
However, Financial Services Providers shouldnsure that appropriate records are
maintained and can be retrieved promptly on request

TRAINING RECORDS

7.6  So thafrinancial Services Providersan demonstrate that they have complied with the
provisions of Section 5(1) of the Regulations conirg staff training, they should
maintain records which include:-

(i) details of the content of the training prograesprovided;

(i)  the names of staff who have received the trajn

(i) the date on which the training was delivered;

(iv) the results of any testing carried out to measstaff understanding of the money
laundering requirements; and

(v) an on-going training plan.

ESTABLISHMENT OF REGISTERS
7.7  AFinancial Services Provideshould maintain a register of all enquiries maalét by

the Reporting Authorityand all disclosures to thReporting Authority The register
should be kept separate from other records andacoias a minimum the following

details:
. the date and nature of the enquiry,
. details of the account(s) involved; and
. be maintained for a period of at least 5 years.
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Equivalency

7.8  Where the Financial Service Provider has débebany or all of the foregoing functions
to a person or institution in a Schedule 3 jurigdit then it must be satisfied that the
relevant records will be maintained in accordandth vguch regulation and will be
available to the Monetary Authority on request dadthe FRU or law enforcement
authorities in accordance with the relevant procesiu
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SECTION 8 —SECTOR SPECIFIC GUIDANCE

This section is intended to deal with specialiseglas of relevant financial business which
require more explanation and raise more complexesshan are dealt with in the general body
of these Guidance Notes. This section must be ire@dnjunction with the other sections of

these Guidance Notes.

The following types of relevant financial business covered by these sector specific guidance

notes:

Mutual funds

Banking

Company formation and management
Creation and administration of Trusts
Insurance

Real estate

MUTUAL FUNDS AND FUND ADMINISTRATORS

)

In this section:

a "Mutual Fund" or "Fund" is as defined in the Maitirunds Law (2003 Revision) (the
"Law") and may include a unit trust. Reference naso be made to the separate
guidance in the Notes in the section on TrustsRddciary Services and paragraph 3.37
of the Guidance Notes in relation to unit trusts.

A "Mutual Fund Administrator” or "An Administratoii$ a person providing mutual fund
administration as defined in the Law; that is: aspa managing or administering a
Mutual Fund (including controlling all or substally all of its assets); a person
providing the principal office of a Mutual Fund ihe Cayman Islands or providing an
operator to the Mutual Fund as defined in sectiah the Law (a trustee of the unit trust,
a general partner of a partnership or a directa admpany).

A "Promoter"” is as defined in section 2 of the MaltBunds Law (as amended); namely,
any person who causes the preparation or distobutf an offering document in respect
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of a Mutual Fund or proposed Fund. An attornelaator accountant acting on behalf of

such person is not a Promoter.

1%

i) Who should be treated as the Applicant for Bess?
FSP Applicant for Business
3 The Mutual Fund. Investors should be treatediek ®r the
purposes of the Guidance Notes.
4 A FSP incorporating a company/setting Promoters.
up a limited partnership/unit trust as partWhere the mutual fund is a unit trust, the
of a Mutual Fund structure (including | trustees.
acting as investor, shareholder and/or | Where the mutual fund is a limited
providing initial registered office). partnership, the general partner.
Where the mutual fund is a corporation se¢
the section on Company Formation and
Management.
5 FSP providing registered office for The Mutual Fund.
Mutual Fund/general or limited partner
(other than at the date of incorporation).
FSP providing a principal office for an | The Administrator
Administrator.
6 Mutual Fund Administrator. The Mutual Fund (thestees of a unit trust

a general partner).

When the Mutual Fund for which
documentary evidence should be obtained
a limited partnership it will usually be
sufficient to obtain evidence of the identity
the controlling General Partner.

Given the special circumstances of mutual
funds, it is recommended as good practice

that an Administrator should not rely on the

Mutual Fund falling into the exempted
category by virtue of it being subject to the
Regulations. However, the Administrator
may be satisfied that the Mutual Fund, if n
itself carrying out client identification or

is

of

Dt

record keeping, has in place appropr
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safeguards to ensure that its obligations
under the Regulations are met.

Promoters: Whilst promoters are not to be
treated as applicants for business for the
purposes of these Guidance Notes, it is
industry best practice to ascertain the identity
and background of any promoter relied upon.

7

FSP otherwise issuing and administeringhe Mutual Fund.
subscriptions/redemptions.

Company formation and opening of Bank accounts foFunds is provided for elsewhere in
Section 8 of these Guidance Notes.

ii)

When must the identity be verified?

The Regulations provide that there should be pmaeesdin place requiring, as soon as
reasonably practicable after contact is first madtd an applicant for business, either
satisfactory evidence of the applicants identityhat steps are taken which will produce
satisfactory evidence of identity (Regulation 7(1))

The time span in which satisfactory evidence hdsetobtained depends on the particular
circumstances and the practicalities of obtainimpence before commitments are
entered into between parties and before money p&Rsgulation 11(2)).

In the Fund context, situations may arise in wisakisfactory identification procedures
have not been completed prior to the receipt ofseuption funds or redemption
settlement requests. Whether or not it is appabgrio transfer funds to a brokerage or
similar account in the name of the Fund may depamdhe nature of the investment.
Mutual Funds and Administrators should ensure tiey have in place tightly controlled
procedures to ensure that shares/units/interestsnatr applied to investors and that
redemption proceeds are not settled without sem@mnagement approval, the basis for
such approval to be recorded and such recordseetai

How might identification of existing clients lmarried out?
Refer to paragraphs 3.103 to 3.113 of the Guidalutes.

If, after having conducted a risk assessment iroraence with paragraph 3.80 of the
Guidance Notes, verification procedures or idecdifon of an investor have not been
completed prior to the date on which redemptiodus to take place, the Fund should use
the opportunity of redemption to seek satisfacrnglence of identity. It is industry best

practice that, save in exceptional circumstanpagment of the redemption proceeds
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Vi)

should be made only to the investor and not tard fharty. If payment is to be made to
or from an account in the name of the investor &itiegulated bank in the Islands or in a
Schedule 3 country and the criteria set out in.pau@0-3.93 are adhered to, that will be
sufficient evidence of identity.

Particular issues on verification of identityin¥estors

a. One-off transactions.

For the purpose of the Guidance Notes a subsanippi@ mutual fund should not
be treated as a one-off transaction (for whichpseagraph 3.95-3.99) of the
Guidance Notes).

b. If the investor is a fund domiciled outside a Scibe@ country but is
administered in a Schedule 3 country
In such a case, the investor may fall within a gatg of exempted client.
Evidence may also be satisfactory if the investadisinistrator:

) is subject to the Anti-Money Laundering reginfelte Schedule 3 country.
i) confirms in writing that it has obtained andimtains client verification evidence
in accordance with the procedures of the Schedatzu8try.

c. Payment on an Account in a Bank in the Caymiandis or a Schedule 3 Country
When redemption proceeds are paid into an accaldtih the name of an
investor] at a bank in the Cayman Islands or a lvagllated in a Schedule 3
country, evidence identifying the branch or offafehe bank and verifying that
the account is in the name of the investor is featiery evidence of the investors
identity and it will generally be unnecessary téait other documentary
evidence. See para 3.90-3.94 of these GuidancesNote

d. Corporate Group Introduction
It will not be necessary for identity to be re-¥iexd or records duplicated if the
identity of an investor has been verified by ano#mity within a group in a
manner compatible with the Regulations and provitied written confirmation is
obtained that the identification records will upeguest be provided (see
paragraphs 3.84 of the Guidance Notes). This &/sa in circumstances when
neither the investor nor the Bank from which hedseiunds or investment is
located in a Schedule 3 country.

When may a successor administrator rely orctieat verification evidence obtained by
its predecessor?

Where a successor firm is acquiring administratidnan existing mutual fund, the
successor must ensure that the necessary duenddigeas been performed prior to
performing the administration. It may be possitdaely upon the evidence of identity
obtained by a predecessor administrator provided the original files, or certified
copies of the original files, are transferred te thuccessor administrator and the
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vii)

viii)

successor firm has assessed the quality of theeee#d on investor identity. Where
insufficient evidence exists, it may be appropriatsupplement with additional evidence
to meet the standards required by these GuidantasNo

At no time would it be appropriate to rely uponedigible introducer exemption.
What specific records should be kept and where
Refer to paragraph 7.1 to 7.8 of the Guidance Notes

It may be impractical for a regulated Fund itselfnhaintain records but it must ensure
that all appropriate records are maintained orbéisalf. Mutual Fund Administrators
must ensure that they have client verification emize appropriate to the administration
of funds and, if the function is delegated to themust maintain records on behalf of the
fund for the requisite period.

When procedures required by the Regulatioras/ibe maintained by a party not based in
the Cayman Islands.

Maintenance by a person or institution regulate@ i&chedule 3 country of all records
and compliance with the procedures of such a Sdb&jurisdiction will be regarded as
compliance with the Regulations and the Guidance$jsubject to compliance with the
provisions of paragraphs 3.91 to 3.94 and Sectiohtiie Guidance Notes.

Procedures for reporting of suspicious activity

Regulated financial service providers must haverirdl reporting procedures in place to
identify and report suspicious activity. Both Matu-unds and their Administrators
subject to the Regulations, have separate obligatio have such reporting procedures in
respect of their relevant financial business. @ltgh ultimate responsibility for having
satisfactory procedures remains with the finane¢avice provider, the obligation may be
met intwo ways other than by the appointment of an MLROdliyefor the fund.

Where a Fund has no staff in the Islands and teearsce and administration of
subscriptions and redemptions is done by a pensbjec to the regulatory regime of the
Cayman Islands or a Schedule 3 country, compli@aycinat person with the procedures
of such jurisdiction will be regarded by the Mongtéuthority as compliance with the

Regulations and the Guidance Notes.

Where a Fund or a Fund Administrator has deleghiedeporting function to a regulated
person in the Islands or a Schedule 3 country, istamd with the requirements of
paragraph 3.56 of these Guidance Notes, the Monéuathority will regard compliance
with the procedures of such jurisdiction as compul& with the Regulations and the
Guidance Notes.
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A Fund or a Fund Administrator may also appointudable third party as its MLRO,
whether within or outside the Islands, provided thach appointment is consistent with
the requirements of paragraph 5.4 a of these Goalblotes.

The directors of the Fund or Fund Administrator iddodocument, either as a board
resolution or otherwise, the manner in which théiterhas met its obligations for
ensuring internal reporting procedures are in placedentify and report suspicious

activity.
BANKING
1. Who is the applicant for business?

The applicant for business may be one of the fatigw

Example | Applicant for Business

1. Direct Personal Clients

2. Corporate clients (including trust and fidugialients)

3. Partnerships / Unincorporated Businesses

2. Whose identity must be verified (subject to po#sle exceptions in 6 below)?
Example | Applicant for Business Evidence of identity required for

1. Direct Personal Clients« Beneficial owners of accounts

» Assets bought, sold or managed through the reksttipn

» Satisfactory evidence, confirmed by using one oraraf the
verification methods outlined in section 3.19 o tBuidance
Notes

e Current, satisfactory bank reference from at leastbank
with whom the prospective customer has had a oglship
for not less than 3 years. If one is not forthaogni
satisfactory reference from a person or entity was
personal knowledge of the prospective customenaridh
establish his bona fides and integrity.

» References confirmed for genuineness

 For non face to face verification, suitably ceetfi or
authenticated documents
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Corporate clients
(including trust and
fiduciary clients)

The company, that it exists

Consistent with that required for direct persondéikents,
documentary evidence of identity for all directoadl those
with signing powers, including third parties; andngficial
owners. (See section 3.31, 3.35 and 3.39-3.41arGindance
Notes)

Documentary evidence of identity of the new owrantooller

where there is a change in ownership or contrehcecordance

with that required of direct personal relationships

Satisfactory evidence, confirmed by at least one thoé

following independent checks, of company’s exiseenc

* Memorandum of Association and articles and Cestéoof
Incorporation

» Information about the identity of controlling shiaoéders
and directors, e.g., Register of Directors, Registé
Members

* Understanding of all relevant party and inter-comp
relationships

* It may be appropriate to obtain information relgtito
customers or suppliers and the background of m
shareholders and directors

D

ajor

Partnerships /
Unincorporated
Businesses

The entity, that it exists

Consistent with that required for direct persondients,
documentary  evidence of identity required
partners/managers; all those with signing powarsluding
third parties; and beneficial owners as definethan Guidance
Notes, Section 3.31

Documentary evidence of identity of the new owrantooller

where there is a change in ownership or contrahccordance

with that required of direct personal relationships

Satisfactory evidence, confirmed by at least one tloé

following independent checks, of existence of panghip /

unincorporated business:

» Partnership agreement or excerpt if relevant

» Certificate of Registration

* Information about the identity of controlling paets /
shareholders, e.g., excerpt from partnership doaotime

« Establish all relevant party relationships

for

D
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3.

When must identity be verified?

Client verification information should be obtaingatior to opening account or

establishing business relationship. If it is nottficoming at the outset or within a
reasonable time the relationship should be re-ewatu and transactions should not
proceed. For exceptions, refer to the Guidancee®yotTiming and Duration of

Verification”, Sections 3.62 — 3.65.

When might it be possible to rely on third partes to verify identity?

Bankers should use their judgment in determiningetiver or not in the context of

banking they should place reliance on the dueetlig procedures for intermediaries. In
cases in which reliance is placed on the intermmgdgenior management must make a
judgement as to whether or not it would be prudentbtain appropriate evidence of

client verification either by provision by the lattucer of primary documentation

relating to this or by written confirmation fromethintroducer that it has satisfied itself as
to the bona fides and integrity of the client. gardance on whether an entity qualifies
as an Eligible Introducer refer to the Guidance e@dpt“Procedures for Introduced

Business”, Sections 3.66 — 3.94.

When might it be possible for identity to be vdfied by a party not based in the
Cayman Islands?

Reliance on exemption (and therefore dispensatidheoneed to obtain normal evidence
of client identity) when conducting mainstream bagkbusiness will be rare. Due
diligence should be performed in accordance with @uidance Notes, “Procedures for
Introduced Business”, Sections 3.62 — 3.94.

When may there be no need or might it not be prdicable for identity to be
verified?

Refer to the Guidance Notes, “Exceptions to Vatian Requirements”, Sections 3.94 —
3.105.

What information should be obtained in relationthe proposed transaction, business
and source of assets?

In addition to those listed in the main body of Gu@dance Notes:

Example | Applicant for Business | Information which should be obtained

1.

Direct Personal Clients | « Full details regarding Source of Funds
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Sufficient information to anticipate norma
business activity, including type of product
required and general level of likely activity

2. Corporate clients

Full details regarding Source of Funds
Sufficient information to anticipate norma
business activity, including type of product
required and general level of likely activity
Sufficient information regarding intra-groug

relationships, if any; clients; service providers;

and trading partners to establish a trading prof
which can be monitored against transactions

3. Partnerships/
Unincorporated
Businesses

Full details regarding Source of Funds
Sufficient information to anticipate norma
business activity, including type of product
required and general level of likely activity
Sufficient information regarding intra-grouq

relationships, if any; clients; service providers;

and trading partners to establish a trading prof
which can be monitored against transactions

8. How should the business of the client be monited?

[

[72)

[

e

e

Refer to the Guidance Notes, “On-Going Monitorifidasiness Relationships”, Sections 4.1-

4.10.

9. What warning signs or “red flags” should serviceproviders be alert to?

Refer to Appendix K of the Guidance Notes

10. How might identification of existing clients becarried out?

As indicated in the Guidance Notes, sections 3.88-3banks should conduct a risk

assessment. Those clients assessed as high oskddbe actioned first.

The bank

should ensure the information on file identifiee tparty and enables the bank to

effectively monitor the account.

11.  What specific records should be kept and where?

Refer to the Guidance Notes, Sections 7.1-7.&é€tprovided)

12. When should enhanced due diligence be applied?
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It is recommended that enhanced due diligence péedpin situations where the bank is
particularly exposed to reputational risk. Refeeema Section 3 of the Guidance Notes —
paragraphs 3.42 — 3.47 provides information on gutaces for Associations Not for Profit
(Including Charities), Politically Exposed PersofBEPS) and High-Risk Countries.
Additional examples would include cases wherebyliant is confidentiality-driven, or
presents a multi-layered structure of beneficiahexship.

CoMPANY FORMATION AND MANAGEMENT
Who is the Applicant for business?
Company formation

In the case of forming a company, the applicanbiginess is the client upon whose instructions
the company is formed. This may or may not be @@sed shareholder. In addition to
obtaining identification evidence for the cliertwill normally be necessary to obtain:

i. An explanation of the nature of the proposed pany’'s business, and the source of
funds.

il. Satisfactory evidence of the identity of eadhtee proposed principal beneficial owners
(see paras 3.31 and 3.35)

In some circumstances reliance may be placed oudukediligence of other persons. Refer to
the section on Introduced business in the Guidalutes.

Company management

Where a company manager provides corporate sertacasompany, the client may or not be
the company itself. However one must look behimeldompany for due diligence purposes and,
depending upon the circumstances, investigate atmroproof of identity of any or all of the
following:

a) the shareholders (or beneficial owners ifedéht from the registered shareholders);
b) the directors and officers;

C) anyone who is giving instructions to the companyager on behalf of the company;
d) anyone who introduces any of the above persoti'e company manager.

However it is recognized that obtaining due diligen all of the above in every case could be
onerous and could lead to a duplication of procesluunnecessary complication and eventual
loss of legitimate business. The money laundemgylations and the notes therefore allow for
reliance, in certain circumstances, on third pamtgrmediaries. For guidance in this area see
section orintroduced Business the guidance notes.
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The following will therefore apply:

1. Where the company manager is approached by eelsiider, beneficial owner or
directors and officers as the applicant for busnegee company manager should do
appropriate due diligence on the shareholders ameflrial owners, the directors and
anyone who gives instructions to the company managebehalf of the company, the
directors, officers or the shareholders in accordanith the sections of these guidance
notes dealing with corporate clients (see secti8t & 3.37).

2. Where the company manager is approached bysampevho gives instructions to the
company manager on behalf of the company, the coypaanager should do
appropriate due diligence on that person, the blokders, and the directors and officers
accordance with the sections of these guidancesrdgaling with corporate clients (see
section 3.31 to 3.37). However it may, in certairtumstances, be acceptable to rely
solely on the due diligence of the person givingsth instructions. (See section on
introduced business)

Where the company manager relies upon the duesddig of an introducer such a decision must
be made by senior management and the reasons dodeitision must be documented. In
addition the company manager must carry out ap@@pdue diligence on the introducer or
intermediary to ensure their eligibility and enstivat written undertakings are received from the
intermediary in accordance with the guidance notes.

Structured Finance Companies

Where a company is established to undertake on®ooe structured finance transactions, it may
be established by a trustee for that transactiageaerally. In such cases, the Financial Service
Provider must identify the parties and the comna¢urpose and conduct enquiry on any or all
of the following persons and entities as appropriatthe circumstances, with a view to ensuring
that appropriate due diligence and anti-money laund compliance is applied to the identity of
the investors and the flow of funds in accordanig e Regulations and Guidance Notes, or in
accordance with the regulatory regime of a Sche8ueuntry.

Such enquiry may extend to any or all of the follogv
i) the arranger; or

i) the originator; or

iii) where relevant, the promoter; and

iv) investors in the securities of the company;

Discontinued Relationships
Funds held to the order of a client or prospectient should only be returned to the source
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from which they came and not to a third party.
Ongoing Monitoring

In order to be alert for instances of money laumdercompany managers must continue
monitoring the activities of their client companiies signs of unusual or suspicious activities.
Changes in transaction type, frequency, unusualigel amounts, geographical origins and
destinations attributes and change in account ggea all warrant special attention.

Hold Mail and c/o Addresses

Sometimes the directors or beneficial owners oéntlicompanies request that mail not be
forwarded but held at the registered office forrage or later collection. These are not
necessarily suspicious acts but do carry highér asd should warrant special attention.
Evidence of identity of the beneficial owners sliblle obtained even where the client is
introduced by eligible introducers. Clients whauest “c/0” addresses should also receive
additional attention.

Bearer Shares

The Cayman Islands company law allows the issuseafer shares. Bearer shares can be used
to conceal the identity of beneficial owners. Campmanagers should therefore only be a party
to the issue of bearer shares where the shargshgsecally held by the company manager or by
a custodian authorized or recognised by the Monetarthority to the order of the beneficial
owner. Such shares should not be released toethefibial owner and may only be physically
transferred to another entity authorised or recggphito act as a custodian under the companies
law. If any such shares are in issue prior togh®sidance Notes company managers should
ensure that such shares are lodged with a custedihim the period prescribed under the law.

Changes in service provider

Clients have the right to choose which managemempany should manage their affairs and to
change to others if they so desire. However compaanagers who are asked by a prospective
client to take over the management of a companytwis being managed by another service
provider should communicate with that service pdeviand make appropriate enquiries as to the
reason for the transfer of business.

Provision of Directors and Officers

Where a company manager provides directors andeoffito a managed company he should
ensure that all statutory requirements with regéodkeeping and filing details of the
shareholders, directors and officers as requiredaly are complied with within the period
allowed by statute.
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TRUSTS
1. Creation and Administration of Trusts

“Trust business” may be divided into three categgifior the purposes of the Regulations and
these Guidance Notes:-

(a) unit trusts which are therefore covered byrthgual funds part of this section in relation to
their creation and administration;

(b) bare trusts or nomineeships where the trusteeting both as a trustee and as an agent and
Regulation 9 will apply;

(c) all other trusts, where the trust is not a mufund and the trustee is a principal as a mafter
law.

This section deals solely with the creation and iatstration of trusts falling within category (c).
2. Competent Staff

FSPs and the Monetary Authority are expected togaaticular attention to ensuring that staff
working in these areas are properly competent,ifipthl(where necessary or appropriate) and
have the requisite experience for a person in fhasition within the organisation.

3. Creation of a Trust

3.1. Settlor
Where a new trust is being created, the ApplicantBusiness will be the settlor (or all of the
settlors if more than one).

3.2. Settled Assets

FSPs should also make appropriate inquiry as tgdhbece of the assets a settlor intends to settle.
This will necessarily vary from case to case angedd on many factors, such as the type of trust
intended to be created, the relative and absolaligevof the assets intended to be settled, the
objectives of the settlor in creating the trust dhd timeframe within which the parties are
working.

3.3. Ongoing Obligations

FSPs must recognise the need to adopt ongoing quoEe in relation to trusts. In particular,
each time assets are added to the trust by a newising settlor the same procedures should be
followed.

4. Transfer of an Existing Trust

Where an FSP is approached to become an additiorglccessor trustee, it is recognised that
the concept of an “Applicant for Business” as usetthe Regulations does not apply easily.
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4.1. Previous Due Diligence

Trustees act as a body. Additional or successstdes “step into the shoes” of the existing or
predecessor trustees. An FSP who is an additimnaliccessor trustee should inquire of the
existing or predecessor trustees whether apprepnguiries were made of the settlor or settlors
at the time of creating the trust and at the tirhadulition of any assets to the trust, and seek to
obtain the originals or copies of the relevant diigence documentation (e.g. verification of the
settlor's identity and source of funds). Having d®o, the FSP should consider whether it is
adequate, according to the circumstances of thiecplar case. However, in some cases such
documentation may not be available or upon reviewy mot be adequate. In such cases the FSP
should make reasonable inquiries of its own:-

(@) Where the Settlor is Alive
Where the settlor is still alive, the FSP shouldkenthe relevant inquiries of the settlor.

(b) Where the Settlor is Dead

Where the settlor is dead, the FSP should makemahte inquiries about the settlor of such
persons as may be appropriate in the circumstamicése particular case e.g. the existing or
predecessor trustees or the beneficiaries. Incpéat, if the beneficiaries are relatives of the
deceased settlor, as will often be the case, apptepnquiry of the oldest beneficiaries may be
the most fruitful.

5. Trusts Established Prior to 1 September 2000

In order to comply with the regulations on the tme@nt of existing business, the FSP should
review existing trusts in the same way as if it evéreing invited to act as a successor or
additional trustee of such trusts.

6. Possible Abuse of Trusts by Money Launderers

There appears to be limited potential for trustbeaused at the initial or placement stage of the
money laundering process. Indeed, criminally amtiyunds would normally already have to
have been inserted into the financial system bedaoh assets could be placed into a trust. At
the layering and integration stages of money latingehowever, there is greater potential for
the misuse of trusts. Once the illegal proceed® ladready entered the banking system, trusts
could be exploited to further confuse the linksnen these proceeds and the illicit activity that
generated them. The FATF have expressed conckhatsthis process may be even more
effective if it is carried out in a number of coties and through legal professionals able to claim
professional secrecy.
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7. Circumstances Prompting Increased Vigilance

FSPs are urged to be particularly vigilant in tbiofving areas:
7.1 Links with High Risk Countries

[See Sections 3.52 — 3.54 High risk Countries]

7.2 Total Changes of Beneficiaries

Where all of the existing beneficiaries are remoead different beneficiaries are added, or
where this is intended, or where the trust is itelly structured to permit this.

There may be perfectly legitimate reasons for tlwisurring or for this to be possible, but FSPs
should endeavour to ascertain what these are.

7.3 Unexplained Requests for Anonymity

Where the settlor's stated reason for establishangrust is the need for anonymity or
confidentiality in relation to himself or the beroéries.

It should not be automatically inferred that tmsdtself is an illegitimate need. There are many
instances where a settlor may desire that the egtemature of his wealth is not known to third

parties — such as children, the media, businesmdustry colleagues, potential kidnappers,
industry competitors etc. The legitimate needpiovacy is acknowledged and supported in the
Cayman Islands as in other countries and may leason for establishing a trust. However,
FSPs are encouraged to adopt a conservative atidusapproach in this area. In particular,
where the reasons given by the settlor for the e@ednonymity or confidentiality are not clear

or are unconvincing, FSPs should take appropriatadr action.

7.4 Beneficiaries with no apparent connectiorhgettlor

Where there is no readily apparent connection latiomship of the settlor to the beneficiaries.
Since the economic nature of a trust is a mechamisnthe settlor to benefit a beneficiary,
typically not in return for any consideration (pagmt, transfer of assets or provision of services),
FSPs should endeavour so far as possible to asctréasettlor’'s reasons for wanting to benefit
a beneficiary with whom he seemingly has no conaect This can be a matter of great
sensitivity (for example, where the beneficiaryntiput to be an illegitimate child of the settlor)
and FSPs are encouraged to take this into accobii¢ \wursuing necessary or appropriate
inquiries.

7.5 Unexplained Urgency
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FSPs are encouraged to inquire as to the reasomasyaurgency, especially where the settlor is
indicating that some of the due diligence processar will be completed after the trust has been
established or a transaction has been enteredbintihe trustees or an underlying company
owned by the trust.

7.6 Potentate risk
[See section 3.48-3.51 — Politically exposed peskon

I NSURANCE

Note that a significant amount of the following dance was extracted from the International
Association of Insurance Supervisors Guidance PapefAnti Money Laundering (“AML”) and
Combating the Financing of Terrorism (“CFT”) Oct 29

SCOPE OF THE MONEY LAUNDERING REGULATIONS AND PURPO SE OF THIS
SECTOR SPECIFIC GUIDANCE

1. The Money Laundering Regulations (2008 Revis@ne) applicable to insurance business as
listed in the First Schedule of the Regulationsolthincludes life and annuity business, and all of
which are described as long term insurance.

2. In addition Regulation 4 includes within the égpof relevant financial business, the business
of an insurance manager, an insurance agent, orsarance broker within the meaning of the
Insurance Law (2004 Revision).

3. This sector specific guidance seeks to provigetizal assistance to insurers and insurance
intermediaries in complying with the Regulationsiterpreting and applying the general
provisions of these Guidance Notes but also fomalirers to adopt sound risk management and
internal controls for its operations.

4. The principal obligation to perform AML proceésrunder the Regulations falls on each FSP
in respect of the parties with which it directhansacts, that is to say its own applicants for
business. For example, in the case of an insurara®ager, its applicants for business will
largely be insurance companies, which themselveslicensees also will have their own
independent obligations to perform AML checks agrapriate on policyholders or others with
whom they conduct relevant financial business. Asaxtical matter, however, many insurers,
particularly those without their own dedicated Stafay often delegate the operation of AML
procedures to managers, but each FSP retains tdtimesponsibility for ensuring that
appropriate steps are taken in respect of its gquphiGants for business. Where an insurer is un-
staffed, section 5.4 of the Guidance Notes as¢dhRO will be applicable.
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5. In relation to insurance business, significadtdrs that will affect the level of risk of any
transaction or business relationship include:

The applicants for business,

The product to be underwritten or sold,

The nature of the business relationship formed, and
The method of payment of the premium.

CLASS A AND CLASS B INSURERS, BROKERS AND AGENTS

NATURE OF PRODUCTS UNDERWRITTEN/SOLD
GENERAL (NON-LIFE)

6. A significant factor determining the level of AMLr € FT risk in any product is the level of
premium payable on the policy and method of paymiEat example, a motor policy with an
annual premium of $1000 will present a much lovsk than one on a luxury car or car fleet in
the case of a commercial motor policy, which comdsaa much higher premium and value at
risk. Premium payments made in cash are generattpreern. For example, premiums for
property and casualty policies in the case of canidium developments may be significant and
insurers should be especially vigilant when recuies¢ made for large premiums to be paid in
cash. Sound claims management is essential as neumeering or terrorist financing can occur
through inflated or bogus claims, e.g. by arsomtber means causing a fraudulent claim to be
made.

7. FEATURES OF HIGH RISK AND LOW RISK GENERAL INSUR ANCE PRODUCTS
WITH EXAMPLES

Low risk Low premiums, inability to make claims without stégial reliable
evidence of loss. Note that products rated as IMLACFT risk may
also be rated a low fraud risk, but not always.

Example of low A single, individual travel policy may be consideéreow risk simply
risk because the premium is low and the term date ist.sher travel
policies however, for example, annual or group, rhbayconsidered t
pose a relatively increased risk and thus contsblsuld be applieq
appropriately.

— )

High risk High premium amounts and the ability to pay in ¢akh overpay
premiums, and to cancel the policy to seek a premmefund. Also the
greater risk of fraud will generally mean a greaisk of AML/CFT.

Example of high| May include Cash-In-Transit policies or Fidelity &antees where the
risk likelihood of manipulation and conspiracy is greate
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LONG TERM (LIFE)

8. FEATURES OF HIGH RISK AND LOW RISK LONG TERM (LI FE) INSURANCE
PRODUCTS WITH EXAMPLES

Low 1. Life insurance policies where the premium pagadinually is no more than
CI$800 or a single premium of no more than CI$2000.
2. Insurance policies for pension schemes if tihereo surrender clause and the
policy cannot be used as collateral
3. A pension, superannuation or similar scheme ghatides retirement benefits
to employees, where contributions are made by Walduction from wages and
the scheme rules do not permit the assignmentmémber’s interest under the
scheme.

High 1. Unit-linked or with profit single premium contta

2. Single premium life insurance policies that stoash value
3. Fixed and variable annuities

4. (Second hand) endowment policies.

APPLICANTS FOR BUSINESS - ESTABLISHING A BUSINESS RELATIONSHIP

9. Before an insurance contract is concluded betweastomer and insurer there is already a pre-
contractual business relationship between the met@and the person selling the policy, be that
the insurer or an intermediary. After a policyaken out:

* the insurer covers a certain risk described éndibntract and policy conditions

* certain transactions may take place such as prarpayments, payments of advance or

final benefits, and

» certain events may occur such as a change i covzechange of beneficiaries.

10. The insurer will need to carefully assess tmecsic background, and other conditions and
needs of the customer. This assessment is alregidg loarried out for commercial purposes

(determining the risk exposure of the insurer aettirgy an adequate premium) as well as for
reasons of active client management. This will l&aé client profile, which could serve as a

reference to establish the purpose of the conaadtto monitor subsequent transactions and
events.
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11. The insurer should realise that creating aoonst profile is also of importance for
AML/CFT purposes and therefore for the protectidntiee integrity of the insurer and its
business. Generally, it will be appropriate to aobtmformation as outlined below, but other
circumstances may require alternative information.

12. INSURANCE SPECIFIC INFORMATION THAT MAY BE REQU ESTED TO
SUPPLEMENT AS NECESSARY THAT OUTLINED IN SECTION 3 OF THESE
GUIDANCE NOTES

Applicant for business Insurance specific information
(proposer)
Personal » That the person is the proposer and has an

insurable interest in the risk to be insured

= The property or other risk to be insured
and its valuation.

= Any other beneficiaries with insurable
interests and/or claim on the policy.

= The source of funds for the payment of the
premium.

Corporate = That the person proposing represents and
is authorised to represent the company,
which has an insurable interest in the risk
to be insured

= The property or other risk to be insured,
and its valuation.

= Any other beneficiaries with insurable
interest and/or claim on the policy.

= Source of funds for the payment of the
premium.

13. When must identity be verified?

In principle, identification and verification of stomers and beneficial owners should take place
when the business relationship with that persastablished. This means that the policyholder
(or its owner / controller) needs to be identifexald their identity verified before, or at the very
latest at the moment when, the insurance contacbm€luded. That said, identification and
verification of the beneficiary may take place afige insurance contract has been concluded
with the policyholder, provided the money laundgritsks and financing of terrorism risks are
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not significantly high and are effectively managedwever, identification and verification must
occur at or before the time of claims settlememgnpum refunds or the time when the
beneficiary intends to exercise vested rights utigepolicy.

14. When might it be possible to rely on third paties to verify identity?
When introduced by an Eligible Introducer (see fmtldw guidance in sections 3.66-3.93).

15. When may there be no need or might it not beracticable for identity to be verified?

Where a Class A insurer effects insurance busitiesstly or a Class B insurer writes third party
business, which are not long-term business as g@edsile | of the Regulations, there would not
be a need to verify the identity of a proposingig@diolder. However, the need for internal
controls in particular those designed to deter aeiect fraud should be present in all licensed
insurers as per the Insurance Law. That said aaskd approach set out in the guidance above
may lead an insurer to conclude that minimal veaifon is required in certain cases.

16. What additional information might be requestedand when?

In insurance, various transactions or ‘trigger éseaccur after the contract date and indicate
where due diligence may be required. These triggents include claims notification, surrender

requests and policy alterations, including changdseneficiaries. The background and purpose
of such transactions should, as far as possiblexbmined, the findings established in writing,

and be available to help competent authoritiesaritors. In this respect “transactions” should
be interpreted in a broad sense, meaning inquares applications for an insurance policy,

requests for changes in cover, redemption, canicgllaclaim submission premium payments,

requests for changes in benefits, beneficiariegton, etc.

17. How should the business of the client be moniex?

In general the insurer should pay attention taexjuested changes to the policy and/or exercise
of rights under the terms of the contract. It sdagsess if the change/transaction does not fit the
profile of the customer and/or beneficial ownersofor some other reason unusual or suspicious.

18. What warning signs or “red flags” should servie providers be alert to?

Requests for a return of premium to be remiibegkersons other than policy holder.
Claims payments paid to persons other thanyaiders and beneficiaries.

Unusually complex holding company or trust ovehgy structure.

Claims fraud.

A change in beneficiaries (for instance, toude non-family members).

A change/increase of the premium payment (fetaimce, which appear unusual in the
light of the policyholder’'s income or where theme @everal overpayments of policy
premiums after which the policyholder requests tle@bursement is paid to a third
party).

Use of cash and/or payment of large single prersi

Payment/surrender by a wire transfer from/teifpr parties.

Payment by banking instruments, which allow amaity of the transaction.

oA ONE

© N
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10. Change of address and/or place of residentteeqdolicyholder.

11. Lump sum top-ups to an existing life insuraooetract.

12. Lump sum contributions to personal pensionreats.

13. Requests for prepayment of benefits.

14. Use of the policy as collateral/security (foistance, unusual use of the policy as
collateral unless it is clear that it is required financing of a mortgage by a reputable
financial institution).

15. Change of the type of benefit (for instanceange of type of payment from an annuity
to a lump sum payment).

16. Early surrender of the policy or change of theation (including where this causes
penalties).

17. Requests for multiple policies to be taken &mt premiums slightly below any
publicised limits for performing checks, such asalis on the source of wealth or cash
payments.

The above list is not exhaustive. Insurers shoolasicer other types of transactions or trigger
events, which are appropriate to their type of hess.

19. What specific AML/CFT records should be kept ad where?
See 7.1-7.8. Where reliance is placed on an efigittfoducer the requirements of section 3.66-
3.94 must be followed. All records, including diacfpe documents must be “readily accessible”.

INSURANCE MANAGERS

NATURE OF THE PRODUCTS UNDERWRITTEN/SOLD

20. Money laundering and the financing of terrorisam occur either by establishing fictitious
(re)insurance companies or reinsurance intermediaand fronting arrangements, or by the
misuse of normal reinsurance transactions. Exanmipbbsde:
* the deliberate placement via the insurer of tleegeds of crime or terrorist funds with
reinsurers in order to disguise the source of funds
* the establishment of bogus reinsurers, which baysed to launder the proceeds of
crime or to facilitate terrorist funding
* the establishment of bogus insurers, which maydeal to place the proceeds of crime
or terrorist funds with legitimate reinsurers.

21. For Class B insurers the line of business sk @ssumed is much less relevant to the
assessment of AML/CFT risk, than the persons oli@pygs for business involved. This is
because even the typically lowest risk product @dqdtentially be used for money laundering
for example, workers compensation schemes may tablishied for fictitious personnel or be
funding mechanisms for terrorists awaiting assigmm®ne factor that should help to mitigate
this risk is the involvement of independent thirdrtes e.g. medical practitioners, claims
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adjusters and government agencies to substantatasc In the international market the scope
for lines of business in insurers is unlimited. Theus for financial service providers entering

into relationships with Class B insurers, shouldttee operators and owners of the insurer, the
business rationale for the insurer, its relatiopstand source of funding.

APPLICANTS FOR BUSINESS

22. The applicant for business to insurance masagey be either an existing insurer, possibly
already under management and regulated, or it neay [tompany or group of individuals
seeking to establish a new insurer. (The follownngdance regarding due diligence and
documentation to be obtained falls outside andegasate from that which the manager may
necessarily obtain in preparing a licence applicafor a insurer or insurer to be formed as per
the Insurance Law and Regulations there under.)

EXISTING INSURER TO BE MANAGED

23. It is recognized that where insurers alreadynéml and licensed argansferred to an
Insurance Manager, although the insurer, as ancapmplfor business, may be regarded as an
exempted client regarding the verification of idgnas per 3.103, the nature of the relationship
between the manager and the insurer may requiteattditional commercial due diligence is
obtained and maintained in order to discharge lisgations as manager and for on-going
monitoring. See in particular 3.60 and 3.66.

24 Verification Subjects

For Class B insurers see the general guidanceerGihidance Notes section 3.31, Directors,

Officers and Controllers, which is applicable acliog to the circumstances. In addition, Class B

insurance entities can take various legal form$ sgclimited partnerships thus the due diligence
should be tailored accordingly. Class B insurens also be established as segregated portfolio
companies under the Companies Law (2004 Revislorihat case 3.31 applies to both the core

company and the individual cell where the ownershipontrol is different.

NEW CLASS B INSURER TO BE FORMED

25. For Insurance Managers acting for clients m filrmation of a Class B insurer, note the
general guidance in this section 8 on company foonaand the relevant sections of the GN
including 3.31, 3.3, 3.9 and 3.38. In the case whgany formation it may be necessary to
consider any sponsor, initiator, broker or promat#io instructs the creation of the Class B
insurer, and its identity verified. In addition,tache specific guidance in 3.52-3.54 where the
underlying business is from high-risk countries.

26. When must identity be verified?
As soon as is reasonably practicable after thenbssirelationship is established, by necessity no
later than the time of application for licensingdenthe Insurance Law, ideally before the receipt
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of any funds and always before the return of amyrpum paid or other capital amount received
on behalf of the insurer.

27. When might it be possible to rely on third paries to verify identity?
When introduced by an Eligible Introducer (see fidw guidance in section 3.66-3.94).

28. What additional information might be requestedand when?
All changes subsequent to licensing should be romdt and in particular changes to the
ownership or control or the business plan may redurther information and verification.

29. How should the business of the client be monrex?

All changes to the nature of the business of tles€£B insurer should be assessed and a decision
made whether such constitutes a trigger requiringirthér verification or
investigation/information. At a minimum the Annu&8tatement of Operations filed with the
Cayman Islands Monetary Authority provides a padampportunity to review the relationship
and the business of the client, or upon renewti@kervice agreement.

30. What warning signs or “red flags” should servie providers be alert to?

Requests for a premium refund to be remittqoketsons other than the policy holder.

Dividends paid to persons other than sharehslder

Unusually complex holding company or trust ovehgs structure.

Concealment of identity of client or the beneliowner; of the ownership of funds.

Incomplete application details and lack of wijhess to provide evidence to answers

required.

Unexplained changes in investment pattern; tmvest taken against advice or not

appropriate to insurer's real needs;

Sudden changes in intermediary transactionnpatte

Unexplained receipt of bulk premiums from intediary accounts.

Third party transactions (payments or withdrajal

Multiple sources of payment or cross jurisdietiunding for payment;

Payment of premiums from early surrender of tlaro investment in unusual

circumstances;

12. Payment from obscure or unregulated organissitio

13. Unnecessarily complex transactions or intestion

14. Requests for part investment and return oflgsrfoinds;

15. Immediate interest in surrender penalties guests for large withdrawals or policy
loans;

16. Early surrender of a contract;

17. Receipt of unexplained wire transfers and retpu® return wire transfers;

18. Requests for no correspondence to go to client.

o okrwbrE
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31. What specific AML/CFT records should be kept ad where?

See 7.1 —7.8 and in addition, all documentatiaedisabove together with initial and subsequent
information necessary for on-going monitoring sllobk held, whether as duplicate or back up
by the Manager at its office in Cayman. Where rel@&is placed on an eligible introducer the
requirements of section 3.66-3.94 must be followdtrecords, including discharge documents
must be “readily accessible”.
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SECURITIES AND INVESTMENT BUSINESSES
Introduction

Investment businesses are less likely than banks t risk during the initial placement stage of
money laundering because cash settlement of inesstiransactions is relatively rare. Instead,
in the securities and investment business, it igertikely that aFinancial Services Providewill
come into contact with the layering and integratsteiges of a money laundering operation than
the placement of cash. Often the money launderatehtion will be simply to carry out
transactions for their own sake, to complicateahdit trail in the event of an investigation at a
later stage.

Layering and integration of laundered money tenddour in the securities and investment
businesses because the liquidity of many investnpeatiucts attracts sophisticated money
launderers, as it allows them the opportunity torenfunds quickly and easily from one product
to another, mixing lawful and illicit proceeds aimtiegrating them into the legitimate economy.
Investment businesses are also able to transferesi@aross borders quickly and efficiently.
Complex and sophisticated new investment produs dre constantly being introduced, and
the lack of order in emerging markets, offer coasable potential to the money launderer.

Procedures and records maintained by investmembdsses constitute an important audit trail
and play an important part in combating money |auimg).
12.  Who is the applicant for business?

The applicant for business may be one of the faligw

Where the~inancial Services Provider Applicant for Business is

acts as agent in buying, selling, managing, the principal
subscribing for or underwriting securities

acts as principal or makes arrangements in the counterparties
buying, selling, managing, subscribing for or
underwriting securities

advises an investor or potential investor on the | the investor or potential investor
merits for buying, selling, managing subscribing
for or underwriting securities
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13. How is identity of Applicant for Business veriked (subject to possible exceptions in 6
below)?

If the Applicant for Business is a natural persameg¢pective of his or her capacity as the
principal, counterparty, or investor), apply thadgunce contained at sections 3.9 to 3.29 of the
Guidance Notes.

If the Applicant for Business is a not a naturaispa, apply the guidance contained at sections
3.31 to 3.47 of the Guidance Notes.

14. When must identity be verified?

Client verification information should be obtaingdior to opening account or establishing

business relationship. If it is not forthcomingthe outset or within a reasonable time, the
relationship should be re-evaluated and transassbiould not proceed. For exceptions, refer to
the Guidance Notes, “Timing and Duration of Veation,” sections 3.62 — 3.65.

If the Financial Services Provideacquires the clients/accounts of anotRarancial Services
Provider, if the money laundering procedures previously artaken have not been in
accordance with Cayman Islands requirements, orptbeedures cannot be checked by the
Financial Services Provideacquiring the new customer, or the customer recae not
available to the acquiringinancial Services Providetthen verification of identity procedures
will need to be undertaken for all transferred oostrs as soon as is practicable.

15. When might it be possible to rely on third paries to verify identity?

Financial Services Providershould use their judgment in determining whethenat in the
context of the intended business relationship tsleguld place reliance on the due diligence
procedures of intermediaries. In cases in whidianee is placed on the intermediary, senior
management must make a judgement as to whetheotoit nvould be prudent to obtain
appropriate evidence of client verification eith®y provision by the Introducer of primary
documentation relating to confirm identity, or byitten confirmation from the Introducer that it
has satisfied itself as to the bona fides and mttegf the client. For guidance on whether an
entity qualifies as an Eligible Introducer refertie Guidance Notes, “Procedures for Introduced
Business,” sections 3.66 — 3.93.

16.  When might it be possible for identity to be wdfied by a party not based in the
Cayman Islands?

Financial Services Providemnay rely on an Eligible Introducer’s Form in aatance with these
Guidance Notes. In general, in all other situatjoreliance on exemption (and therefore
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dispensation of the need to obtain normal evidefaient identity) will be rare. Due diligence
should be performed in accordance with the GuidaNoges, “Procedures for Introduced
Business,” sections 3.66 — 3.93.

17. What information should be obtained in relationto the proposed transaction,
business and source of assets?

In addition to those listed in these Guidance Notes

Example Applicant for Business | Information which should be obtained

5. Where the principal, | Sufficient information to anticipate normal busises
counterparty(ies), or | activity, including type of products required and
investor or potential | general level of likely activity and investment
investor is a person goals.

6. Where the principal, | Sufficient information to anticipate normal busises
counterparty(ies), or | activity, including type of products required and

investor or potential | general level of likely activity and investment
investor is a company,| goals; and

or otherwise
Sufficient information regarding intra-group
relationships, if any; clients; service provideasd
trading partners to establish a trading profile chhi
can be monitored against transactions.

18. How should the business of the client be monred?

For each investment transaction, thaancial Services Provideshould record the information

required under section 7.4 of the Guidance Notesaddition, theFinancial Services Provider

should consider whether the transaction is congistéth the client profile and client’s stated
investment goals and expectations, and shouldk@salert to the “red flags” listed in section 9
below.

In addition, the review of the client’'s transacB8oshould be in accordance with sections 4.1 -
4.13 of the Guidance Notes, “On-Going Monitoring Biisiness Relationships,” and sections
5.11 — 5.16, “ldentifying Suspicions”.

19.  When might enhanced due diligence be appropria?

Enhanced due diligence may also be applied intstumwhere thé&inancial Services Provider
is particularly exposed to reputational risk. &ett3 of the Guidance Notes — (sections 3.38 —
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3.50) provides information on procedures for Asatiens Not for Profit (Including Charities),
Politically Exposed Persons (PEPSs), and High-Riskr@ries.

Additional examples would include cases whereblyeatis confidentiality-driven, or
presents a multi-layered structure of beneficiaherghip for no apparent business reason, or
when “red flags” are noticed.

20.  What warning signs or “red flags” should servie providers be alert to?

Appendix K of the Guidance Notes contains examplieéred flags” for which aFinancial
Services Providemust be alert. The following list contains aduhial “red flags” which may
indicate a money laundering scheme. As statedpgteAdix K, the presence of any of the
following behaviours does not necessarily indicate inappropriate or illegal act, but the
Financial Services Provideshould be on enquiry and be satisfied with anylanation,
especially as more and more of the these actiatiepresent.

- clients who are unknown to thi@nancial Services Provideand verification of identity /
incorporation proves difficult;

- clients who wish to deal on a large scale but ampietely unknown to th&inancial
Services Provider

- clients who wish to invest or settle using cash;
- clients who use a cheque that has been drawn ancaunt other than their own;
- clients who change the settlement details at thtent@ment;

- clients who insist on entering into financial conmments that appear to be considerably
beyond their means;

- clients who accept relatively uneconomic terms, nwhéth a little effort they could have a
much better deal;

- clients who have no obvious reason for using theices of theFinancial Services Provider
(eg: clients with distant addresses who could fimel $ame service nearer their home base;
clients whose requirements are not in the normtiepaof the service provider's business
which could be more easily serviced elsewhere);

- clients who refuse to explain why they wish to male investment that has no obvious
purpose;

- clients who are introduced by an overseas agertdbasa country noted for drug production
or distribution or a client introduced by an ovaséranch, affiliate or other service provider
based in a non Schedule 3 country;

- clients who make regular and large payments, imctudvire transactions, that cannot be
clearly identified as bona fide transactions toremeive regular and large payments from a
non Schedule 3 country;
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- clients who transfer funds or shares to accoundgsrion Schedule 3 country;

- clients who make back to back deposit/loan tranzastwith subsidiaries or affiliates of
overseas financial services businesses;

- clients who want to transfer funds overseas or nyakgment in foreign currency which
appear to have no commercial objective;

- clients who indulge in much activity with little oo profit over a number of jurisdictions;

- clients who carry out large numbers of transactiofith the same counterparty in small
amounts of the same security, each purchased &br aad then sold in one transaction,
particularly if the proceeds are also then crediteén account different from the original
account;

- clients who purchaseWw grade securities in an overseas jurisdictioii,|lseally and then
purchase high grade securities with the proceeds;

- clients who constantly pay-in or deposit cash teecaequests for bankers drafts, money
transfers or other negotiable and readily marketaidney instruments;

- clients who wish to maintain a number of trusteecl@nts’ accounts which do not appear
consistent with the type of business, includingsections which involve nominee names;

- any transaction involving an undisclosed party;

- transfer of the benefit of an asset to an apparemilelated third party, or assignment of such
benefit as collateral;

- significant variation in the pattern of investmauith reasonable or acceptable explanation.

Financial Services Providemso need to be aware that its employees coutdrijeted by
money launderers and therefore should be aware of:

- changes in employee characteristics, (eg: lavisrstyles or avoiding taking holidays), and

- changes in employee or agent performance, (eg:akerdbas remarkable or unexpected
increase in performance).

21. How might identification of existing clients becarried out?

As indicated in the Guidance Notes, sections 33.063,Financial Services Providershould
conduct a risk assessment. Those clients assasskijh risk should be actioned first. The
Financial Services Provideshould ensure the information on file identifidee tparty and
enables the bank to effectively monitor the account
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MONEY SERVICES BUSINESS

1.

Section 2 of the Money Services Law defines “eoservices business” (MSB) as
(a) the business of providing (as a principal bes# any or all of the following services

(i.) money transmission;
(ii.) cheque cashing;
(iii.) currency exchange;
(iv.) theissuance, sale or redemption of monegiwdr traveller's cheques; and
(v.) such other services as the Governor in Counay specify by notice published in
the Gazette; or
(b) the business of operating as an agent or fisadiolder of a business mentioned in
paragraph (a).

SCOPE OF MONEY LAUNDERING REGULATIONS AND PURPOSE OF THIS
SECTOR SPECIFIC GUIDANCE

2.

This sector specific guidance seeks to providetal assistance to MSBs in complying
with the Regulations, interpreting and applying gemeral provisions of these Guidance
Notes, and for MSBs to adopt sound risk manageraent internal controls for their
operations.

The Money Laundering Regulations (MLRs) applyM&Bs as indicated in the list of
activities falling within the definition of “Relevd Financial Business” in the Second
Schedule of the MLRs.

It is the responsibility of each MSB to havetsyss and training in place to prevent money
laundering. This means that each MSB must maintantification procedures, record-
keeping procedures, and such other procedures amttols and communications
appropriate for the purposes of forestalling arel/pnting money laundering.

Vulnerability of MSBs to Money Laundering & Terrori st Financing

5.

The fleeting relationship with its customers e=lMSBs vulnerable to money laundering
and the financing of terrorism. Whereas a personlavtypically have to be a customer
with an account at a bank, for example, to be #blaccess the services of that bank, a
person does not have that type of relationship whth MSB and can repeatedly use
different MSBs to transact business. The moneystrassion part of the MSB is
particularly vulnerable, given the high volume @fsh handled on a daily basis and the
ability to transmit funds instantly to any parttbé globe.

While the international remittance system isdgjty used by expatriate workers to send a
part of their earnings back home, it can also edus transmit the illegal proceeds of
criminal activities and the financing of terrorisnThe rapid movement of funds across
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multiple jurisdictions presents a challenge to stigators, particularly if the identity of the
originator is unclear. For this reason, internadiostandards have been developed with
respect to payer information that should accompamg transfers to mitigate the above-
mentioned risk.

Apart from money transmission, cheque cashingnsther important segment of the

business for some MSBs. MSBs should be awareetinddrsed third party cheques from

overseas are a money laundering risk. Even whérecaeque, endorsed by a third party,

is presented to the MSB for cashing, the MSB shtalkd appropriate steps to ascertain the
economic purpose behind the endorsement to thabpepresenting the cheque. Large
cheques originating from unknown individuals présangreater money laundering risk

compared to small cheques originating from welgbbshed businesses.

ASSESSMENT OF RISK

8.

MSBs should adopt a risk-based approach to nagagoney laundering and terrorist
financing risks. In so doing, MSBs should devebmprofile of its customers, thereby
familiarising themselves to clients’ personal osiness needs for the services provided.
The MSB'’s risk assessment should take into conaiaber the factors such as

- types of products and services offered;
« its customer types (customer occupation or typeusfness operated);
- geographical location of clients or where fundsteaasmitted; and

- average cash value of typical transactiansl the $15,000 customer identification
threshold as per the Money Laundering RegulatibtiisRs).

As much as possible, MSBs should use computehntdogy to conduct the risk
assessment. Customers, products and servicesdddbeubhnked as “high,” “medium,” or
“low” risk. The transfer of a part of an expateawvorker's weekly wage to his family in
his home country should be less risky comparedeottansmission of a large sum by a
visitor to numerous recipients. Higher risk cusérs, products and services should be
subject to enhanced customer due diligence chewttdransaction monitoring. The risk
model should be documented, with its rationalerblestated, and should be updated on a
regular basis to keep in line with changes in th&ress or the threats.

ESTABLISHMENT OF CUSTOMER RELATIONSHIPS
10. Sound customeidentification and verification polices and procesk are effective

11.

weapons against money laundering. Requiring ap@tepidentification, verifying the
information in certain cases, and being alert tosual or suspicious transactions can help
an MSB deter and detect money laundering and tstifarancing schemes.

A customer identification and verification pylitailored to the operations of a particular
business:
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* helps detect suspicious activity in a timely manner

» promotes compliance with the relevant laws, reguigtand guidance;
* promotes safe and sound business practices;

* minimises the risk that the MSB will be used féeglal activities;

* reduces the risk of government seizure and foreinf funds associated with
customer transactions (such as out standing morteysitraveller’'s cheques and
outstanding money transfers) when the customervsived in criminal activity;
and

* protects the reputation of the MSB.
12. Whose identity must be verified?

The applicant for businesses may be an individaalcorporate client, a partnership or
unincorporated business.

Reasonable measures should be taken to distingatsfeen someone who is acting on his own
behalf and someone who is acting on behalf of awothf it is determined that the person is
acting on behalf of another, then the proceduresvérifying the identity of the ultimate
applicant for business apply. Customers maywahin the following categories:

Example Applicant for Business Requirements

1. Direct Personal Client| « Beneficial owner of funds
Third Party sending funds

Satisfactory evidence, confirmed by using one oremp
of the verification methods:
o Current valid passport;
o Armed Forces ID card,
0 Any uniquely numbered government-issued|ID
card showing the photograph of the applicant,
such as a driver's licence or a voters
registration card; and
0 A Cayman Islands employer ID card bearing
the photograph and signature of the applican

—+

2. Corporate Client » The company (evidence that it exists)

» Consistent with that required for direct personal
clients, documentary evidence of identity for (all
directors; all those with signing powers, including
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third parties; and beneficial owners. (See section

3.31, 3.35 and 3.39-3.41 in the Guidance Notes)

* Documentary evidence of identity of the new

owner/controller where there is a change

in

ownership or control, in accordance with that

required for direct personal relationships

Satisfactory evidence, confirmed by at least oninef
following independent checks, of company’s exiséer

C

o Memorandum and Articles of Association and

Certificate of Incorporation
o Information about the identity of controllin
shareholders and directors, e.g., Registel
Directors, Register of Members

g
of

o Understanding of all relevant party and inter-

company relationships

o It may be appropriate to obtain informatipn
relating to customers or suppliers and the

background of major shareholders and direct

Partnerships /
Unincorporated
Businesses

* The entity, evidence that it exists

» Consistent with that required for direct perso

ors

nal

clients, documentary evidence of identity required

for partners/managers; all those with signing pew
including third parties; and beneficial owners
defined in the Guidance Notes, Section 3.31

 Documentary evidence of identity of the n
owner/controller where there is a change
ownership or control, in accordance with t
required of direct personal relationships

Satisfactory evidence, confirmed by at least oninef
following independent checks, of existence of
partnership / unincorporated business:
o Partnership agreement or excerpt if relevant
o Certificate of Registration
o Information about the identity of controllin
partners / shareholders, e.g., excerpt fi
partnership document
o Establish all relevant party relationships
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13. For which customers must MSBs obtain identificdon documentation?

Section 7 of the MLRs stipulates the cases whemetification documentation is
to be obtained:
* Any case where the parties form a business rekttiprbetween them;
* Any case where it is known or suspected the custoimeengaged in money
laundering;
* Any case in respect of a one off transaction wipasgment is equal to or exceeds
CI$15,000, or;
* Any case where, in respect of two or more one-@fhdactions, it appears at the
outset or at a later stage, that the transactiomdirgked and the total amount, in
respect to all of the transactions is CI$15,00fore.

Notwithstanding the above, proper identificatiorrdimentation is required fall money
transmissionswhich is one of the major services offered bySB48. The requirement
for specific pieces of payer information that aseatcompany each wire transfer applies
to money transmissions. MSBs must therefore redqaesl obtain identification
documentation for money transmissions, in line & payer information requirements
in 23 below Wire Transfer9. The fact that the vast majority of remitters &@m the
expatriate community means that this should natlrés unnecessary hardship on their
part, for providing appropriate identification hetbeginning of the relationship.

For other services other than money transmissionguld beprudent best practicéo
have more diligent thresholds than the $15,000iredwnder Section 7 of the MLRs.
The threshold should be derived from the risk assest, bearing in mind what 1) the
amount that the average customer and would tramsac®) the reporting threshold of
US$3,500 on the quarterly MSB form reported toAl¢hority.

Given the fleeting nature of the customer relatimsMSBs should obtain identification
information where the customer, product or geogyaphdeemed to be high risk in the
risk assessment.

14. When must identification documentation be obtaied?

Customer identification information should be ob&a prior to a transaction being
carried out. If identification information is nabtained, the transaction should not
proceed.

15. What should be done if there are doubts as the identity of an existing customer?
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If in the process of reviewing identification docentation, the MSB has doubts about
the veracity or adequacy of previously obtainedt@usr identification data, then the
MSB should take reasonable steps to verify the.da@epending on the money
laundering risk of the customer, the MSB could @ittvait for the customer to transact
business again if he is a regular customer, ot contact the individual by phone
requesting that he submit the relevant documematiexamples of situations that might
lead an institution to have such doubts could bere/here is a suspicion of money
laundering or terrorist financing in relation toathcustomer, or where the customer’s
pattern of transactions changes from what is degambd “normal” for that customer.

16. What information should be obtained in relationto expected amount of transactions
and source of funds for “regular customers®?

Refer to the Guidance Notes, “Direct Personal @igriParagraphs 3.9 — 3.13.

17. What is considered to be an appropriate descripn of “source of funds”?

The appropriate description of a customer’s “sowfdeinds” would be as follows:
e Salary

» Sale of property including documentation evidendhmgsale

* Loan proceeds including documentation evidencieggttant of the loan

The following on their own would not be considerggpropriate descriptions of the
ultimate “source of funds”:

* Partner

* Savings

Partner and savings are considered immediate soofciinds, for which the proof of
the either salary, dividends, sale proceeds, or (oHimate sources) should be provided.
In the case ofPartners’, additional enquiries such as confirmation frore treasurer
would be an appropriate requirement, while in thsecofSavings a bank statement
should be provided.

18. Why is it important to establish the purpose othe transaction?

It is important to establish the purpose for thtramsactions that are large, complex or
unusual (see further details on complex and unusaasactions at 20). The threshold
for large transactions should be determined from BSB’s risk assessment, but

% Regular Customer for the purpose of this Guidammeld be one who has established a pattern of atimdutransactions whether it be on a
daily basis, weekly basis, monthly basis, quartedsgis, semi-annual basis, or annual basis. Ams#ction conducted by the same customer
less often than once per year would fall into thiee-off transaction” category for the purpose @ thuidance.
4 Partners is an informal saving and credit schambé Caribbean in which a group of people reguldeposit a fixed amount of money with a
main organiser, the 'banker’, into a central fdrite banker distributes the total sum (the 'handfhi¢émbers in a pre-arranged order. This system
of credit operates almost completely on trust,hiat teach person who collects his/her lump sum rbastrusted to continue paying in the
contributions until all members have collected tigand." This scheme operates usually with nttewriagreement.
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certainly transactions over $15,000 should fallhat category. In the same way a bank
would ask its customer about the purpose for whichaccount is being established, an
MSB should ask the customer about the purpose etrinsaction that is beyond the
MSB’s threshold. In that way, the MSB is able stablish if the purpose is lawful and
whether the transaction will be a one-off evenpart or a regular occurrence. Asking
about the purpose of the transaction helps the NtSBevelop a profile of “normal”
activity for that customer. If the MSB is unabte @stablish what “normal” activity is,
then it is hard to separate the unusual activibedurther analysis to determine which
ones are suspicious.

TRANSACTION MONITORING
19. How should the business of a customer be morrial?

Because of the large number of customers involved the relative small amounts

transacted, it is imperative for MSBs to have adgégusystems in place to collate
relevant information and monitor customers’ aci@dt In the money services business,
the amount of information collected may be broadeieinclude details of the recipient

of the funds. This information will assist MSBs determine whether there is any risk
that the customer is utilising multiple recipietddacilitate money laundering or whether
multiple customers are remitting multiple small suthat are accumulated with one
recipient.

20. What to do about complex and unusual transactics?

Where a transaction is inconsistent in amount, imriglestination, or type with a
customer's known, legitimate business or persootvites, the transaction must be
consideredunusual,and the staff member put “on enquiry”. Complex sactions or
structures may have entirely legitimate purposesvéver, the MSB should pay special
attention to all complex, unusual large transastoand all unusual patterns of
transactions, which have no apparent economic aiblei lawful purpose. The
background and purpose of such transactions stasufdr as possible be examined and
documented by the MSB.

An example of an unusual pattern of transactionsldvbe where an MSB’s database
reveals that several seemingly unrelated indiveluale remitting small amounts of
money to one individual abroad. In that case MIs8 may conduct an Internet search to
find out more about the recipient before makingdHer enquiries with one or two of the
senders.

Where enquires and/or research establish that iheréogical and lawful explanation to
an unusual transaction or pattern of transactithes) the MSB may conclude that there
is no need for further action. But if the enquanyd/or research lead to suspicion, then
the MSB must file a SAR with the FRA. In eitherseat is important to document the

101

Policy & Development Division
Cayman Islands Monetary Authority



entire process of moving from “complex/unusual®$aspicious/not suspicious” to “File
SAR/No need to file SAR.”

21. What specific records should be kept and where?

The MSB must keep adequate records of the ideafitys clients and all transactions
conducted by that client for a period of 5 yeat®foing the last transaction, the closing
of an account, or the termination of the businetsionship.

Refer to the Guidance Notes, “Record Keeping Prooesl, Paragraphs 7.1 — 7.8 for
further information.

22. What warning signs or “red flags” should servie providers be alert to?

Deposit of cheques or funds transferred to/fromhirigk jurisdictions or from
different jurisdictions than expected or typicadlgen in the account;
Unusually large or frequent deposits or fund trarsf
Use of multiple transactions and multiple recipgentncluding structuring of
transactions to avoid identification threshold 6800 or whatever enhanced due
diligence threshold that the MSB may have;
Multiple customers remitting multiple small sums tme recipient where the
aggregate amount exceeds the reporting threshgldreenents;
A single customer remitting to several persons se&s where the aggregate sum
exceeds reporting thresholds;
Multiple large remittances over a short periodiofe, executed by the same sender
or for the benefit of the same recipient;
A customer or group of customers attempting to Hhide size of a large cash
transaction

o at different times on the same day;

o with different MSB cashiers on the same day oredéht days;

o at different branches/offices of the same MSB;
Large volumes of cash received or remitted to anmaare recipients over a period of
time;
A customer purchases money transfers, money orttakgller’s cheques, etc, with
large amounts of cash
Business customer reluctant to provide completerinétion regarding the type of
business, the purpose of the transaction, or angrahformation requested by the
MSB; and
Lack of adequate client identification or sourcdurfds being provided.

Refer to Appendix K of the Guidance Notes notingttnot all examples given in

this appendix will be applicable to MSBs.

WIRE TRANSFERS
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23. What information should accompany the transfeof funds?

The MLRs require complete information on the pageaccompany the transfer of funds.
Complete information on the payer consists of

1. his name; and

2. his account number (where one exists) anique identifier; and

3. either his address dtiis date and place of birth s customer identification
number orthe number of a Government-issued document eviadges identity.

For further guidance, see paragraphs 4.14 to 4.4¥%dGN.

FILING A SAR
24. When should a SAR be filed?

Refer to Guidance Notes, “Role of Staff Membersirdgraphs 5.22 — 5.23, “The Role
of the MLRO”, Paragraphs 5.24 — 5.28, and “RepgrtBuspicions to the Reporting
Authority”, Paragraphs 5.29 — 5.37.

It is important to note that SARs must be filedhwihe Financial Reporting Authority
(FRA) on a suspicious transaction even if the @atisn did not proceed.

TRAINING
25. What staff members should receive training MLAR

Staff should be educated in the "Know Your Custdmequirements for the prevention
of money laundering and terrorist financing. Tragshould therefore cover not only the
need to know the customer's true identity, but,aldwere a business relationship is being
established, the need to know enough about the dfdmisiness activity expected in
relation to the customer at outset (and on an angbasis) so that “normal” activity can
be distinguished from suspicious activity in theufe, at it relates to that person.

Although Executive Directors and Senior Managery mat be involved in the day-to-

day procedures for handling transactions that nelgte to money laundering and
terrorist financing, it is important that they umstand the statutory duties placed on
them, their staff and the firm itself given tha¢se individuals are involved in signing off
procedures.

Supervisors and managers should receive a higher & training covering all aspects

of money laundering procedures, including the afénand penalties arising from the
relevant primary legislation for non-reporting ar fassisting money launderers, the
procedures relating to dealing with production aestraint orders and the requirements
for verification of identity and retention of recisr.
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MLROs and Deputy MLROs should receive in-depthnireg on all aspects of the
primary legislation, the Regulations and internaligges. They should also develop and
maintain up-to-date knowledge on the developmemt/animplementation of AML
policies and procedures, including AML risk assemstn transaction monitoring,
investigation of complex and unusual activatespripg of suspicious activities, staff
AML training, and staff screening. They shouldoakeep up-to-date with new trends of
criminal activity.

For further details, refer to the Guidance Not@saining and Awareness”, Section 6.

INDEPENDENT AUDIT FUNCTION
26. Does the MSB need an internal audit function?

MSBs should have procedures of internal contrdugiog an appropriate internal audit
function for the prevention of money laundering dadorist financing. The internal

audit function serves to test the MSB’s system mtermal control and should be
appropriate to the MSB’s size and to the naturésadperations. Testing should be risk-
based, with particular emphasis on high-risk opanat It should be independent,
conducted periodically, and reported directly te tAoard. The audit report should
include, but not be limited to, the following:

» review of high risk accounts, transactions, andausrs;

» one-off transactions in excess of $15,000 and sits activity reporting;

* money remittance and check cashing transactions aecordance with the relevant
laws, regulations and guidance;

» adequacy of customer identification information @ndtomer due diligence; and

» complex and unusual transactions

DOCUMENTATION
27. What policies and procedures should be documesd?

MSBs should document its AML policies and procedurét the very least, MSBs should have
documented policies and procedures on:

» the assessment of risks;

» customer identification;

» transaction monitoring, including complex and uralgtansactions;

e suspicious activity reporting; and

» staff training.
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REAL ESTATE

1. Who is the applicant for business?

The applicant for business may be one of the fatlgw

Example

Applicant for business

1.

Purchaser - Personal — better known as thédicwes” in real estate term
this is the ultimate individual who would submitfers to purchas

property

4

D

2. Vendor - Personal — better known as the “cliemt®eal estate terms, this|is
the ultimate individual who is listing their proper
3. Purchaser — Corporate — better known as thetdmes” in real estate
terms, this is the ultimate corporation who wouldrsit offers to purchase
property
4. Vendor - Corporate — better known as the “tlianreal estate terms, th|s
is the ultimate corporation that is listing its peoty
2. Whose identity MUST be verified?
Applicant for business Evidence of identificati@guired for
1. Purchaser - Personal * That the person is the contracting party and
proposed registered title-holder of the property
» Source of funds for the purchase of the property
» Satisfactory evidence, confirmed by using one or
more of the verification methods outlined |in
section 3.19 of the Guidance notes.
2. Vendor - Personal  That the person is the contracting party and
current registered title-holder of the property
3. Purchaser - Corporate * That the corporation is the contracting party and
proposed registered title-holder of the property
* Source of funds for the purchase of the property
» The company, that it exists

Policy & Development Division
Cayman Islands Monetary Authority

105



* Documentary evidence of all directors and all
those with signing powers including third parties
and beneficial owners (See Section 3.31, 3.35
and 3.39-3.41 in the GN)

» Satisfactory evidence, confirmed by at least one
of the following independent checks of
company’s existence:

1. Memorandum of association and articles and
certificate of incorporation

2. Information about the identity of controlling
shareholders and directors e.g. Register of
Directors, Register of Members

3. It may be appropriate to obtain information
relating to customers and suppliers and the
background of major shareholders and directors.

* Normally no need to repeat due diligence on
corporate clients/customers if the same beneficial
owner each time.

4. Vendor - Corporate » That the corporation is the contracting party and
current registered title-holder of the property

* The company, that it exists

* Documentary evidence of all directors and all
those with signing powers including third parties
and beneficial owners

3. When must identity be verified?

The real estate industry has a history of beintizatl by money launderers and fraudsters to
place criminal proceeds in the financial systemnceal the original source of funds and
legitimise such funds. As such, persons involvedinancial, estate agency and legal services
provided in the course of business relating tosile, purchase or mortgage of land or interests
in land on behalf of clients or customers must leetdo such risks. Collecting evidence of
identification and the source of funds assists éhpeoviding relevant financial business in
ensuring the prospective customer is who he/shmslto be and that the nature of the business
that the customer expects to undertake is legigmat

It is recognized that real estate agents and bsbkerolvement in the sale and purchase of land
or property may extend from being significant (direontact with the customer and the funds
are transacted in their escrow account) to reltigeripheral (collection of commission on the

sale), to nominal (real estate listing). The riekthe real estate agents or brokers will differ
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depending on the extent to which they are involwedhat the more they are involved with the
customer and/or in handling the funds, the motethgy will assume. Therefore the amount of
evidence the real estate agents or brokers calfexild be correlated to the risks.

Real estate agents and brokers who are directlglvad with the prospective customers or

whose escrow account is being utilized to tranffeds from the purchaser to the vendor should
perform full verification in accordance with the i@ance Notes. As the risk of money

laundering arises primarily from the purchase giraperty, the principal focus of real estate
agents and brokers’ due diligence efforts shouldilected to the identification of the purchaser
and the source of funds.

To the extent that the funds being transacted tirahe escrow account are payments to and
from an account in the name of the purchaser amdorein a regulated bank in the Cayman
Islands or a Schedule 3 country, or the purchaseendor are managed or registered with an
entity regulated in the Cayman Islands (which cavéxified on www.cimoney.com.ky), it may
be unnecessary to take any further steps to velidqt identity.

It may be reasonable for example, to take no furtheps to verify identity when payment is
made by cheque or electronically and sent eithemby or electronically from an account (or
joint account) in the purchaser’s/vendor’'s nama bank in the Cayman Islands or a Schedule 3
country if it does not fall within the following tegories:

a) the circumstances of the payment are such thatson handling the transaction
knows or suspects that the applicant for busiressigaged in money laundering,
or that the transaction is carried out on behaHdradther person engaged in money
laundering; or

b) the payment is made for the purpose of openirdexant account with a bank in
the Cayman Islands.

If the payment does fall into one of the above gaties then the evidence of identity of the
applicant must be obtained in accordance with aieédentification procedures as outlined in the
Guidance Notes.

Similarly, it may be reasonable for example, tcetak further steps to verify identity, when the
purchaser or vendor is a corporate entity managedgistered with an entity regulated in the
Cayman Islands unless the person handling theactina knows or suspects that the applicant
for business is engaged in money laundering, drttietransaction is carried out on behalf of
another person engaged in money laundering.

If the purchaser or vendor is a corporate entigy th not managed by or registered with an entity
regulated in the Cayman Islands or the person imandhe transaction knows or suspects the
purchaser or vendor is involved in money launderitiggn the evidence of identity of the
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applicant must be obtained in accordance with hedentification procedures as outlined in the
Guidance Notes.

Real estate agents and brokers who are only peaibher nominally involved should only
collect information as to the names of the paritwslved in the transactions, and/or those who
acted on their behalf. This will assist the RejpgrtAuthority if it should wish to perform an
investigation of the transactions.

4. What documentary evidence of source of fundegsired?

In those circumstances identified in paragraph rehverification of identity may not be
necessary, it may also not be necessary to obtainngdentary evidence of source of funds, as
long as the criteria in paragraph 3 are met. I|heotcircumstance, however, then the
documentary evidence of source of funds must beirodxd.

The extent to which such documentary evidencegsired or the information is verified with an
outside source will depend upon (a) the risk asdediwith the response and (b) how easy the
source is to verify. Below is a table which attésfp give some examples of considerations
when a response if received:

Source of Funds Considerations

1. | Savings/ * Price of property consistent with expectations of
Employment income earner;
Income » Age of the income earner

2. | Business Income * Type of business and expectations of earnings;

e Details of the business (name, address, wehsite,
and whether it has public earnings information)

3. | Sale of Business * Public information (eg. News clippings) or other
evidence of sale

4. | Inheritance « Evidence of death;
e Original source of funds of the deceased

5. | Sale of investments < Information of original source (income, business)
or property is required and considered as above

5. When might it be possible to rely on third pestto verify identity?

In addition to those circumstances identified imgg@aaph 3 where verification of client identity
may not be necessary, it may be appropriate fdrestate agents and brokers to rely upon the
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due diligence procedures performed by others whadwcted client verification procedures
substantially in accordance with the Guidance Notd$ose situations are identified under
section 3.66 —3.89 of the Guidance Notes. Resalbould use their judgement in determining
whether or not in the context of real estate thiegukl place reliance on the due diligence
procedures for intermediaries. In cases where ghance is placed on the intermediary, senior
management must make a judgement as to whetheotoit nvould be prudent to obtain
appropriate evidence of client verification. In moases it may be more appropriate to seek a
confidentiality waiver from the client/customer ander that the documentation held by third
parties on the customer/ client may be copied atained by the realtor.

In addition to the scenarios envisaged in sect®66-3.89 of the Guidance Notes on introduced
business, it is also common in real estate busiioeso-agency relationships to arise. When the
prospective client is introduced by one CIREBA membo another, it is not necessary for
identity to be re-verified or for the records toduglicated provided that the identity of the ctien
has been verified by the introducing member of (BREN a manner compatible with the
Regulations and provided that written confirmatisnobtained that the identification will on
request be provided. CIREBA members relying ontlzeroCIREBA member’s introduction
must be satisfied that tf&REBA Rules and Regulatioase absolutely adhered to and is at least
as high a standard as detailed in these GuidantesNo

In all cases where reliance is being placed on lmibke introducer, other than a CIREBA
member, for documentary evidence of client ideciiion of a purchaser (personal or corporate),
information regarding source of funds would stéledl to be obtained.

6. How should a realtor deal with relationship®pto enactment of the regulations?

Given the nature of real estate transactions, éhgth of time of the relationship between the
realtor and the customer or client as it pertaongrty one property is relatively short, and usually
does not last over a year, before the listing mewed or continued. As such, it is not expected
that Section 3.103 to 3.113 will pertain to redhesagents and brokers.

7. How should the business of the client be moaed®@r

Given the nature of real estate transactions, uhisommon that a customer or client will have
more than one transaction, i.e. the purchase erada property. Two exceptions exist:

(@) Local developers or investors who are involvedmore than one
property. In this case the realtors should refertie Guidance NotesOh-Going
Monitoring of Business RelationshigSections 4.1-4.8; and,

(b) The original purchaser of a property uses &adtor to subsequently sell
the same property. In this case, it is not necgdsa the realtor to obtain documentary
evidence of customer identity again, however, #ator should ensure that the proceeds
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are being remitted to an account that is consistatht the understanding and expectation
of the client.

8. What warning signs or ‘red flags’ should senpeeviders be alert to?
Real estate agents and brokers should be alemainsdactions that fall outside the standard
industry practice, which may include but are notited to the following:

» Customer wishing to purchase property with cashearer instruments;

» Client seeks proceeds of sale to be remitted tard party other than the current
owner or to an account other than where the cliesitles;

» Customer is not concerned with losing deposit wherhas a right to recover it;
and,

* Any irregularity in the ownership structure or theetivities surrounding a
transaction may require further or broader investon.

9. Who should be appointed MLRO?

Since most real estate companies are relativelyi,siig appropriate for such organizations to
have the broker also be the MLRO.

10. What specific records should be kept and where?

Refer to the Guidance Notes, sections 7.1-7.8.
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SECTION 9 -APPENDICES

Appendix A - Background Information on Money Laundering

What is money laundering?

Money laundering is the process by which crimirzdtempt to conceal the true
origin and ownership of the proceeds of their cnahiactivities. If they are
successful, it also allows them to maintain conteér those proceeds and,
ultimately, to provide a legitimate cover for theource of income.

Money laundering is a global phenomenon that agfatitcountries to varying
degrees. By its very nature it is a hidden actj\atyd therefore the scale of the
problem and the amount of criminal money being ¢ated either locally or
globally each year is impossible to measure acelyrafailure to prevent the
laundering of the proceeds of crime allows crimsntd benefit from their
actions, making crime a more attractive proposition

The need to combat money laundering

In recent years there has been a growing recogrihiat it is essential to the
fight against crime that criminals be prevented,erelrer possible, from
legitimising the proceeds of their criminal actieg by converting funds from
"dirty” to "clean”.

The laundering of the proceeds of criminal activityough the financial
system is vital to the success of criminal operetioThose involved must
exploit the facilities of the world's Financial titstions if they are to benefit
from the proceeds of their activities. The increbsgegration of the world's
financial systems, and the removal of barrierhtoftee movement of capital,
have meant it is potentially easier for criminasslaunder dirty money, and
more complicated for the relevant authorities axé: The long-term success
of any of the world's financial sectors dependsattnacting and retaining
legitimately earned funds. The unchecked use of fih@ncial system for
laundering money has the potential to undermineividdal Financial
Institutions, and ultimately the entire financiattor.

Money laundering in various forms has existed sitice immemorial. The
effect of legislation is to criminalise the actwitnd create a number of
specific offences. It is inevitable that in all cdties, some existing customers,
including those of long-standing, are already eedam money laundering.
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Although these Guidance Notes focus upon new bssimelationships and
transactions, Financial Institutions should alsoalet to the financial flows
and transaction patterns of existing customersticqodarly where there is a
significant and unexplained change in the behavioluthe account. (See
Appendix K, Examples of Suspicious Activities).

The Money Laundering Regulations, requires Findrnngtitutions to establish

systems to detect money laundering, and therefesistain the prevention of
abuse of their financial products and services.sTisi also in Financial

Institutions' own commercial interest, and it gfsotects the reputation of the
Cayman Islands.

Because of the international nature and both makeétgeographical spread of
business on the Cayman Islands, local institutishih are less than vigilant
may be vulnerable to abuse by money launderericplarly in the ‘layering’
and ‘integration’ stages (see below). Banks, BuogdiSocieties, Investment
Business and Money Service Providers which, albeivittingly, become
involved in money laundering risk prosecution amtbssantial costs both in
management time and money, as well as face theesevasequences of loss
of reputation.

The stages of money laundering

There is no single method of laundering money. Méshcan range from the
purchase and resale of a luxury item (e.g. a cajewellery), to passing
money through a complex international web of leggie businesses or ‘shell’
companies. Initially, however, in the case of dtgfficking and some other
serious crimes such as robbery, the proceeds ysiadié the form of cash
which needs to enter the financial system by soreans. Street purchases of
drugs are almost always made with cash.

Despite the variety of methods employed, the latinde process is
accomplished in three stages. These may includeeraus transactions by the
launderers that could alerFaancial Servicdo criminal activity:-

a) Placement - the physical disposal of cash pasceerived from
criminal activity.

b) Layering - separating the illicit proceeds fraheir source by
creating complex layers of financial transactioresigned to
disguise the audit trail and provide anonymity.
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c) Integration - the provision of apparent legitayato wealth
derived from crime. If the layering process has cseded,
integration schemes place the laundered proceecls ibto the
economy in such a way that they re-enter the firhreystem
appearing as normal business funds.

The three basic steps may or may not occur as aepand distinct phases.
They may occur simultaneously or, more commonlgytmay overlap. How

the basic steps are used depends on the avai@ablddring mechanisms and
the requirements of the criminal organisations. HEixe below provides some

typical examples.

The stages of money laundering

Placement Stage

Layering stage

Integration Stage

Cash paid into bank*
(Sometimes with staff
complicity or mixed with
proceeds of legitimate
business)

Wiring transfer
abroad(often using shel
companies or funds
disguised as proceeds (
legitimate business)

False loan repayments
forged invoices used
cover for laundered
fmoney.

Cash exported

Cash deposited in
overseas banking syste

Complex web of
ndomestic and
international) makes
tracing source of funds
virtually impossible

Cash used to buy high
value items

Resale of goods or
assets

Income from property
or legitimate business

assets appears ‘clean’

‘bank’ includes all deposit-taking institutionspote which exchange or
remit cash, and the client accounts of professiortarmediaries, such
as accountants, regulators and trustees.

Certain points of vulnerability have been identfiem the laundering
process which the money launderer finds difficaliavoid, and where
his activities are therefore more susceptible tmdgeecognised, such

as:-

. entry of cash into the financial system;
. cross-border flows of cash;

. acquisition of financial assets;

Policy & Development Division

Cayman Islands Monetary Authority

113



. transfers within and from the financial system;

. incorporation of companies; and

. establishment of financial vehicles (e.g. ostelesipooled
investment funds, merchanting and barter companies)

Appendix B — Background to the Guidance Notes
Basle Statement of Principles

In December 1988 the Basle Committee on Banking uRégn and
Supervisory Practices (“the Basle Committee”) issug Statement of
Principles. This Statement was endorsed by Caynslands Monetary
Authority and circulated to all banking instituteticensed by it at the time.
The statement set out the following basic prinaple

Customer Identification - when establishing a relationship by opening
an account or providing any other service, inclgdsafe custody and
safe deposit box facilities, reasonable efforts udhobe made to
determine the true identity of the customer reqogghe service;

Compliance with Legislation and Regulation Enforcerant

Agencies - business should be conducted in conformity witghhi
ethical standards and local regulations and reigulstpertaining to
financial transactions. Institutions should cooperally with national

regulation enforcement authorities to the extentmptéed without

breaching customer confidentiality; and

Record Keeping and Systems institutions should implement specific
procedures for retaining internal records of tratisas and establish
an effective means of testing for general compkanwith the
Statement.

The Financial Action Task Force (“FATF”)

In June 1989 the Heads of Government of the Grd&ewen ("G7") countries
established the Financial Action Task Force, conlynmferred to as "FATF".

FATF Member countries have thus been introducirgjslation to combat
money laundering. Such legislation generally inekiéquivalent offences and
compliance obligations for companies established aperating within the
Member countries and, as such, seeks to creatastamtsregulations and
prevention practices. This international initiatinell therefore create similar
obligations for all companies operating within th@ernational financial

114

Policy & Development Division
Cayman Islands Monetary Authority



market place and thereby reduce the likelihood istraninatory practices
between Members, and between Members and non-Member

The Caribbean Financial Action Task Force (“CFATF”)

In June 1990 15 Caribbean states plus five memiifetise Financial Action

Task Force with affiliations in the region met ionéerence in Aruba and
produced 21 recommendations, 19 of which were enadgt adopted as

CFATF recommendations. In June 1992 a secondmafineeting addressed
the areas of legal, financial, political and tedahiassistance in combating
money laundering. It provided detailed recommemaati which were

presented at a ministerial meeting convened in $torg Jamaica in November
1992. 20 Caribbean states plus the FATF affiligtaedicipated. An accord
was agreed embodied in the Kingston Declarationnwney laundering

endorsing the implementation of the 1988 Unitedidwest Vienna Convention,
the Organisation of American States Model Regutatiothe 40 FATF

Recommendations and the 19 Regional Specific Clagect

In October 1996 21 countries signed a Memorandutdraferstanding and a
Mission Statement formulating its mission, orgatiisa and membership
requirements.

The CFATF also has a rolling programme of mutualleations.
The EU Money Laundering Directive
As part of this initiative, the UK and other coue$ of the European Union are

implementing a Council Directive on the preventarthe use of the financial
system for the purposes of money laundering (NSB@/EEC).
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Appendix C — The Money Laundering Regulations

Note that this appendix provides the provisionhef Regulations but not in the gazetted format,tabhe
date of issue and persons should check the cuRegulations to ensure that the specific provisiares
not outdated.

Supplement No. 3 published with Gazette No. 15sbfally, 2008.

PROCEEDS OF CRIMINAL CONDUCT LAW
(2007 Revision)
MONEY LAUNDERING REGULATIONS
(2008 Revision)

Revised under the authority of the Law Revision (4899 Revision).

The Money Laundering Regulations, 2000 made theAhrd, 2000,
consolidated with the

Money Laundering (Amendment) (Client IdentificatjdRegulations, 2001 made the 26th April, 2001
Money Laundering (Amendment) (Electronic PaymeRtsgulations, 2001 made the 24th May, 2001
Money Laundering (Amendment) Regulations, 2001 nmhdend October, 2001

Money Laundering (Amendment) Regulations, 2002 nithde30th April, 2002

Money Laundering (Amendment) (No.2) Regulationg)2fhade the 17December, 2002

Money Laundering (Amendment) Regulations, 2003 nibdel 7th June, 2003

Money Laundering (Amendment) Regulations, 2004 nibdelst September, 2004

Money Laundering (Amendment) Regulations, 2005 nthde25th October, 2005

Money Laundering (Amendment) Regulations, 2007 nihdelst June, 2007

Money Laundering (Amendment) (No. 2) Regulatior@)2made the"7August, 2007,

and as amended by the

Cayman Islands (Constitution) (Amendment) Order2@Q0K.S.1. 2003 No1515)made the 12th day of June,
2003.

Consolidated and revised this 13th day of May, 2008

Note (not forming part of the Regulations): Thigiseon replaces the 2006 Revision which should now
be discarded.

MONEY LAUNDERING REGULATIONS

(2008 Revision)
ARRANGEMENT OF REGULATIONS

PART I .Introductory

=

Citation
Definitions
3. Business relationships

n
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4.

Relevant financial business

PART Il -.Systems and Training to Prevent Money Laundering

5. Systems and training to prevent money laundering

6.

Offences by bodies corporate, partnerships aitarporated associations

PART Il -Identification Procedures

7. ldentification procedures; business relationslaipd transactions

8.
9.
10.
11.

12.
13.

14.

15.
16.

Payments delivered by hand, or made by podeotrenically
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MONEY LAUNDERING REGULATIONS

(2008 Revision)

PART I .Introductory

I. These regulations may be cited as the Money darting Regulations (2008 Revision).
2. (1) In these regulations-

“applicant for business” means a person seekirigrta a business relationshigr,carryout a one-off
transaction, with a person who is carrying outwatd financial business in the Islands;

“Authority” means the Caymalslands Monetary Authority;

“batch file transfer” means several individual s&ers of funds which are bundled together for

transmission;
“business relationship” has the meaning given lgylaion 3;

“Case 17, “Case 2", “Case 3" and “Case 4" havertr@anings given in regulation 7;
“insurance business” means business of any ofl#eses of business specified in the First Schedule;

“intermediary payment service provider” means anpayt service provider, neither of the payer nahefpayee,
that participates in the execution of transfef$unds;

“money laundering” means doing any act which cantgs an offence under section 47 or 48 of the Misaf Drugs
Law (2000 Revision), sections 1922 of the Terrorism Law, 2003 or sections 32 t@mBthe Law or, in the
case of an act done otherwise than in the Islamdsld constitute such an offence if danehe Islands;”

“one-off transaction” means any transaction othanta transaction carried out in the course of an
established business relationship formed by a peasting in theourse of relevant financial business;

“payee” means a person who is the intended fir@prent of transferred funds; “payer” means either
person who holds an account and allows a tran$femnds from that account, or, where there is no
account, a natural or legal person who places d@rdor a transfer of funds;

“payment service provider” means a person whosmbss includes the provision of transfer of funds
services;

“relevant financial business” has the meaning gibgmegulation 4;

“terrorist financing” means doing any act which stiutes an offence under sections 19 to 22 of the
Terrorism Law, 2003 or, in the case of an act dottgerwise than in the Islands, would constitutghsu
an offence if done in the Islands;

“transfer of funds” means any transaction carristiam behalf of a payer through a payment service
provider by electronic meansith a viewto makingfunds available to a payee at a payment servicédgen
irrespective of whethdhe payemndthe payearethe sameerson; and

“unique identifier” means a combination of lettemembers or symbols, determinley the payment service
provider, in accordance with the protocols of phgment and settlement system or messaging systedta
effect the transfeof funds.

(2) For the purposes @fartVIl, complete information on a payer shedinsist of-

(@) his name;
(b) (i) his address; or
(ii) his dateand place of birth;
(iii) his customer identification number; or
(iv) the number of a Government-issued documemtendinghis identity; and
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(c) his account number or a unique identifier whatlbws the transaction to be traced
back to the payer.

(3) The reference, in the definition of “money lderning”, to doingany act
which would constitute an offence under the Lawlisar the purposes of these
regulations, be construed as a reference to daiggaat which would constitute an
offence under the Law ifor the definition of “criminal conduct” irsection 22(10) of the
Law, there were substituted

“(10) In this Law “criminal conduct” means
(a) conduct which constitutes an offence to whiih Law applies; or
(b) conduct which
(i) would constitute such an offence if it had ated in thelslands; and
(i) contravenes the law of the country in whicleécurred.”.

(3) For the purposes of this regulation, a busimetationship formed by a
person acting in the course of relevant financiaibess is an established business
relationship where that person has obtained, updsredures maintained by him in
accordance with regulation 7, satisfactory evidewicthe identity of the person who,
in relation to the formation of that business iielaghip, was the applicant for
business.

3. (1) Any reference in this regulation to an agement between twor more persons is a reference to an
arrangement in which at least one person is
acting in the course of a business.

(2) For the purposes of these regulations-
“business relationship” means any arrangemetwéen two or more persondere.

@)

(b)

the purpose of the arrangement is to facilitldecarrying out of transactions between the
persons concerned on a frequent,

habitual or regular basis; and

the total amount of any payment or paymentsetonade by any person to any other in the
course of that arrangement is not known or capatieeing ascertained at the time the
arrangement is made.

4. (1) For the purposes of these regulations-

“relevant financial business”, subject to subretiofa(2), means the businessenfjaging in one or more of

the following-

(8) banking or trust business carried on by a pewswo is for the
time being a licensee under the Banks amndt Companies Law
(2007 Revision);

(b) acceptance by a building society of deposasienby any person
(including the raising of money from membersted society by
the issue of shares);

(c) business carried on by a co-operative socigttyin the meaningof the Co- operative
Societies Law (2001 Revision);

(d) insurance business and the business of amsinsgiMmanager an
insuranceagent, an insurance sub-agent or an insurancetbroke
within the meaning of the Insurance Law (2008 Rewig

(e) mutual fund administration or the business @gulated mutual
fund within the meaning of the Mutual Funds Law@20

Revision);

(f) the business of company management as defipgdebCompanies Management Law
(2003 Revision), except that the services specifieskction 3(4)(a) of that law shall not
be excluded for the purposes of these regulatiam the provision of the specified
services as defined in subsection (2) of that sectind

(g) any of the activities set out in the SecondeSicite, other than an activity falling within
paragraphs (dp (f) of this subregulation.
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(2) In this regulation

“banking business” has the same meaning as in ém&kBand Trust Companies Law 2007
Revision); and

“building society” means a sogigtcorporated under section 3 of the Building 8ties Law
(2001 Revision).

PART Il .Systems and Trainingto Prevent Money Laundering

5.(1) A person shall not, in the course of relevamaricial business carried on by him in or from the
Islands, form a business relationship, or carryaoohe-

off transaction, with or for another unless he

(a) maintains the following procedures establisineelation to that
business
(i) identification procedures in accordance witgukations 7 and 9;
(i) record-keeping procedures in accordance vétjutation 12;

(iii) except where the person concerned is an iddaf who in the
course of relevant financial business does not eynpi act in
association with any other person, internal repgrfirocedures in
accordance with regulation 14; and

(iv) such other procedures of internal control I{iiing an appropriate
internal audit function) and communication as mayappropriate
for the purposes of forestalling and preventing eyolaundering;

(b) complies with the identification and record gigg requirements of
PartVII;

(c) takes appropriate measures from, time to tfovethe purposes of
making employees whose duties include the handifriglevant
financial business aware of
(i) the procedures under paragraph (a) which aietaiaed by him

and which relate to the relevant financial busiriass
question; and

(i) the enactments relating to money launderingl a

(d) provides such employees from time to time wi#tining in the
recognition and handling of transactions carrietlyy or on behalf of,
any person who is, or appears to be, engaged iryrlanndering.

(2) Whoever contravenes this regulation is guifta offence and liabléa) on
summary conviction, to a fine of five thousand drdl or

(b) on conviction on indictment, to a fine and tgprisonment for two years.

(3) In determining whether a person has complieith wny of the requirements of subregulation

1)

(@) a court shall take into account any relevamtestisory or regulatory guidance which
applies to that person; and

(b) a court may take into account any other relegaidance issued by a body that regulates,
or is representative of, any trade,
profession, business or employment carried on atygbrson.

(4) In proceedings against a person for an offamuder this regulation, it shall be a defence for
that person to show that he took all reasonabfessted exercised all due diligence to avoid conimgitt
the offence.

(5) In this regulation-
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“enactments relating to money laundering” meanseh&ctments referred to in regulation 2(2) and the
provisions of these regulations; and

“supervisory or regulatory guidance” means guidaisseed, adopted or approved by the Authority or
contained in regulations or a code of practiceadsunder the principal Law.

6. (1) Where an offence under regulati®rcommitted by a body corporate is proved to havenbee
committed with the consent or connivance of, doéattributable to any neglect on the part of reator,
manager, secretary or other similar officer of bloely corporate or a person who was purporting ténac
any such capacity he, as well as the body corposhtdl be guilty of that offence and shall be léato be
proceeded against and punished accordingly.

(2) Where the affairs of a body corporate are madday the members, subregulation (1) shall
apply in relation to the acts and defaults of a imemn connection with his functions of managenant
if he were a director of a bodyprporate.

(3) Where an offence under regulatisrcommitted by a partnership, or by an unincorporated
association other than a partnership, is proveétht@ been committed with the consent or connivaifice
or is attributable to any neglect on the part ofiagtner in the partnership or a person concerndtd
management or control of the association, he, dlsasghe partnership or association, shall betgaf
that offence and shall be liable to be proceedaihagand punisheatcordingly.

PART Il -Identification Procedures
7. (1) Subject to regulations 8 and 10, identifamatprocedures maintained by a person are in aaccel
with this regulation if in Cases | to 4 they re@gulitransactions as soon as is reasonably practicdier
contact is first made between that person and plicapt for business concerning any particular hess
relationship or one-off transaction -

(a) the production, by the applicant for busine$satisfactory evidence of his identity; or
(b) the taking of such measures specified in tloeguaiures as will produce satisfactory
evidence of his identity,
and the procedures are, subject to subregulatiprin(@ccordance with this regulation
if they require that where that evidence is notated the business relationship or
one-off transaction in question shall not procerylfarther.

(2) Case 1is any case where the parties fonragmive to form a business relationship between
them.

(3) Case 2 is any case where, in respect of amofiteansaction, a person handling the
transaction-

(a) knows or suspects that the applicant for bgsiieengaged in money
laundering other than terrorist financing, or tteg transaction is
carried out on behalf of another person engageabiney laundering
other than terrorist financing; or

(b) knows or has reasonable cause to suspechthapplicant for business
is engaged in terrorist financing, or that the $ation is carried out on
behalf of another person engaged in terrorist fiivam

(4) Case 3is any case where, in respect of ampffrieansaction, payment is to be made by or
to the applicant for business of the amount oééft thousand dollars or more.

(5) Case 4 is any case where, in respect of two or mueeofftransactions

(a) it appears at the outset to a person handtiggathe transactions
(i) that the transactions are linked; and
(i) that the total amount, in respect of all oéttnansactions, which is
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payable by or to the applicant for business igéift
thousand dollars or more; or
(b) atany later stage, it comes to the attentfsuoh a person that sub-

paragraphs (i) and (ii) of paragraph (a) are datisf

(6) The procedures referred to in subregulatiorafg)in accordance with this regulation if,
when a report is made in circumstances falling witbase 2 (whether in accordance with
regulation 14 or directly to the Reporting Authgyjtthey provide for steps to be taken in
relation to the one-off transaction in questiomatordance with any directions that may be

given by the Reporting Authority.

(7) Inthese regulations, references to satisfgauvidence of a person’s identity shall be
construed in accordance with regulation 11(1).

8. (1) Where satisfactory evidence of the iderditan applicant for business would, apart from this
regulation, be required under identification praged in accordance with regulation 7 but

(@) the circumstances are such that a paymentois toade by the applicant for business; and
(b) itis reasonable in all the circumstances
(i) for the payment to be sent by post or delivargdhand or by any electronic means
which is effective to transfer funds;
or
(i) for the details of the payment to be sent bgtpor delivered by hand, to be given on
the telephone or to be given by any
other electronic means,

then, subject to subregulation (2), the fact thatpgayment is debited from an account held in the
applicant’'s name at a licensee under the BankSJ aumst Companies Law (2007 Revision) or at a bank
that is regulated in, and either based or incotedran or formed under the laws of, a country Sietin
the Third Schedule (whether the account is helthbyapplicant alone or jointly with one or moreeath
persons) shall be capable of constituting the requévidence of identity.

(2) Subregulation (1) shall-

(&) not have effect to the extent that the circamses of the payment fall within Case 2;

(b) not have effect to the extent that the payngemade by a person for the purpose of
opening a relevant account with a licensee
under the Banks and Trust Companies Law (2007 Reyisand

(c) cease to have effect in relation to an apptié@anbusiness where onward payment is to be

made in any way other than results in
() areinvestment on behalf of the applicant with same institution engaged in

relevant financial business; or
(i) a payment made directly to the applicant,

so that the evidence of identity of the applicahioh would have been required but for the operatibn
subregulation (1) shall be obtained before paynoéithe proceeds is made (unless by operation of law
the payment of the proceeds requires to be madetriastee in bankruptcy, a liquidator, a trustaeaio
insane person or a trustee of the estate of a sedgeerson).

(3) For the purposes of subregulation (I)(b), @lkbe immaterial whether the payment or its
details are sent or given to a person who is bdwynekgulatiorb(1) or to some other person
acting on his behalf.

4) In this regulation-

“relevant account” means an account from which gnpnt may be made by any
means to a person other than the applicant fonbsesj whether such a payment
(&) may be made directly to such a person fromateount by or on
behalf of the applicant for business; or
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(b) may be made to such a person indirectly asultref
(i) a direct transfer of funds from an account frevhich no such
direct payment may be made to another account; or
(i) achange in any of the characteristics ofdbeount.

9. (1) This regulation applies where, in relatioratperson who is bound by r regulation 5(1), an
applicant for business is or appears to be actingravise than as principal.

(2) Subject to regulation 10, identification prouegs maintained by a person are in accordance
with this regulation if, in a case to which thiguéation applies, they require reasonable
measures to be taken for the purpose of estahbiigheidentity of any person on whose
behalf the applicant for business is acting,

(3) Indetermining, for the purposes of subregafa{), what constitutes reasonable measures
in any particular case, regard shall be had tthalcircumstances of the case and, in
particular, to best practice which, for the timénigeis followed in the relevant field of
business and which is applicable to those circumcsta

(4) Without prejudice to subregulation (3), if tbenditions mentioned in subregulati(®) are
fulfilled in relation to an applicant for businesko is, or appears to be, acting as an agent
for a principal (whether undisclosed or disclosadréference purposes only) it shall be
reasonable for a person bound by regulation 5(&gtept a written assurance from the
applicant for business to the effect that evidesfdhe identity of any principal on whose
behalf the applicant for business may act in retato that person will have been obtained
and recorded under procedures maintained by thé&appfor business; but a person bound
by regulation 5(1) remains liable for any failucesb obtain and record satisfactory
evidence of such identity.

(5) The conditions referred to in subregulation (4)thed, in relation to the business
relationship or transaction in question, thereraesonable grounds for believing that the
applicant for business

(@) acts in the course of a business in relatiowhih an overseas regulatory authority
exercises regulatory functions; and

(b) is based or incorporated in, or formed under [dw of, a country specified in the
Third Schedule.

(6) In subregulatiors) and regulation 10-

“overseas regulatory authority” means an authowityich, in a country outside the
Islands, exercises a function corresponding toatustry function of the Authority in
relation to relevant financial business in therdis

10. Subject to subregulation (2), identificatiomgedures under regulations 7 and 9 shall not reguiy
steps to be taken to obtain evidence of any pesddentity-

(@) where there are reasonable grounds for betigtiat the applicant for business is a person
who is bound by regulation 5(1);

(b) where there are reasonable grounds for beligtviat the applicant for business is himself

() acting in the course of a business in relation tdctv an overseas regulatory
authority, as defined in regulation 9(6), exercisggilatory functions; and

(i) is based or incorporated in, or formed under law of, a country specified in the
Third Schedule;

(c) where a one-off transaction is carried out with for a third party pursuant to an
introduction effected by a person who has providedassurance that evidence of the
identity of all third parties introduced by him Wilave been obtained and recorded under
procedures maintained by him, where that persamtifies the third party and where

i) that person falls within paragraph (a); or
EII) there are reasonable grounds for believing that dbeditions mentioned in
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regulation 9(5)(a) and (b) are fulfilled in relatito him;

(d) where the person who would otherwise be redquivebe identified, in relation to a one-off
transaction, is the person to whom the proceedthaif transaction are payable but to
whom no payment is made because all of those pidgcaee directly reinvested on his
behalf in another transaction

(i) of which arecord is kept; and
(i) which can result only in another reinvestmergde on that person’s behalf or in a
payment made directly to that person;

(e) in relation to insurance business consisting pblicy of insurance in connection with a
pension scheme taken out by virtue of a persomdract of employment or occupation
where the policy

(i) contains no surrender clause; and
(i) may not be used as collateral for a loan;

() in relation to insurance business in respectwdfich a premium is payable in one
installment of an amount not exceeding two thoustoitars; or

(g) in relation to insurance business in respect ofcivta periodic premium is payable and
where the total payable in respect of any calerygar does not exceed eight hundred
dollars.

(2) Nothing in this regulation shall apply in cirogtances falling within Case 2.

(3) In this regulation-

“calendar year” means a period of twelve monthsrbegg on the 31st December.

11. (1) For the purposes of these regulations,eene of identity is satisfactory if
(a) it is reasonably capable of establishing thatapplicant is the person he claims to be;
and
(b) the person who obtains the evidence is satisfie accordance with the procedures
maintained under these regulations in relatioméorelevant financial business concerned,
that it does establish that fact.

(2) In determining for the purposes of regulati¢h)the time span in which
satisfactory evidence of a person’s identity hasgmbtained, in relation to any
particular business relationship or one-off tratisag all the circumstances shall be
taken into account including, in particular

(a) the nature of the business relationship orafh&-ansaction concerned;

(b) the geographical locations of the parties;

(c) whether it is practical to obtain the evidebedore commitments are
entered into between the parties or before moneygsa and

(d) inrelation to Case 3 or 4, the earliest stagehich there are
reasonable grounds for believing that the total amhpayable by
an applicant for business is fifteen thousand deka& more.

PART IV -Record-keeping Procedures

12. (1) Record-keeping procedures maintained bgragm are in accordance with this regulation if/the
require the keeping, for the prescribed periodheprocedures
following records

(@) in any case where, in relation to any businedationship that is formed or one-off
transaction that is carried out, evidence of agressidentity is obtained under procedures
maintained in accordance with regulation 7 or $e@ord that indicates the nature of the
evidence and
(i) comprises a copy of the evidence;

(ii) provides such information as would enable pycof it to be obtained; or

(iii) in a case where it is not reasonably pradileao comply with sub-paragraph (i) or
(ii), provides sufficient information to enable tldetails as to a person’s identity
contained in the relevant evidence to be re-obtkiasd

(b) a record containing details relating to allnsactions carried out by that person in the
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(2)

(@)

(b)

course of relevant financial business.

For the purposes of subregulation (1), theqsileed period is, subject to subregulation (3),
the period of at least five years commencing with

in relation to such records as are describgriagraph (a), the date on which the relevant
business was completed within the

meaning of subregulation (4); and

in relation to such records as are describegpdaragraph (b), the date on which all
activities taking place in the course of the

transaction in question were completed.

(3) Where a person who is bound by regulaticn.

(a)
(b)
(©)

forms a business relationship or carries aneoff transaction with another person;

has reasonable grounds for believing thatpgbkason has become insolvent; and

after forming that belief, takes any step floe fpurpose of recovering all or part of the
amount of any debt payable to him by

that person which has fallen due,

the prescribed period for the purposes of subréigulgl) is the period of at least five years comuieg
with the date on which the first such step is taken

(4)

For the purposes of subregulation (2)(a), thie én which relevant business is completed is

@ in circumstances falling within Case 1, theedaftthe ending the business
relationship in respect of whose formation the ursldoregulation (I)(a) was
compiled;

(b) in circumstances falling within Case 2 or I3 date of the completion of all

activities taking place in the course of the onktodnsaction in respect of
which the record under (1)(a) was compiled; or

(©) in circumstances falling within Case 4, thetedaf the completion of all
activities taking place in the course of the last-off transaction in respect of
which the record under subregulation (I)(a) was jgited,

and where the formalities necessary to end a bssinelationship have not been
approved, but a period of five years has elapsadesthe date on which the last
transaction was carried out in the course of ted#tionship, then the date of the
completion of all activities taking place in theucse of that last transaction shall be
treated as the date on which the relevant busimassompleted.

13. (1) For the purposes of regulation 12(3)(lheeson shall be taken to be Insolvent, but only if

(@)

he has been adjudged bankrUpt or has made @osition or arrangement with his
creditors;

(b) he has died and his estate falls to be administereatcordance with an order under

(©)

(2)

section 66 of the Bankruptcy Law (1997 Revisiom); o

where that person is a company, a winding up oodem administration order has been
made or a resolution for voluntary winding up leeen passed with respect to it, or a
receiver or manager of its undertaking has beew dppointed, or possession has been
taken, by or on behalf of the holders of any delnest secured by a floating charge, of
any property of the company comprised in or subjecthe charge, or a voluntary
arrangement has been sanctioned under section 8theofCompanies Law (2007
Revision).

Where a person bound by regulation 5(1) -

(@) is an appointed representative; and
(b) s not
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(i) a licensee under the Banks and Trust Compdraes(2007
Revision);
(i) alicensee under the Insurance Law (2008 Revision);
(iii) a licensed mutual fund administrator undesz tutual
Funds Law (2007 Revision); or
(iv) the holder of a licence under the Companieandyementoos
RevisionLaw (2003 Revision),

it shall be the responsibility of the appointed ressentatives’ principal to ensure that record-kegpi
procedures in accordance with regulation 12 arentamied in respect of any relevant financial busine
carried out by the appointed representative wtddinvestment business carried on by him for whieh t
principal has accepted responsibility.

(3) Where record-keeping procedures in accordanite regulation 12 are not maintained in
respect of business relationships formed, and déh&ansactions carried out, in the course of such
relevant financial business as is referred to lorsgulation (2), an appointed representative’sqgiped
shall be regarded as having contravened regulatiomespect of those procedures and he, as welieas t
appointed representative, shall be guilty of arerde and shall be liable to be proceeded agaimst an
punished accordingly.

(4) In this regulation-

“appointed representative” means a person
(@) who is employed by a person under a contractdovices which
i) requires or permits him to carry on relevangficial business; and
(i) either prohibits him from giving advice aboeahtering into investment agreements
with persons other than his principal, or enables grincipal to impose such a
restriction or to restrict or prohibit the kindsadvice which he may give; or
(i) either prohibits him from procuring persorsénter into investment agreements with
persons other than his principal, or enables hixjmal to impose such a prohibition
or to restrict the kinds of investment to which #tggeements may relate or the other
persons with whom they may be entered into; and
(b) for whose activities in carrying on the wholepart of that relevant financial business his
principal has accepted
responsibility in writing,

and the relevant financial business carried onHey dppointed representative as such is the relevant
financial business for which his principal has ged responsibility.

PART V .Internal reporting procedures

14. Internal reporting procedures maintained byees@n are in accordance with this regulation ifythe
include provisions-

(a) identifying a person (“the appropriate persot@’)whom a report is to be made of any
information or other matter which comes to therditm of a person handling relevant
financial business and which, in the opinion of gerson handling that business, gives
rise to.

(i) a knowledge or suspicion that another persoengaged in money laundering other
than terrorist financing; or

(i) a knowledge or reasonable suspicion that agrotherson is engaged in terrorist
financing;

(b) requiring that any such report be considerethénlight of all other relevant information
by the appropriate person, or by another designatesbn, for the purpose of determining
whether or not the information or other matter eamed in the report does give rise to
such a knowledge or suspicion;

(c) for any person charged with considering a repoaccordance with paragraph (b) to have
reasonable access to other information which magfb&ssistance to him and which is
available to the person responsible for maintainihg internal reporting procedures
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concerned; and
(d) for securing that the information or other reattontained in a report is disclosed to the

Reporting Authority where the person who has carsid the report under the procedures

maintained in accordance with the preceding prowsiof this regulation

(i) knows or suspects that another person is emngagenoney laundering other than
terrorist financing; or

(i) knows or has reasonable cause to suspectti@her person is engaged in terrorist
financing.

PART VI - Duty to Report Evidence of Money Laundering Other Than
Terrorist Financing

15. (1) Subject to subregulation (2), this Pampl@s to the Authority and to a minister or officia
member in the exercise, in relation to any persamying on relevant financial business, of hisigtaty
or official functions.

(2) This Part does not apply to any disclosurenfifrimation to which Part 2 of Schedule 1 to the
Terrorism Law, 2003 relates.

16. (1) Subject to subregulation (2), where thehatity, a minister or official Member -
(@) obtains any information; and
(b) is of the opinion that the information indieatthat any person has or may have been
engaged in money laundering, he shall, as soos @sasonably practicable, disclose that
information to the Reporting Authority.

(2) Where any person is a secondary recipient @drimation obtained by the Authority, a
minister or official member, and that person forswch an opinion as is mentioned in
subregulation (I)(b), that person may discloseitifi@mation to the Reporting Authority.

(3) Where any person employed by the Authority,capied by the Authority to act as the
Authority’s agent, employed by any such agent opleyed by the Government in the ministry or
portfolio of a minister or official-

(a) obtains any information whilst acting in theucge of any investigation, or discharging
any functions, to which his
appointment or authorisation relates; and

(b) is of the opinion that the information indicathat a person has or may have been
engaged in money laundering,

that person shall, as soon as is reasonably pabteiceither disclose that information to the Répgr
Authority or disclose that information to the Authp, minister or official member by whom he was
appointed or authorised.

(4) Any disclosure made by virtue of subregulatighsto (3) shall not be treated as a breach of any
restriction imposed by statute or otherwise.

(5) Any information.

(@) which has been disclosed to the Reporting Aitthby virtue of subregulations (1) to (4);
and

(b) which would, apart from subregulation (4), lbject to such a restriction as is mentioned
in that subregulation,

may be disclosed by the Reporting Authority, or peyson obtaining the information directly or
indirectly from the Reporting Authority, in connamt with the investigation of any criminal
offence or for the purposes of any criminal prodegsl, but not otherwise.
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(6) In this regulation “secondary recipient”, inlation to information obtained by the Authority, a
minister or official member, means any person t@mtthat information has been passed by the
Authority, a minister or official member.

PART VIl -Identification and Record Keeping Requirements Relang to Wire Transfers

17.(1) Subject to subregulations (2) and (3), thig Bpplies to transfers of funds, in any currencliclv
are sent or received by a payment service proddeying on business in or from within the Islands.

(2) This Part does not apply to transfers of fucalisied out using a credit or debit card, if-

(a) the payee has an agreement with the paymerntesegrovider permitting payment for the
provision of goods and services; and

(b) aunique identifier, allowing the transactiorbie traced back to the payer, accompanies
such transfer of funds.

(3) This Part does not apply to transfers of funds

(@) where the payer withdraws cash from his ordwar account;

(b) where there is a debit transfer authorisatietwien two parties permitting payments
between them through accounts, if a unique idemtfccompanies the transfer of funds,
enabling the person to be traced back;

(c) where truncated cheques are used,;

(d) for fines, duties or other levies within théatsds; or

(e) where both the payer and the payee are payseerite providers acting on their own
behalf.

18. (1) Subject to regulation 19, a payment serpicwider of a payeshall ensure that transfers of funds
are accompanied by complete information on the paye

(2) The payment service provider of the payer shaflore transferring the funds, verify the complet
information on the payer on the basis of documetat or information that meet the requirements
of regulation 11(1).

(3) Inthe case of transfers of funds from an antoterification may be deemed to have taken place
if-
(a) the payer’s account is held at a licensee utideBanks and
Trust Companies Law (2007 Revision); or

(b) the payer is a person who is bound by reguigii@), but regulation
8(2)(a) and (b) shall, with necessary changesyappl

(4) The payment service provider of the payer shailfive years, keep records of complete
information on the payer which accompanies tragsééfunds.

19. Where both the payment service provider optiger and the payment service provider of the payee
are situated in the Islands, transfers of fundd bearequired to be accompanied only by the actoun
number of the payer or a unique identifier allowihg transaction to be traced back to the payer;ifou

so requested by the payment service provider opélyee, the payment service provider of the payer
shall make available to the payment service provid¢he payee complete information on the payer,
within three working days of receiving that request

20. In the case of batch file transfers from alsipgyer where the payment service providers of the
payees are situated outside the Islands, regula8¢h) shall not apply to the individual transfbrsidled
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together therein, if the batch file contains thdiormation and the individual transfers carry theaunt
number of the payer or a unique identifier.

21. The payment service provider of a payee slaak leffective procedures in place in order to detec
whether, in the messaging or payment and settleaystém used to effect a transfer of funds, the
following information on the payer is missing

(a) for transfers of funds where the payment servicwider of the payer is situated in the
Islands, the information required under regulatién

(b) for transfers of funds where the payment serpiovider of the payer is situated outside
the Islands, complete information on the payemwloere applicable, the information
required under regulation 26; and

(c) for batch file transfers where the paymentiserprovider othe payer is situated outside the
Islands, information on the payer as referred teegulation 20 in the batch file transfer
only, but not in the individual transfers bundléérein.

22. Where the payment service provider of the pagtects, when receiving transfers of funds, that
information on the payer required under this Parhissing or incomplete it shall either reject titamsfer
or ask for completgayerinformation on the payer; and, in any event, thengent service provider of tgayee
shall comply with the Law, the Terrorism Lagg03 and these regulations.

(2) Where a payment service provider regularlysfeil supply the required information on the payfes,
payment service provider of the pays&all adopt reasonable measures to have the papearetite
provider of the payer correct the failures, before

(@) rejecting any future transfers of funds fromtthayment servicgrovider;

(b) restricting its business relationship with tpayment service provider;
or
(c) terminating its business relationship with thayment servicgrovider,

and the payment service provider of the payee sbpbirt to the Reporting Authority
and to the Authority any such decision to restoicterminate itdusiness relationship
with that payment service provider.

23. The payment service provider of the payee sloalsider missing dncomplete information on the payer as
a factor in assessing whether the transfer of fumdany related transaction, is suspicious, anether it
must be reported to the Reporting Authority, inaadance with the Law arttlese regulations.

24. The payment service provider of the payee stulfive years, keep records of any information
received on the payer.

25. Intermediary payment service providers shaduea that all information received on the payet tha
accompanies a transfer of funds is kept with thedfer.

26. (1) This regulation applies where the paymentise provider of the payer is situated outside th
Islands and the intermediary payment service peniilsituated within the Islands, in respect of
transfers of funds by the intermediary paymentisergrovider within the Islands.

(2) Subject to subregulation (3), the intermedjaglyment service provider may use a payment system
with technical limitations which preveinformation on the payer from accompanying thegfanof
funds to sendransfers of funds to the payment service provideéhe payee.

(3) Where the intermediary payment service provideeives a transfer of funds that does not have
complete information on the payer as required uthisrPart, it shall only use a payment system
with technical limitations if it is able to infortihe payment service provider of the payee thereof,
using a manner of communication accepted by, aeahbetween, both payment service
providers.
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(4) Where the intermediary payment service provigers a paymesystem with technical limitations,
the intermediary payment service provigéall, upon request from the payment service peyvid the
payee, makavailable to the payment service provider of thgepaall the information on thgayer which
it has received, irrespective of whether it is ctetgor not, within three working days of receiving

that request.

(5) Inthe cases referred to in subregulations(®) (3), the intermediary payment service provider
shall, for five years, keep records of all inforroatreceived.

27. Payment service providers shall respond fully without delay to enquiries from the Reporting
Authority concerning the information on the payec@mpanying transfers of funds and corresponding

records.

28. Where there is an inconsistency between thagions of this Part and amygnfictsother provision of
these regulations, the provisions of this Partlgiralail, to the extent of the inconsistency.

FIRST SCHEDULE
regulation 2

CLASSES OF LONG TERM BUSINESS
Number Description Nature of Business

I Life and annuity Effecting and carrying out cauts of
insurance on human life or contracts to pay anesibin human life,

but excluding (in each case) contracts withiass 11l below.

I Marriage and birth  Effecting and carrying oantracts of insurance to provide a sum
on marriage or on the birth of a child, being caots expressed to
be in effect for a period of more than one year.

1] Linked long term Effecting and carrying outrdoacts of insurance on human life or
contracts to pay annuities on human life wherebtimefits are wholly
or partly to be determined by reference to theevali) or the income from,
property of anydescription (whether or not specified in the coctsh
or by reference to fluctuations in, or in an inadxthevalue of
property of any description (whether or not so #jest).

A Permanent health  Effecting and carrying out cacts of

insurance providing specified benefits against
risks of persons becoming incapacitated in
consequence of sustaining injury as a result of an
accident, of an accident of a specified class or of
sickness or infirmity, being contracts that-
€) are expressed to be in effect for a
period of not less than five years or until
the normal retirement age for the persons
concerned, or without limit of time; and
(b) either are not expressed to be
terminable by the insurer, or are
expressed to be so terminable only in
special circumstances mentioned in the

contract.
\% Tontines Effecting and carrying out tontines.
Vi Capital redemption Effiagt and carrying out capital redemption
contracts.
VI Pension fund Effecting and carrying out-
management (a) contracts to manage the
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investments of pension funds; or
(b) contracts of the kind mentioned
in paragraph (a) that are combined
with contracts of insurance
covering either conservation of
capital or payment of a minimum
interest.

SECOND SCHEDULE

regulation 4(1 )(g)

LIST OF ACTIVITIES FALLING WITHIN THE DEFINITION OF “RELEVANT FINANCIAL
BUSINESS”

1. Acceptance of deposits and other repayable ftrodsthe public.
2. Lending.
3. Financial leasing.
4. Money transmission services.
5.1ssuing and administering means of payment (eegliccards, travellers
cheques and bankers drafts).
6. Guarantees and commitments.
7. Trading for own account or for account of custosnn.
(@) money market instruments (cheques, bills, GB&);
(b) foreign exchange;
(c) financial futures and options;
(d) exchange and interest rate instruments; or
(e) transferable securities.

8. Participation in securities issues and the @iowi of services related to suishues.

9. Advice to undertakings on capital structure ustdal strategy and related questions and advide a
services relating to mergers and the purchase déntekings.

10. Money broking.

11. Portfolio management and advice.

12. Safekeeping and administration of securities.
13. Safe custody services.

14. Financial, estate agency and legal servicedqed in the course of business relating to the,sal
purchase or mortgage of land or interests in landehalf of clients or customers.

15. The services of listing agents and broker membkthe Cayman Islands Stock Exchange as defined
in the CSX Listing Rules and the Cayman Island iStexchange Membership Rules respectively.
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16. The conduct of securities investment business.

17. Dealing in precious metals or precious stomdgn engaging in a cash transaction of fifteen

thousand dollars or more.

THIRD SCHEDULE

regulation 9(5)(b)

COUNTRIES AND TERRITORIES WITH EQUIVALENT LEGISLATI ON

Argentina
Australia
Austria
Bahamas
Bahrain
Barbados
Belgium
Bermuda
Brazil
British Virgin Islands
Canada
Denmark
Finland
France
Germany
Gibraltar
Greece
Guernsey
Hong Kong
Iceland
Ireland

Isle of Man

Israel

Italy

Japan

Jersey
Liechtenstein
Luxembourg
Malta

Mexico
Netherlands
New Zealand
Norway
Panama
Portugal
Singapore
Spain

Sweden
Switzerland
Turkey

United Arab Emirates
United Kingdom
United States of America

Publication in consolidated and revised form au#isar by the Governor in Cabinet

this 13th day of May, 2008.
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Appendix D - Anti-Money Laundering Flowchart Summ&f Identification Checks

Note: This flow chart is designed as a summary dwmnt and may not be exhaustive.
Financial Institutions should refer to specific pigons within the legislation and the
Guidance Notes to ascertain the full requirements

DIRECT APPLICANTS FOR BUSINESS

Are there reasonable
grounds for believing that
the Applicant for Business
is a ‘Special Case’ as

YES NO

Document the basis on
which this assessment is
made & obtain any
supplementary
documentation as outlined
in the Guidance Notes

S the transaction covered
under the “Exempted
Categories” as outlined in
he Guidance Notes

NO

!

Full identification and KYC
checks to be made on the
Applicant for Business —
see Section 3 of these
Guidance Notes

YES

No further identification
checks required at that stage
p»| on acceptance of Applicant
for Business as a client

provided there is no
suspicion of money
laundering
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Appendix E- Request For Verification Of Customer Identity

Financial Institutionausing this form must obtain the prior consenthd tustomer to
avoid breaching confidentiality).

To: (Address of financial From: (Stamp of financial
institution to which institution sending
request is sent) the letter)

Dear Sirs,

REQUEST FOR VERIFICATION OF CUSTOMER IDENTITY

In accordance with the Cayman Islands Anti-Moneyrdering Guidance Notes for
Financial Services Providers, we write to requestryerification of the identity of our
prospective customer detailed below.

Full name of customer

Title:(Mr/Mrs/Miss/Ms)
SPECIFY

Address including postcode (as given by customer)

Date of birth: Account No. (if known

A specimen of the customer's signature is attached.
Please respond promptly by returning the tear-offipn below. Thank you.

To:  The Manager (originating institution) FromStémp of sending Financial
Institution)

Request for verification of the identity of [titend full name of customer]

With reference to your enquiry dated
we:

(*Delete as applicable)

1. Confirm that the above customer *is/is not knowm us. If yes, for
years.
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2. *Confirm/Cannot confirm the address shown inryenquiry. If yes, the nature
of evidence held

IS

3. *Confirm/Cannot confirm that the signature refaroed in your enquiry appears
to be that of the above customer.

Name:
Signature:

Job Title: Date:

The above information is given in strict confidgnt@ your private use only, and
without any guarantee or responsibility on the pafrthis institution or its officials.
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Appendix F - Eligible Introducer's Form
(To be completed by the Introducer)

Information about the Introducer

Name of Introducer:

Address of Introducer:

Telephone number: Fax number

Email:

Name of Applicant for Business

Address of Applicant for Business:

I/We confirm that I/We am/arefPlease tick as appropriate]

1. A Financial Service Provider in a schedule 3ntguas
defined by the Money Laundering Regulations of@lagman Islands

2. An institution which belongs to the same corpogroup as the Caym
Islands Financial Services Provider

3. A Professional Intermediary in a schedule 3 tguas defined by
the Money Laundering Regulations of the Caymamuiida
(specify which country)

4, A member of a local association or professidioaly to which the
regulations apply which is subject to disciplingrgcedures for
failure to conduct relevant financial businessanadance with
equivalent rules and guidelines to the Money LaundeRegulations
of the Cayman Islands.

5. A business which is subject to the Money LaumdeRegulations
of the Cayman Islands

Name and address of relevant regulator/professioogy

| confirm that | have satisfactory evidence of tentity of the introduced client and
will on request provide a copy of that evidencetissactory evidence is such evidence
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as will satisfy the anti-money laundering regimeahe Schedule 3 country from which
the introduction is made.

Name:

Signature:

Job
Title:

Date:

OR

| confirm that under the law of the Schedule 3gdidtion from which the introduction
is made, | am not required to have evidence of tiderof the client since the
relationship existed before the implementationhaf anti-money laundering regime. |
confirm that the applicant has been a client ofemsimce DD/MM/YY and | am not
aware that the applicant has been found to be ®rbean suspected of activity that
would presently constitute a money laundering aféeri also confirm that | have fully
complied with the anti-money laundering regime tack | am subject.

Name:

Signature:

Job Title:

Date:
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Appendix G - Introduced Business Flow Chart

Note: This flowchart is designed as a summary decirand may not be exhaustive.
Financial Services Providers should refer to speqirovisions within the legislation

and the Guidance Notes to ascertain the full reguients.

S the transactio
within the
exempted one-off
ansaction limi

NO

to rely upon the
Exemption in the
Law?

NO

Does the
Introducer qualify
as an “Eligible
Introducer”?

v

YES

NO

business in place which
comply with the requirements of
the Regulations and the
Guidance Notes?2

YES NO

as a complete
“Eligible

Introducer” Form

heen received?

YES

NO

A A A

A \ 4

No further KYC checks required at that
stage on acceptance of Applicant for
Business as a client provided there is

no suspicion of money laundering

Full KYC checks to be made on
Applicant for Business — see
section 3 of the Guidance Notes
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Appendix H - Approved Markets And Exchanges

In addition to the Cayman Islands Stock Exchantgefallowing are markets and
exchanges approved by thnetary Authorityas at [date], 2008. Amendments to this
list may be made by thdonetary Authorityfrom time to time. Such amendments will

be gazetted.

American Stock Exchange (AMEX)
Athens Stock Exchange

Australian Securities Exchange
Barcelona Stock Exchange

Berlin Stock Exchange

Bermuda Stock Exchange

Bilbao Stock Exchange

Bolsa de Comercio de Buenos Aires
Bolsa de Comercio de Santiago
Bolsa de Valores de Caracas
Bolsa de Valores de Lima

Borsa Italiana SPA

Boston Stock Exchange

Chicago Stock Exchange
Dusseldorf Stock Exchange
Euronext Brussels

Euronext Lisbon

London Stock Exdpan
Luxembourg Stock Exchange
Madrid Stock Excleang
Mexican Stock Exchange
Montreal Exchange
Munich Stock Exchange
Nagoya Stock Exchange
NASDAQ
National Stock Exghan
New York Stock Exchange
New Zealand Stock Exchange
NYSE Arca
OMX Nordic Exchange
Osaka Securities Exchange
Oslo Stock Exchange
Philadelphia Stock Exchange

Rio de Janeiro Stock Exchange
Euronext NV
Euronext Paris

Séo Paulo Stock Exchange (Bovespa)
Singapore Exchange

Frankfurt Stock Exchange
Fukuoka Stock Exchange

Hamburg and Hannover Stock Exchange

Hong Kong Stock Exchange
International Securities Exchange
Irish Stock Exchange
Johannesburg Stock Exchange
Korea Stock Exchange

Kuala Lumpur Stock Exchange
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Stuttgart Stock Exchange

SWX Swiss Exchange
Taiwan Stock&nge

Tel Aviv Stock Exchange

The Stock Excharid hailand

Tokyo Stock Exchange

Toronto Stock Exchange
Valencia Stock Exchange
Vienna Stock Exchange
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Appendix | - Internal Report Form
Name of customer:

Full account name(s):

Account no(s):

Date(s) of opening:

Date of customer’s birth:
Nationality:

Passport number:

Identification and references:

Customer’s address:

Details of transactions arousing suspicion:

As relevant:
Amount (currency) Dafaeceipt Sources of funds

Other relevant information:

Money Laundering Reporting Officer:

(The Reporting Officer should briefly set out tleason for regarding the transactions to
be reported as suspicious or, if he decides agaeysirting, his reasons for that
decision.)

Policy and Development Division 140
Cayman Islands Monetary Authority



Appendix J - Suspicious Activity Reporting Form

CONFIDENTIAL

FINANCIAL REPORTING AUTHORITY

Delivery Address:

80E Shedden Road

3" Floor, Elizabethan Square, Phase IV
George Town, Grand Cayman

Cayman Islands

Tel No. (345) 945-6267

Fax No. (345) 945-6268

Mailing Address:

P.O. Box 1054

Grand Cayman KY1 - 1102
Cayman lIslands

SUSPICIOUS ACTIVITY REPORT

Note: This form should preferably be typed usingead 12 point font.

Date of this Report: Date of Original Report (if applicable):
FRA Case No. (if known):

1. REPORTING ENTITY DETAILS:

Name of Reporting Entity: Reference of Reporting Entity:

Address of Reporting Entity:

Name of Money Laundering Reporting Officer:
Note: The name of an individual who is authorized to discuss the contents of this report must be
provided.

Phone number:

Fax number: Direct private fax: yes no

Do you wish to be contacted prior to faxes being sent to this number: yes no

Type of Reporting Entity:
(i.e. bank, trust company, mutual fund administrator, insurance manager, real estate agent etc.)

Nature of service(s) provided to the individual and / or entity that is the subject of this report:
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CONFIDENTIAL
FINANCIAL REPORTING AUTHORITY

2. SUBJECT(S) OF REPORT (Natural Persons):
Note: Please attach additional sheets as necessary.

Surname: First Name: Gender:

Date of Birth: Place of Birth: Nationality:

Occupation/Profession:

Address(es):

PO Box: Street No. and Name: City/Town
State/Province Country Zip/Postal Code:
Telephone No: Fax No.: E-Mail:

Identification Document Type:
(i.e. passport, driver’s license etc.)

Identification Document Number:

Date of Issue:

Place of Issue:

Account number(s) if applicable:

Other signatories on the account. (Please include relevant KYC details):

Other Information:
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CONFIDENTIAL
FINANCIAL REPORTING AUTHORITY

3. SUBJECT(S) OF REPORT (Legal Entities)

Note: Please attach additional sheets as necessary.

Entity Type (company, trust, partnership, charity, other):

Name of Entity:

Jurisdiction of Incorporation/Registration:

Date of Incorporation/Registration:

Purpose of Entity:

Registered Office Address (or address of Trustee or General Partner etc.):

Business Address (if different from registered office address):

NOTE: Please include relevant information for entity type (i.e. settlor and beneficiary information for a
trust). For each of the following which is a natural person please provide the information noted in
Section 2.

Shareholder(s):
Name(s):

Director(s):
Name(s)

Ultimate Beneficial Owner (s) if different from above:
Name(s):

Account number(s) if applicable:

Other signatories on the account: (Please include relevant KYC details):
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4. OTHER FINANCIAL SERVICE PROVIDERS INVOLVED IN ACTIVITY:
Name(s): Address(es):
Account number(s) if applicable:

Other Information:

5. REASON FOR SUSPICION

Note: Please include relevant details including date business relationship established/declined, source of
funds, value of assets currently held if any and nature of the suspicion. Attach additional sheets as
necessary.
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Appendix K - Examples Of Suspicious Activities

The examples within this Appendix are not exhaestior are they exclusive to any one
type of investment business. They may apply equallyortfolio managers, investment
advisers, stockbrokers, et al.

The fact that a particular kind of behaviour orgygf transaction is mentioned does not
of course mean that it is sinister. It may well &éan entirely innocent explanation. The
examples are intended to promote awareness andlatéra culture of deterrence to
money laundering.

Financial institutions should pay particular atientto:
Accounts

(1) Accounts that receive relevant periodical dépoand are dormant at other
periods. These accounts are then used in creafidgitimate appearing financial
background through which additional fraudulent\atiés may be carried out.

(2) A dormant account containing a minimal sum sunlg receives a deposit or
series of deposits followed by daily cash withdreswthat continue until the
transferred sum has been removed.

(3) When opening an account, the customer refusgsadvide information required
by the financial institution, attempts to reduce tavel of information provided to
the minimum or provides information that is mislegor difficult to verify.

(4) An account for which several persons have sigeaauthority, yet these persons
appear to have no relation among each other (efdrmily ties or business
relationship).

(5) An account opened by a legal entity or an oigggion that has the same address
as other legal entities or organisations but forcWwlthe same person or persons
have signature authority, when there is no appareobomic or legal reason for
such an arrangement (for example, individuals sgras company directors for
multiple companies headquartered at the same trgaic.).

(6) An account opened in the name of a recentlynéal legal entity and in which a
higher than expected level of deposits are mademmparison with the income of
the founders of the entity.

(7) The opening by the same person of multiple astointo which numerous small
deposits are made that in aggregate are not conumaeswith the expected
income of the customer.

(8) An account opened in the name of a legal ety is involved in the activities of
an association or foundation whose aims are relatéloe claims or demands of a
terrorist organisation.

(9) An account opened in the name of a legal enditioundation or an association,
which may be linked to a terrorist organisation dahdt shows movements of
funds above the expected level of income.

Deposits and withdrawals
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(1) Deposits for a business entity in combinatiohsnonetary instruments that are
atypical of the activity normally associated withck a business (for example,
deposits that include a mix of business, payrdll social security cheques).

(2) Large cash withdrawals made from a businessuatcnot normally associated
with cash transactions.

(3) Large cash deposits made to the account ofidimidual or legal entity when the
apparent business activity of the individual ontgrnwould normally be conducted
in cheques or other payment instruments.

(4) Mixing of cash deposits and monetary instrurag@ntan account in which such
transactions do not appear to have any relatiohemormal use of the account.

(5) Multiple transactions carried out on the sarag at the same branch of a financial
institution but with an apparent attempt to uséedént tellers.

(6) The structuring of deposits through multipleardches of the same financial
institution or by groups of individuals who entesiagle branch at the same time.

(7) The deposit or withdrawal of cash in amountsciiall consistently just below
identification or reporting thresholds.

(8) The presentation of uncounted funds for a aeamsn. Upon counting, the
transaction is reduced to an amount just below\ilitth would trigger reporting
or identification requirements.

(9) The deposit or withdrawal of multiple monetamgtruments at amounts which fall
consistently just below identification or reportitigresholds, particularly if the
instruments are sequentially numbered.

Wire Transfers

(1) Wire transfers ordered in small amounts in gpaaent effort to avoid triggering
identification or reporting requirements.

(2) Wire transfers to or for an individual wheréoirmation on the originator, or the
person on whose behalf the transaction is conductedot provided with the
wire transfer, when the inclusion of such inforraativould be expected.

(3) Use of multiple personal and business accoantthe accounts of non-profit
organisations or charities to collect and then &lfands immediately or after a
short time to a small umber of foreign beneficiarie

(4) Foreign exchange transactions that are perfdromebehalf of a customer by a
third party followed by wire transfers of the funtis locations having no
apparent business connection with the customeroocountries of specific
concern.

Characteristics of the customer or his/her businesactivity

(1) Funds generated by a business owned by indilsdof the same origin or
involvement of multiple individuals of the samegin from countries of specific
concern acting on behalf of similar business types.
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(2)

3)

(4)

(5)

(6)

Shared address for individuals involved in ciahsactions, particularly when the
address is also a business location and/or doeserat to correspond to the stated
occupation (for example student, unemployed, selieyed, etc.).

Stated occupation of the transactor is not censurate with the level or type of
activity (for example, a student or an unemployadividual who receives or
sends large numbers of wire transfers, or who malal/ maximum cash

withdrawals at multiple locations over a wide gexquric area).

Regarding non-profit or charitable organisasiofinancial transactions for which
there appears to be no logical economic purpose which there appears to be
no link between the stated activity of the orgatsaand the other parties in the
transaction.

A safe deposit box is opened on behalf of arcengial entity when the business
activity of the customer is unknown or such acyidbes not appear to justify the
use of a safe deposit box.

Unexplained inconsistencies arising from thecpss of identifying or verifying
the customer (for example, regarding previous arecu country of residence,
country of issue of the passport, countries visaedording to the passport, and
documents furnished to confirm name, address atedaddoirth).

Transactions linked to locations of concern

(1)

(2)

@)

(4)

(5)

(6)

Transactions involving foreign currency exchesighat are followed within a
short time by wire transfers to locations of speci€oncern (for example,
countries designated by national authorities; anthties where major AML/CFT
deficiencies have been identified by internatiooafjanisations, such as the
FATF).

Deposits are followed within a short time byreviransfers of funds, particularly
to or through a location of specific concern (faample, countries designated by
national authorities; and counties where major AGET deficiencies have been
identified by international organisations, suchiresFATF).

A business account through which a large nunalbéncoming or outgoing wire
transfers take place and for which there appeab® too logical business or other
economic purpose, particularly when this activéyta, through or from locations
of specific concern.

The use of multiple accounts to collect andthenel funds to a small number of
foreign beneficiaries, both individuals and bussess particularly when these are
in locations of specific concern.

A customer obtains a credit instrument or eegagh commercial financial
transactions involving movement of funds to or frlmoations of specific concern
when there appears to be no logical business reakwndealing with those
locations.

The opening of accounts of financial institasofrom locations of specific
concern.

Policy and Development Division 147
Cayman Islands Monetary Authority



(7) Sending or receiving funds by internationahsfars from and/or to locations of
specific concern.

Financial Services Providers

The examples given for intermediaries/introduceesy ralso be relevant to the direct
business oFinancial Services Providerdhe product provider will often effectively be
the counterparty of the intermediary and shouldalet to unusual transactions or
investment behaviour, particularly where under Regulations théinancial Services
Provider is relying on the intermediary/introducer for idéination of the customer.
The systems and procedures of Hieancial Services Providerare geared to serving
the needs of the "normal” or "average" investossthas is the most cost-effective
solution. Hence, unusual behaviour should be readintifiable.

Particular care should be taken where:-

(@) settlement of purchases or sales involves [ppears to involve) third parties
other than the investor;

(b) bearer shares (if available) are requested;

(© bearer or unregistered securities/near-caghumegnts are offered in settlement
of purchases;

(d) there is excessive switching;
(e) there is early termination despite front-eratliog or exit charges;

() they become aware that the customer's holdiag leen pledged to secure a
borrowing in order to gear up his investment atitgi

(9) they are managing or administering an unregdlatollective investment
scheme or pooled funds arrangement.

The routes and devices used to launder criminal may are limited only by the
imagination and ingenuity of those concerned. Thesare examples of potentially
suspicious transactions. The Authority is always glased to learn from Financial
Institutions of new examples and techniques they ame across in their day-to-day
business.
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Appendix L: Sources of Information on the Financingof Terrorism

Several sources of information exist that may Hielgncial institutions in determining
whether a potentially suspicious or unusual trafmsacould indicate funds involved in
the financing of terrorism and thus be subjectdporting obligations under national
anti-money laundering or antiterrorism laws ancutatpons.

A. United Nations lists

Committee on S/IRES/1267 (1999) website:
http://www.un.org/Docs/sc/committees/AfghanTemplatia

B. Other lists

(1) United States
Terrorism and financial intelligence

US Department of the Treasury website:
http://www.treas.gov/offices/enforcement/

(2) Council of the European Union

Council Regulation (EC) N° 467/2001 of 6 March 200fbn freezing Taliban
funds]

Council Decision (EC) N° 927/2001 of 27 Decembed12list of terrorist and
terrorist organisations whose assets should berfraz accordance with Council
Regulation (EC) N° 2580/2001]

Council Common Position of 27 December 2001 on iegipbn of specific
measures to combat terrorisfiist of persons, groups and entities involved in
terrorist acts]

EUR-lex websitehttp://eur-lex.europa.eu/en/index.htm

C. Standards
(1) Financial Action Task Force
FATF Special Recommendations on Terrorist Financing

a) FATF Forty Recommendations on Money Laundering
FATF website:

http://www.fatf-
gafi.org/document/28/0,2340,en 32250379 322369330 1 1 1 1,00.ht
mi#40recs

(2) UN Conventions and Resolutions
International Convention on the Suppression of dest Financing
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Website:http://untreaty.un. org/English/Terrorism.asp

UN Security Council Resolutions on Terrorism
Website:http://www.un.org/terrorism

(3) Council of the European Union

Council Regulation (EC) N° 2580/2001 of 27 Decen®®€x1 on specific
restrictive

measures directed against certain persons andiestitith a view to combating
terrorism

EUR-lex websitehttp://eur-lex.europa.eu/en/index.htm
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Appendix M - Glossary Of Terms

Applicant for Business
A person seeking to form a business relationshipaory out a one-off transaction,
with a person who is carrying out relevant finahbiasiness in the Islands.

Appropriate Person
Money Laundering Reporting Officer

Associations not for Profit

An association that is formed and maintained fer phirpose of promoting commerce,
art, science, religion, charity or any other usefoject where it is the intention of such
association to apply the profits if any, or othecame of the association in promoting
its objects and to prohibit the payment of any divid to the members of the
association, other than payment for reasonablecesrvendered

Authorised Person

An individual who conducts relevant financial buess, and is either licensed by the
Monetary Authority, or licensed by a body in a Stile 3 country with similar
functions to the Monetary Authority.

Authority
The Cayman Islands Monetary Authority

Business Relationship

Regulation 3(2) defines a business relationshigragrrangement between two or
more persons where the purpose of the arrangesmémfacilitate the carrying out of

transactions between the persons concerned omgaefre or habitual basis; and the
total amount of any payment or payments to be ntgdany person to any other in
the course of that arrangement is not known or ldapaf being ascertained at the
time the arrangement is made.

Exempted one-off transaction
A single or series of linked transactions whereatgregate sum is less than $15,000.

Financial Services Provider
A person or business conducting relevant finanbisiness as defined under the
legislation.

Financial Institution

Reference is made in these Guidance Notes to Raldnstitutions particularly in the
context of due diligence procedures necessary ah@ospective client is introduced
by or is a Financial Institution in a country wigquivalent legislation. In this
context, Financial Institutions refer not only tans but also to non bank financial
institutions, namely insurance companies, savinggpension societies, building
societies, security brokers and dealers, regulateelstment managers, bureaux de
change, credit unions, licensed or otherwise regdlaorporate trustees and the
following clearing agents, their operators and dépoes:
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i) Clearstream Banking Société Anonyme
i) Euroclear;

iii) Canadian Depository For Securities; and
iv) Depository Trust Company,

and such other clearing agents (their operators dapbsitories) as the Cayman
Islands Monetary Authority shall from time to tirdesignate.

Introducer
An individual or institution, which is introducingusiness to &inancial Services
Providerin the Cayman Islands

One-off transaction

Any transaction other than a transaction carriedimuihe course of an established
business relationship formed by a person actinthéncourse of relevant financial
business.

Relevant financial business
Defined in section 4(1) of the Money Laundering Bagions (2006 Revision)

Reporting Authority
The Reporting Authority as appointed by the Govemmader section 21 (2) of the
Proceeds of Crime Law.

Vigilance Policy

The policy, group-based or local, of an instituttorguard against:

(i) its business (and the financial system at [abgeng used for laundering; and

(i) the committing of any of the offens@inder the anti money laundering legislation of
the Cayman Islands by the institution itself orsitaff.
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