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Overview 

In the Cayman Islands, Virtual Asset Service Providers (“VASPsˮ) are regulated under the Virtual Assets (Service 
Providers) Act (“VASP Actˮ) (2024 Revision). The VASP Act provides for the regulation of VASPs engaged in the 
provision of virtual asset services in or from the Cayman Islands. Virtual asset services means the issuance of 
virtual assets or the business of providing one or more of the following services or operations for or on behalf of 
a natural or legal person or legal arrangement; exchange between virtual assets and fiat currencies and 
exchange between one or more other forms of convertible virtual assets, transfer of virtual assets, virtual asset 
custody services, virtual asset trading platforms, and participation in and provision of financial services related to 
a virtual asset issuance or the sale of a virtual asset.

The Cayman Islands adopted a phased approach to implementing the VASP Act and its corresponding 
supervisory framework. The framework is designed to align with the Financial Action Task Force (FATF) 
standards and recommendations of international standard-setting bodies, ensuring that the jurisdiction remains a 
reputable and secure environment for virtual asset activities. Phase 1 of the framework came into effect on 31 
October 2020, requiring VASPs to register with the Cayman Islands Monetary Authority (“CIMAˮ  or “the 
Authorityˮ), with regulatory oversight focused on Anti-Money Laundering, Countering the Financing of Terrorism, 
Combatting Proliferation Financing, Targeted Financial Sanctions (“AML/CFT/CPF/Sanctionsˮ), cybersecurity, and 
other key risk areas. Phase 2 commenced on 1 April 2025 and introduced a licensing regime for virtual asset 
trading platforms and custodians. It also included broader amendments enhancing both AML compliance and 
prudential requirements, further aligning the jurisdiction with international standards.

From September 2024 to February 2025, the Authority conducted a Thematic Desk-based Review (the 
“Reviewˮ) pursuant to section 6(1)(b) of the Monetary Authority Act (2020 Revision) (as amended) (the “MAAˮ ) 
and section 24(1)(c) of the VASP Act. The Review scope comprised 11 regulated VASPs (the “Selected 
Entitiesˮ) who perform a variety of services including exchange of virtual assets to virtual assets or fiat. Of 
these 11 regulated VASPs, 5 provide virtual asset custody services and these custody arrangements were also 
considered in the scope of the Review.  This report sets out the generalised key findings from the Review of 
VASPs registered pursuant to Section 6(3) of the VASP Act (“Registrantsˮ) and where necessary and 
appropriate, the Authority can issue individual reports to respective Registrants directly. The scope and 
methodology for the Review are set out in the Appendix. A separate Supervisory Circular on AML/CFT On-site 
and Off-site Supervision of the Virtual Asset Service Providers was issued by CIMA on 18 September 2025 
and should be read in conjunction with this report.

The Authority recognises that the virtual asset ecosystem is still nascent and as such, VASPs should carefully 
consider the findings outlined in this Report and ensure that their policies, procedures, systems, and controls 
are developed and maintained in line with the Authorityʼs regulatory expectations and consistent with the 
requirements of the applicable acts and guidance. This applies to all relevant governance, operational, risk 
management, cybersecurity frameworks and AML/CFT/CPF/Sanctions compliance areas.

Executive Summary

Disclaimer

This Report represents an anonymised and generalised point-in-time evaluation of very specific areas and 
should not be taken as a holistic review of all risks and gaps that could exist and may not reflect future 
developments or improvements. This report provides a useful resource for identifying key areas for 
improvement and highlights that VASPs must continue to monitor regulatory changes and take proactive 
steps to remain compliant with on-going regulatory obligations. Additionally, the licensing regime has more 
stringent requirements and expectations for VASPs. As such, VASPs that fall under the licensing regime 
should be prepared to adapt to new regulatory frameworks, including enhanced standards for governance, 
risk management, internal controls, and compliance. 

https://www.cima.ky/amlcft-on-site-and-off-site-supervision-of-the-virtual-asset-service-providers
https://www.cima.ky/amlcft-on-site-and-off-site-supervision-of-the-virtual-asset-service-providers
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Summary Findings and Reminders

The Authority identified several good practices as well as areas of improvement. The areas of improvement are 
summarised at a high level below. This report includes several recommendations, which are informed by 
regulatory measures and also align with industry best practices.

Review Scope Weaknesses Observed for Selected Entities

Corporate Governance • Gaps in Board of Directors composition

• Lack of or inadequate succession planning

Internal Controls • Inadequate Business Continuity Planning 
(BCP) 

• Absence of regular internal audit reviews 

• Gaps in complaints handling

Cybersecurity • Deficiencies in cybersecurity governance 
and oversight 

• Inadequate cybersecurity risk management 
framework 

• Deficiencies in data protection controls 

• Inadequate oversight of outsourced 
arrangements

Virtual Asset Custody Arrangements • Lack of / inadequate policies and procedures 

• Absence of periodic independent audits

Financial Position • In instances where a VASP had not yet 
achieved profitability, supplementary 
information was required to support the 
assessment that it remains a going concern, 
with sufficient resources to meet its financial 
obligations as required. The Authority 
reminds VASPs to continue to strengthen 
their policies, procedures, and controls to 
adequately manage financial and liquidity 
risk

Executive Summary
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Executive Summary

AML/CFT/CPF

While the review included AML/CFT related considerations, VASPs are encouraged to read the relevant AML 
Regulations and the separate AML VASP findings 2025 Supervisory Circular issued by CIMA on 18 September 
2025 for more holistic insights and recommendations. As a result, the AML findings below, noted as part of the 
Review, will not be further elaborated in this report. 

Review Scope Findings Identified

AML/CFT/CPF • Gaps in AML policies - risk rating, enhanced 
customer due diligence and travel rule 

• Inadequate transaction monitoring systems 
and processes 

• AML outsourcing agreement gaps - some 
entities did not provide agreements

• Absence of periodic risk-based independent 
audit reviews  
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Executive Summary

Reminder of Notifications to the Authority

Based on observations from the Desk-review, the Authority noted some instances where changes to key 
personnel or business operations had occurred at the Registrants which had not been communicated timely to 
the Authority. As a result, the Authority reminds all VASPs of their regulatory obligation to promptly notify/seek 
approval as required by the VASP Act as well as the following:

• Changes to Key Personnel: Any modifications to the roles of the Board of Directors, Ultimate Beneficial 
Owner (UBO), Chief Executive Officer (CEO), Anti-Money Laundering Compliance Officer (AMLCO), and 
Money Laundering Reporting Officer (MLRO), and any other function considered as a senior officer role by 
the VASP must be reported to the Authority within 15 days (See Section 6(5) of VASP Act). Appointments for 
replacements of senior officers as listed in the VASP Act will require the prior approval of the Authority.

• Regulatory Actions by Other Authorities: Any penalties imposed, or enforcement action or litigation 
proceedings brought against the VASP in this or another jurisdiction must be reported to the Authority within 
30 days (See Section 9(4c) of VASP Act).

• Material Cybersecurity Incidents: Any material cybersecurity incident must be reported to the Authority 
within 72 hours (See Rule 8.1 and Section 16 of the Rule and Statement of Guidance – Cybersecurity for 
Regulated Entities).

Entities that have not engaged in VASP-related 
activities for a period of one year must notify 
the Authority in accordance with Section 25 
(7) of the VASP Act to allow the Authority to 

evaluate and take appropriate action. 
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Detailed Observations & Findings
Positive Observations

The Review identified examples of the positive observations as listed below:

Corporate Governance

• Board meetings are generally held at least annually, in line with the Rule on Corporate Governance for 
Regulated Entities, and areas that were covered in accordance with the Board agenda included AML, 
cybersecurity, etc.

Internal Controls

• Most Selected Entities indicated an awareness of the various internal control regulatory measures and 
indicated they were either already largely compliant or aware of their gaps and in the process of remediation

• Complaints logs were indicated as being maintained

Financial Position

• Selected Entities indicated they have implemented robust internal controls in relation to financial management 
hence they are able to meet their financial obligations.

Cybersecurity

• Selected Entities that assigned dedicated cybersecurity leadership and oversight roles, such as Chief 
Information Security Officers (CISOs), demonstrated stronger cybersecurity governance and risk 
management

• Majority of the Selected Entities considered and adopted reputable international cybersecurity standards and 
frameworks such as the National Institute of Standards and Technology (NIST) and International Organization 
for Standardization (ISO) when developing their frameworks. As an example of implementation of such 
frameworks, some Registrants highlighted that they had implemented tools for identity and access 
management as part of their overall implementation of logical and physical access controls

• Selected Entities indicated that they employed advanced real-time monitoring tools and systems, that enable 
the proactive detection and management of cybersecurity threats. Where such tools were implemented, 
Registrants indicated that they have effectively integrated automated processes for analysing and escalating 
suspicious activities to relevant teams.

Virtual Asset Custody Arrangements

• Selected Entities indicated an awareness of the relevant regulatory measures and a commitment to ensuring 
the security of customer assets. 
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Corporate Governance

Findings 

Gaps in Board composition as 27% did not have the minimum number of Directors required or did not have 
independent Directors on their Board.

36% were found to be operating without formal succession planning for both the governing body and key senior 
management.

Reminders

Registrants are reminded to:

• Ensure the Board is comprised of individuals with a diversity of skills, background, experience and expertise 
to ensure adequate level of competence at the Governing Body pursuant to Section 5.3.1(a) of the Rule – 
Corporate Governance for Regulated Entities. Registrants should be aware that the VASP Act (as amended) 
has introduced a new requirement that Boards must consist of at least three directors, one of which is 
independent and without a vested interest in the VASP. For example, the Board of a virtual asset custody 
business must have directors with Custody experience or a virtual asset trading platform must have directors 
with Trading Platform experience as noted in the Rule and Statement of Guidance for Custodians and Trading 
Platforms; and

• Establish an appropriate Succession Plan for Directors and Senior Management in accordance with Section 
5.3.1(f) of the Rule – Corporate Governance for Regulated Entities.

Selected Entities 
operating without formal 
succession planning

Gaps in Board 
composition 

Detailed Observations & Findings

36% 27%



Desk-Based Review of Registered VASPs November 2025         9

55%27%

27%

18%

27%

BCPs not in line with Authorityʼs SOG 

Inadequate business impact analysis

BCP not board approved

BCP not tested 

BCP not independently reviewed 

Detailed Observations & Findings

Internal Controls

Findings 

Results showed inadequate Business Continuity Planning (“BCPˮ) as gaps were noted in the following areas:



Desk-Based Review of Registered VASPs November 2025         10

No established internal audit function 

Non-submission of internal audit plan

Identified gaps in internal audit plan

Detailed Observations & Findings

Findings contʼd

36% of Registrants either had not established an internal audit function or not conducted any internal audit 
reviews, 45% had not submitted an internal audit plan and 36% had gaps in the submitted internal audit plan. 

36%

45%

36%

45%

45% had either a Complaints Handling Policy deemed inadequate to manage and resolve client grievances 
effectively or did not provide one.

Inadequate complaints handling policy 
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Reminders

Registrants are reminded to:

1. Implement an effective and comprehensive audit of the internal control system carried out by operationally 
independent, appropriately trained, and competent staff in accordance with Section 12.5 of the Rule – Internal 
Controls for Regulated Entities.

2. Develop a comprehensive BCP to ensure continuity of operations during or after critical disruptions in 
accordance with Section 11.4.3 of the Rules and Statement of Guidance – Internal Controls for Regulated 
Entities. The BCP should align with international best practices. As the virtual asset space is particularly 
vulnerable to a range of risks, including cyber-attacks, technological failures, and market volatility, all of 
which can severely disrupt operations,  regulated VASP entities are encouraged to periodically test the BCPs.

3. Establish / enhance Complaints Handling policy and procedures to ensure that all customer complaints or 
issues are dealt with in a timely and consistent manner in accordance with Section 12.11 of the Rule and 
Statement of Guidance – Internal Controls for Regulated Entities. 

As the virtual asset space is particularly 
vulnerable to a range of risks, regulated 

VASP entities are encouraged to test and 
strengthen the BCPs.

Detailed Observations & Findings
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Detailed Observations & Findings

Cybersecurity

Findings 

Results showed the following deficiencies in cybersecurity governance and oversight of the selected VASP 
entities.

No appointment of qualified CISO, CIO or similar

Cybersecurity responsibilities not formally approved

Insufficient documentation on IT and cybersecurity audits

No proof of Board approval for cybersecurity framework

9%

82%

18%

27%

27%

9%

Absence of framework gap analysis against CIMA̓s Rule and SOG

Lacked cybersecurity insurance

No emerging risks in cybersecurity risk assessment

No formal technology refresh plan 

55%

Results showed the following inadequacies in the cybersecurity risk management framework of the selected 
VASP entities.
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Detailed Observations & Findings

Findings contʼd

Results showed the following deficiencies in data protection and IT controls of the Selected Entities.

No procedures to verify cloud data isolation

Ineffective oversight of outsourced cybersecurity arrangements

9%

9%

18%

45%

27%

18%

Insufficient tools and controls to prevent loss of critical data

Lacked real-time and continuous threat monitoring

Failed to block unsafe third-party internet services

No regular Vulnerability Assessments and Penetration Tests

No regular independent IT and cybersecurity audits

Results showed the following inadequacies in the oversight of outsourced arrangements of the Selected Entities.
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Reminders

Registrants are reminded to:

1. Enhance the Cybersecurity governance, oversight, and risk management framework to ensure compliance  
 with the Rule – Cybersecurity for Regulated Entities whose requirements include as noted under Sections 5,  
 6 and 7:

• Clearly identifying managerial responsibilities and controls, designed to ensure that the policies and 
procedures established for cybersecurity and risk management are always adhered to.

• Governing body responsibilities for approval and oversight of the cybersecurity framework that addresses 
all material cybersecurity risks to which the regulated entities are likely to be exposed based on their 
business activities and use of technology.

• Implementation of a formal cybersecurity risk management framework that includes regular risk 
assessments (leveraging Risk register or equivalent formal documentation) to identify, evaluate, and 
mitigate cybersecurity risks in accordance with section 6.1(b) of the Rule – Cybersecurity for Regulated 
Entities.

• Conduct regular gap analyses to assess their cybersecurity frameworks against their selected 
cybersecurity framework(s) as well as the Rule and Statement of Guidance – Cybersecurity for Regulated 
Entities.

• Registrants to consider securing insurance against various cybersecurity risks including recovery costs 
and compensation per section 7.2.2(f) of the Statement of Guidance – Cybersecurity for Regulated 
Entities.

2. Conduct regular IT/security audits - The governing body and senior management are responsible for    
 ensuring that a formal, independent cybersecurity and cyber resilience review/audit of the organization is   
 carried out periodically, commensurate with its size, complexity, structure, nature of business and risk profile  
 of its operations with formal mechanisms for tracking and implementing audit recommendations as relevant  
 (see Section 6.1 of the Rule - Cybersecurity for Regulated Entities as well as  Section 6.7, Section 8.2; Section  
 10.1 (f) , Section 13.3 (e) of the Statement of Guidance- Cybersecurity for Regulated Entities).

3. Strengthening IT system and Data Protection Controls by complying with Sections 9 and 14 of the Rule and  
 Statement of Guidance – Cybersecurity for Regulated Entities and the Cayman Islands Data Protection Act   
 (2021 Revision) and relevant leading industry best practices. This includes implementing robust Data Loss   
 Prevention (“DLPˮ) tools and automated real-time threat detection and monitoring solutions to monitor and  
 prevent unauthorised data transfers as well as a comprehensive Incident Response plan, tailored to the   
 nature, size and complexity of the entity.

4. Strengthen oversight of Outsourced Arrangements. Registrants should enhance their onboarding and    
 continuous monitoring of outsourced arrangements in alignment with the requirements in Section 6.5 of the  
 Rule and Section 13 of the Statement of Guidance - Cybersecurity for Regulated Entities. This includes   
 conducting formalised vendor due diligence and risk assessments before engaging third-party providers and 
 maintaining ongoing oversight mechanisms and assessments to ensure that outsourced service providers   
 implement cybersecurity policies, procedures and controls that are at least as stringent as it would expect for 
 its operations. Registrants are reminded to develop exit strategies in the event of termination of the key   
 outsourced relationship.

Detailed Observations & Findings
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Detailed Observations & Findings

Virtual Asset Custody Arrangements

Findings 

Results showed a lack of or inadequate policies and procedures governing virtual asset custody, wallet, and 
private key management services of some of the Selected Entities. This raises risks of mismanagement, security 
breaches, internal fraud, and operational failures.

40%

With the commencement of the Rule and Statement of Guidance - Virtual Asset Custodians and Virtual Asset 
Trading Platforms in December 2024, the Authority, while acknowledging VASPS would require more time to 
comply, considered how many of the in scope VASPs had conducted independent audits of their custody 
platforms, processes, and controls including those relating to private key generation and/ or on-going private key 
lifecycle management (private key use, storage, distribution, back-up, disposal). It was noted that over eighty 
percent (80%) of inscope Selected Entities had not conducted periodic independent audits of their custody 
platforms, processes, and controls.

Inadequate policies for virtual asset custody services
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Reminders

Virtual asset custody service providers should continue to enhance their custody related policies, procedures 
and controls. Of note, VASP entities providing virtual asset custody services are now required to apply for a 
license and to comply with the Rule and Statement of Guidance - Virtual Asset Custodians and Virtual Asset 
Trading Platforms which includes requirements and guidance on policies, procedures and controls. These include 
requirements for: 

• Securing customer virtual assets and ensuring proper due diligence is performed when selecting a custody 
approach and any associated outsourced service providers. Formal policies, procedures and controls should 
be in place for the management of private keys, including private key generation ceremonies, key usage, 
storage, recovery etc. supported by appropriate access controls and segregation of duties (in accordance 
with Sections 7.27 and 10, 11 of the Rule and Section 11 of the Statement of Guidance - Virtual Asset 
Custodians and Virtual Asset Trading Platforms).

• Independent audits to verify compliance with established policies, procedures and controls and any 
deficiencies identified are remediated in a timely manner, as required. This is in alignment with Sections 8.20, 
8.21, 10.6 – 10.8 of the Statement of Guidance - Virtual Asset Custodians and Virtual Asset Trading Platforms.

• Appropriate disclosure and transparency to ensure clients fully understand the risks, terms and conditions 
associated with virtual asset custody services. This includes disclosures when any material change has been 
made to the service(s) provided by the custodian. The custodian or trading platform should ensure that 
clients understand and acknowledge the risk warnings provided (Section 7 of the Rule and Statement of 
Guidance - Virtual Asset Custodians and Virtual Asset Trading Platforms).

Detailed Observations & Findings

Concluding Remarks
The Authority continues to remind all regulated VASPs of their statutory and regulatory obligations to adhere to 
regulatory rules and statements of guidance, and to ensure that their policies, procedures, systems, and controls 
are of an appropriate standard in line with applicable acts and other legal requirements and are adhered to 
consistently. VASPs are also reminded to review and adhere to any on-going VASP registration approval 
conditions. 

The Authority further encourages governing bodies of VASPs to enhance their oversight to ensure compliance 
with the VASP Act, AMLRs and other applicable legislative and regulatory obligations. The Authority also 
encourages governing bodies of VASPs to ensure their senior management and all relevant staff are 
adequately trained and to keep abreast of regulatory changes/expectations.

Notably, 1 April 2025 brought into force the VASP Act amendments which imposes additional requirements on 
regulated VASPs, both from a prudential and anti-money laundering perspective. Regulated VASPs are advised 
to review their current operations, systems and controls, policies, and procedures, and make changes as 
relevant to comply with the amendments. Additionally, virtual asset custodians and virtual asset trading 
platforms should review the VASP licensing requirements and adopt adequate systems to comply with the same.
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Appendix

Scope of the Desk-Based Review
As part of its supervisory oversight mandate, the Authority is required pursuant to Section 6(1)(b) of the MAA 
and Section 24(1)(c) of the VASP Act to examine the affairs of Registrants to, inter alia, evaluate its 
governance, risks management framework and internal controls and determine whether they comply with the 
applicable acts, regulations, rules and guidance. 

Consequently, the Authority conducted this Review to understand better the level of compliance by 
Registrants as a whole, which assisted the Authority in identifying areas of deficiencies and control 
weaknesses that need to be addressed. 

The scope of the Review focused specifically on the assessment of:

1. Corporate governance framework with a focus on Board and Senior Management oversight

2. Internal controls including reviewing selected policies, procedures and audit reports

3. AML/CFT/CPF/Sanctions compliance framework with a specific focus on certain components relating 
to onboarding, screening and transaction monitoring

4. Cybersecurity with high level focus on governance, risk management policies and procedures and 
limited controls

5. Financial position with a review of targeted financial information 

6. Virtual Asset Custody Arrangements (where applicable) with a high-level focus on policies and 
procedures

The key findings, conclusions and recommendations highlighted in this report are applicable to all Registrants 
and are intended for use by Registrants to enhance their own governance framework, internal controls, 
operations and risk management frameworks to ensure they operate in a sound and prudent manner.  
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Assessment Methodology
To facilitate the Review, the Authority utilised questionnaires to collect and analyse information from 
Registrants on the six themed areas. Registrants were requested to complete and submit the questionnaires 
and supporting documents in English or accompanied by a legible and intelligible English language translation. 
Completed questionnaires and all relevant documentation were securely submitted electronically. 

It should be noted that the Authorityʼs assessment was based solely on responses to the questionnaires as 
well as a limited review of policies, procedures and limited supporting documents. The Authority will conduct 
onsite inspections, as relevant, to evaluate the implementation and operating effectiveness of the policies, 
procedures and controls the respondents purport to have in place in future. The completion of the 
questionnaires may have alerted the Registrants to gaps and shortfalls in their own operations and it is 
possible that Registrants may have already begun the process of closing identified gaps. As such, it is likely 
that overall compliance and improvements in controls and operations may have taken place since the 
submission of the completed questionnaire by the Registrant. Additionally, this report also took into 
consideration key findings, insights and observations that emerged during routine supervisory oversight. 

Summary # of Entities

Selected Entities included in the full review 11

Selected Entities included in the Custody Arrangements portion of the review 5

Legal and Regulatory Obligations
The Authorityʼs legal and regulatory framework for Registrants are set out in the following legislations and 
regulatory measures:

1. The VASP Act
2. VASP Regulations, 2020 and VASP (Amendment) Regulations, 2025 (the “Regulationsˮ)
3. Anti-Money Laundering Regulations (2025 Revision)
4. Rule on Corporate Governance for Regulated Entities
5. Rule and Statement of Guidance - Internal Controls for Regulated Entities
6. Statement of Guidance on Business Continuity Management
7. Rule and Statement of Guidance - Cybersecurity for Regulated Entities
8. Rule and Statement of Guidance - Virtual Asset Custodians and Virtual Asset Trading Platforms
9. Any other applicable rules and regulatory measures issued by the Authority from time to time, including but 

not limited to those covering fitness and propriety, risk management, record keeping and outsourcing. 

Appendix
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